&) OECD

Organisation for Economic Co-operation and Development
TAD/TC/CA/WP(2020)1/FINAL

Unclassified English - Or. English
19 February 2021

TRADE AND AGRICULTURE DIRECTORATE
TRADE COMMITTEE COMMITTEE FOR AGRICULTURE

Joint Working Party on Agriculture and Trade

Digital opportunities for SPS systems: Policy design, measures and
implementation — Part 1: Current trends, potential and challenges of digital
technologies in SPS systems

Contact: Annelies Deuss (Annelies.Deuss@oecd.orq)

JT03471485

This document, as well as any data and map included herein, are without prejudice to the status of or sovereignty over any territory,
to the delimitation of international frontiers and boundaries and to the name of any territory, city or area.


mailto:Annelies.Deuss@oecd.org

2 | TAD/TCICA/WP(2020)1/FINAL

Note by the Secretariat

This paper forms part of the work mandated under Output Area 3.2.1.2.2 of the
2019-20 PWB, where it was noted that further work on digital innovation could be
undertaken subject to availability of additional resources. Initial ideas for such work were
shared with Delegations following the November 2018 meeting of the Committee on
Agriculture [TAD/CA/RD(2018)8].

A voluntary contribution from the United States has enabled work to be undertaken as
described in the scoping paper [TAD/TC/CA/WP(2019)5] presented at the May 2019 Joint
Working Party on Agriculture and Trade.

This paper forms the first of a two-part project to investigate how digital technologies are
influencing the implementation and design of sanitary and phytosanitary (SPS) measures.

This paper examines current trends in countries using digital tools to address existing
constraints within the three stages of the SPS regulatory framework: risk assessment; risk
management; and verification of compliance in the movement of products. It then examines
the potential for digital technologies to create efficiencies in SPS systems. Finally, the
paper identifies the challenges associated with the expanded use of these technologies, and
identifies the conditions required to address these challenges.

The second part of this project [TAD/TC/CA/WP(2020)2/FINAL] aims to estimate how
digital tools can reduce the costs of trade by quantifying using econometric modelling the
trade-facilitating effects of digital technologies employed in SPS systems.

This paper has been prepared by a consultant, Tom Baragwanath, and is based on previous
analysis by Marie-Agneés Jouanjean and Sebastian Weber. Earlier drafts of this paper have
benefitted from comments and review by Erik Bosker (DVM and Senior Policy Advisor at
the Ministry of Agriculture, Nature and Food Quality, The Netherlands, Chair of the
Electronic Working Group (EWG) under Codex Committee on Food Import and Export
Inspection and Certification Systems), Craig Fedchock (Senior Advisor, International Plant
Protection Convention Secretariat), and Philippe Loopuyt (Lead of the EU TRACES,
Directorate SANTE.DDG2.G (Crisis management in food, animals and plants), European
Commission, DG Health and Food Safety). The paper has also been subject to consultation
with the following international organisation representatives: Arti Gobind Daswani and
Camille Fléchet (World Trade Organisation SPS team); Melvin Spreij and Pablo Jenkins
(Standards and Trade Development Facility); Matthew Stone and Gillian Mylrea (World
Organisation for Animal Health), Brent Larson (International Plant Protection
Convention); Patrick Sekitoleko (Codex Committee on Food Import and Export Inspection
and Certification Systems); Bill Gain and Shane Sela (World Bank); Ruth Hoekstra and
Amine Belkhadir (Deutsche Gesellschaft fiir Internationale Zusammenarbeit); and
Macarena Torres Rossel (World Economic Forum). The OECD wishes to thank these
contributors for their guidance and input.

This document is submitted for declassification by written procedure to delegates of the
Joint Working Party on Agriculture and Trade.
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Key messages

What are the issues and why are they important?

e Countries are increasingly using digital technologies within their sanitary and phytosanitary (SPS)
systems, including in risk assessment, the identification of risk management strategies, and the
verification of SPS compliance in the movement of products.

e These technologies include the exchange of electronic certificates (e-certification) for plant and animal
products, conformity assessment platforms, traceability and supply chain integrity technologies, remote
pest screening, and advanced consignment declarations and checks.

o Digital technologies have the potential to create efficiencies within SPS systems, facilitate trade, and
lower administrative costs for countries and traders. They can reduce the risk of trade fraud, make trade
systems more accessible for businesses (including businesses in developing countries), and help
countries address food safety risks and risks to human health. But some of these technologies can be
challenging to implement, and can give rise to new operational challenges, including the need for long-
term investment.

What did we learn?

o Countries are using various forms of digital technologies in SPS systems. Notably, some countries have
adopted digital technologies in compliance verification processes for imported and exported goods,
whereas many still rely on paper-based systems. The majority of country activity in this area concerns
the use of e-certification systems.

o While there is increasing adoption of e-certification in respect of phytosanitary (plant-based) products,
the adoption of these systems in respect of sanitary (animal-based) products and livestock is less
widespread. Sanitary certification is often administered separately, meaning adoption of e-certification
systems progresses independently.

o In the context of disruptions caused by the COVID-19 pandemic, countries are adopting digital SPS
systems more widely, notably the International Plant Protection Convention’s ePhyto Hub. Country
updates suggest those participating in these systems may have incurred fewer trade interruptions during
this time.

¢ Digital tools require careful design to create efficiencies in SPS systems, and uptake must be supported
with training and resources for countries and businesses. A scan of current initiatives demonstrates
potential to expand the use of these technologies.

e To expand the use of digital technologies, countries must satisfy certain conditions: ensuring these
technologies enhance existing food health and safety standards; accessing dependable sources of
funding; establishing a clear and enabling regulatory framework; promoting the interoperability and
equivalence of SPS systems using digital technologies; developing shared expertise in implementing
and monitoring digital tools; and building trust in these tools.

Key recommendations

e Countries should consider expanding their use of digital technologies within SPS systems to create
greater efficiencies, facilitate trade, and assist with the healthy and safe supply of food products. In
particular, countries should examine the increased use of digital SPS technologies (notably e-
certification) in the context of the COVID-19 pandemic response, with the aim of harnessing momentum
for wider uptake.

e Countries should continue exchanging best-practice guidance regarding the use of digital technologies
to develop a shared pool of expertise. Exchange of case studies illustrating the successful adoption of
these technologies would provide insights into implementation and encourage wider adoption.

Unclassified
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1. Introduction

1. The WTO Agreement on the Application of Sanitary and Phytosanitary Measures
(WTO SPS Agreement) is a legally binding multilateral agreement combining the
objectives of avoiding unnecessary obstacles to trade through the use of science and risk-
based measures, and respecting the rights of countries to take appropriate measures for the
protection of plant, animal, and human health.! Notwithstanding the WTO SPS
Agreement’s requirement for harmonisation? on the basis of standards developed by
international organisations, SPS measures must be implemented in a country and product
specific manner in order to be effective. Yet, multiple government departments can be
involved in setting and enforcing SPS measures. This can render compliance challenging
for importers and exporters, and can make it difficult for agencies to coordinate in
upholding these measures (STDF, 2017}y).

2. Despite efforts by the WTO SPS Committee to enhance Members’ implementation
of the WTO SPS Agreement obligations pertaining to harmonisation and equivalence, and
despite a shared commitment for WTO Members to work towards simplifying and reducing
formalities and documentation requirements (particularly under Article 10 of the WTO
Trade Facilitation Agreement (WTO TFA)) SPS systems remain heterogenous (STDF,
2017p7). In the context of this paper, ‘SPS systems’ are defined as each country’s
framework of SPS measures, including the specific institutions, processes, practices, and
technologies used to assess the risks associated with the movement of plant or animal
products and manage these risks through verifying compliance with SPS regulations.

3. These SPS systems depend on a range of conditions in both the importing country
and the exporting country, including countries’ pests and disease status. Countries also
differ with regard to the acceptability of certain types of risk and their approach to science
in law (Peel, 2004p;). Furthermore, institutional structures, resources, methods, and
practices all differ considerably, and are often largely path-dependent. Even with increased
harmonisation around the methodologies supporting SPS systems, their application
depends on conditions that vary across countries, and even from product to product (Spreij,
2007[5) (Stone and Casalini, 2020p). As a consequence, exporters have to manage
compliance with different sets of rules and regulations for each market. This lack of SPS
system coordination at the multilateral level is costly, and can represent a barrier to trade
(STDF, 20175) (OECD, 2014 (OECD, 2018(7) (Blanc, 2018g). It must be noted,
however, that Members have the right under the WTO SPS Agreement to set SPS measures
necessary for the protection of human, animal, or plant life or health provided that SPS
trade restrictions are non-discriminatory, transparent and scientifically justified.

4. Alongside these trends, SPS systems around the world are stretching to cope with
rising trade volumes, placing a greater importance on effectiveness and efficiency (FAO,
2018p97). In this context, countries must find new ways for SPS agencies to process
increasing amounts of information. Digital technologies offer a solution to this challenge,

! For a short summary of the key provisions of the WTO SPS agreement, see (Grant and Arita, 20171307).
2 The WTO SPS Agreement is based on five core principles:

(i) Harmonisation of SPS measures based on international standards, guidelines, or recommendations (Article 3);
(i) Equivalence of SPS measures applied by countries if they achieve the appropriate level of protection (Article 4);
(iii) Risk assessment and determination of appropriate SPS protections based on scientific evidence (Article 5);

(iv) Regionalisation: SPS measures shall be adapted to the SPS characteristics of the area—whether all of a country, part of a
country, or all or parts of several countries—from which a product originated and to which it is destined (Article 6); and

(v) Transparency: SPS measures shall be published promptly and enquiry points shall be established to provide information on
SPS regulations, controls, inspection procedures, risk assessment procedures, and membership and participation in international
and regional SPS bodies, arrangements, and agreements (Article 7 and Annex B).
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particularly by enabling a more risk-based approach to regulatory delivery (Russell and
Hodges, 201910;) (Mangalam and Vranic, 2020p11)).

5. In the context of this paper, digital technologies are defined as “Information
Communication Technologies, including the Internet, mobile technologies and devices, as
well as data analytics used to improve the generation, collection, exchange, aggregation,
combination, analysis, access, searchability and presentation of digital content, including
for the development of services and apps” (OECD, 2019;1).

6. Digital technologies have the potential to create efficiencies at the three relevant
stages of risk-based SPS regulation (WTO, 2014:3)) (OECD, 2014):

e risk assessment based on scientific evidence and factors including, for example,
the presence of plant pests or animal diseases in importing or exporting countries,
and the characteristics and compliance record of economic operators involved;

e development of a risk management strategy reflecting this risk assessment; for
example, setting screening requirements for imported products,® which should
reflect the risk inherent in the product, the vulnerabilities of the importing country
or region, and the characteristics of the country of origin, among other factors
(OECD, 2010y14); and

e development of processes governing the movement of products and the verification
of compliance with standards and regulations, including control, inspection, and
approval procedures such as product registration, certification, and testing, as well
as trade facilitation measures.*

7. Digital technologies can facilitate the rapid communication of information between
stakeholders, enabling greater trust and coordination in SPS systems, particularly in
regulatory inspections and official controls. These information flows can also support the
scientific processes for risk assessment and management. SPS systems can benefit from the
adoption of digital technologies not only by government authorities, but also by farmers,
growers, and other agri-food chain actors (Jouanjean, 2019:5). All of these impacts have
a significant function in facilitating trade at both a regional and global level.

3 Note: In SPS systems, “risk” refers to the risk of the entrance of a pest or disease and the potential harm to human, animal, or
plant life or health. While the terminology is similar, the concept of risk assessment and management as applied under the WTO
SPS Agreement is different from the one under the WTO TFA. Article 7 of the WTO TFA states that “every Member shall base
risk management on an assessment of risk through appropriate selectivity criteria”. In this case, risk assessment refers to the risk
of non-compliance. Risk management then refers to the system used by customs administrations to determine which persons,
goods, and means of transport should be examined and to what extent (Standards 6.3 and 6.4 of the WCO Revised Kyoto
Convention). According to the World Customs Organisation (WCO), ‘risk management’ is defined as “the systematic application
of management procedures and practices which provide Customs with the necessary information to address movements or
consignments which present a risk” (WCO, 2010132]) (Moisé and Sorescu, 2013(177). Members are obligated to ensure that SPS
measures are consistent with the obligations set out in both the WTO SPS Agreement and the WTO TFA.

4 Common SPS measures include: Import controls for SPS reasons; tolerance limits for residues and use of substances; labelling,
marking, and packaging requirements (when these relate directly to human, animal or plant life, or food safety); hygienic
requirements (including hygienic practices during production); treatment for elimination of pests and organisms (including cold /
heat treatment, irradiation, and fumigation); production or post-production requirements (including plant-growth processes,
animal-raising processes, food and feed processing, or storage and transport conditions); and control, inspection, and approval
assessments relating to SPS (including product registration, resting, certification, inspection, traceability, quarantine, and the
distribution and location of products after delivery) (UNCTAD, 2019131y).
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8. As noted by the UN Conference on Trade and Development (UNCTAD),
mainstreaming the use of digital technologies in trade facilitation reform is not merely an
obligation for most countries, but a necessity. This is especially the case as a greater number
of countries shift towards paperless trade. However, recent results from UNCTAD’s global
survey on Digital and Sustainable Trade Facilitation show a significant lag in the adoption
by governments of digital technologies for trade facilitation. The report also indicates
potential for global improvements in paperless trade (UNCTAD, 2020p), and analysis
suggests these and other trade facilitation measures have the potential to reduce overall
trade costs by between 14% and 18% depending on the geographic region (Moisé and
Sorescu, 201317)).

9. This paper examines the ways in which digital technologies can create efficiencies
in SPS systems from design through to implementation. These technologies offer new
capacities to create, manage, and share information, and offer solutions or improvements
to a range of existing issues, especially delays and uncertainties due to incomplete or
unreliable information exchange, and the risk of fraudulent behaviour (OECD, 201912)).
Digital technologies can reduce regulatory burden for governments and businesses and
improve efficiency of expenditure for governments, while making it easier to meet SPS
system objectives: the safe and dependable trade of food and agricultural products
(including forestry and fisheries products).

10. The cross-border dimension of SPS systems does, however, present challenges for
the uptake of digital technologies. Countries must consider the elements required for the
smooth implementation of these technologies (including regulatory reforms and investment
in both technology and human resources) and must coordinate amongst government
agencies (including customs authorities), trading partners, and international organisations.

11. Notably, countries should follow the guidance set by the “three sisters" standard-
setting organisations recognised in the WTO SPS Agreement. These ‘three sisters’
organisations are responsible for developing standards, guidelines, and recommendations,
which support the SPS Agreement’s harmonisation principle in relation to:

e animal health and zoonoses (diseases that are transmissible to humans) — the
World Organisation for Animal Health (OIE);

e plant health — the International Plant Protection Convention (IPPC); and
o food safety — the Codex Alimentarius Commission (CAC).

12. Section two of this paper examines current trends in countries using digital tools to
address existing constraints within the three stages of the SPS regulatory framework: risk
assessment; risk management; and verification of compliance in the movement of products.
Specifically, the paper examines trends in the exchange of electronic SPS certificates
(e- certification)®and country responses to the COVID-19 pandemic (Box 1). Section three
examines the potential for digital technologies to create efficiencies in SPS systems.
Section four identifies the challenges associated with the expanded use of these
technologies, and identifies the conditions required to address these challenges.

5 This summary uses information from responses to questions sent by the Secretariat in July 2020. Requests for this information
were sent to Argentina, Australia, Brazil, Canada, Chile, Costa Rica, the European Union, Japan, Korea, Mexico, the Netherlands,
New Zealand, and the United States. Responses were received from Argentina, Australia, Brazil, Canada, Chile, Costa Rica, the
European Union, Japan, Korea, Mexico, New Zealand, and the United States.
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13. This paper forms the first of a two-part project on the use of digital technologies in
SPS systems. The second part draws from the analysis within this paper to develop a
methodology estimating how the use of these digital technologies, in particular the
exchange of electronic SPS certificates, can reduce the costs of trade. It will quantify the
trade-facilitating effects of these technologies using econometric modelling. The
preliminary results of this analysis suggest electronic certification has positive effects on
trade volumes and unit value, creates efficiencies in SPS systems, and also enhances
market-creation opportunities.

Box 1. Use of digital SPS technologies in response to the COVID-19 pandemic

The COVID-19 pandemic has given rise to an unprecedented health crisis and caused
significant disruption for international trade (OECD, 2020pg). These effects are
illustrated in the decline of cargo volumes from January 2020 onwards.

Figure 1. Sea and air cargo
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Note: IATA statistics are available to March 2020 only.
Source: OECD, drawing on data from Innovative Solutions in Maritime Logistics
(www.isl.org/en/containerindex) and International Air Transport Association (www.iata.org).

It should be noted that despite the disruptions associated with the COVID-19 pandemic,
trade in agricultural products has been more resilient than overall trade, reflecting the
essential nature of food and the resulting relative income-inelasticity of demand. For
example, while overall merchandise trade fell sharply in the first half of 2020,
agricultural and food exports increased by 2.5% during the first quarter compared to the
same period in 2019, with an increase of 3.3% in March and an increase of 0.6% in April
(WTO, 2020y1g)).

The United Nations Food and Agriculture Organisation (FAO) has recommended
countries adopt a proactive response to the pandemic by avoiding trade-restrictive policy
measures, enhancing market transparency and coordination, and following international
guidelines on safe travel and trade corridors (FAO, 2020;). Other multilateral
organisations have noted the importance of leveraging technology, digital trade, and
Single Window trade (streamlined government-mandated platforms allowing the
submission of information to fulfil regulatory requirements electronically between
supply chain actors and authorities) to allow businesses to continue operations (AEM,
2020p1)).
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Indeed, in the context of this disruption, the use of digital technologies in SPS systems,
most significantly e-certification systems, is helping countries to minimise the negative
effects of social distancing measures introduced by many countries on the trade flow of
both plant and animal products. While the COVID-19 pandemic has not represented a
complete shift towards e-certification, it has provided a push in this direction (STDF,
2020p227). The COVID-19 pandemic is presenting an opportunity to increase the uptake
of e-certification systems, which reduce the need for personal contact and handling of
paper certificates, including the costs of having to send these, in some cases using
chartered flights. Countries have also instituted time-bound exceptions to compliance
with SPS verification requirements: Argentina, Australia, Chile, Costa Rica, the
European Union, Indonesia, Japan, Mexico, the Philippines, the Russian Federation,
South Africa, Chinese Taipei, and the United States are accepting electronic copies of
SPS certificates in lieu of original documentation due to travel restrictions (WTO,
2020p23)). New Zealand has extended its e-certification pilot with the People’s Republic
of China for all dairy exports due in part to the COVID-19 pandemic, and has also moved
to partial e-certification for sanitary products with Samoa, New Caledonia, French
Polynesia, Papua New Guinea, and Tonga.

Reports from the ePhyto Hub, the International Plant Protection Convention (IPPC)
system for the centralised exchange of phytosanitary e-certificates, demonstrate a
significant increase in countries exchange of e-certificates for plant products in early
2020. The total number of certificates exchanged increased from 7 992 in December
2019 to 23 343 in March 2020, 56 496 in June 2020, and 45 351 in August 2020 (IPPC,
2020p247). This trend also reflects the linking of EU TRACES to the ePhyto Hub in May
2020, which has contributed to the exchange of approximately 20 000 additional e-
certificates per month. This linking was already planned, and was not precipitated by the
COVID-19 pandemic.

These responses to COVID-19 illustrate the advantages of using digital technologies,
particularly e-certification, within SPS systems. Digital technologies add flexibility,
resilience, and adaptability within SPS systems, and allow countries to minimise the
disruptions to trade flows while maintaining protections for the healthy and safe trade of
food products. The increased use of e-certification has helped staff in SPS agencies to
become more familiar with the use of digital technologies. It is possible that these
responses will lead to permanent changes to SPS systems.
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2. Country use of digital technologies within SPS systems

14. Countries are using a range of digital technologies within each of the three stages
of SPS regulatory framework: risk assessment, risk management, and the verification of
SPS compliance in the movement of products. These technologies are most commonly used
in compliance verification activities (third stage), which for many countries comprises the
vast majority of SPS system activity. Each of these three stages also benefits from the WTO
SPS transparency system, a digital notification platform providing access to centralised
information about draft SPS measures around the world, and enabling an inclusive
rulemaking process for SPS policies through stakeholder engagement. This transparency
system is supported by the WTO “ePing” alert website which disseminates information on
these SPS notifications, makes it easier for countries to comment on draft SPS measures,
and facilitates private and public sector cooperation in resolving potential trade problems.
The “ePing” website was launched in November 2016, and works by creating a searchable
database of SPS requirements and allowing policy makers, exporters, importers, investors,
and other parties to keep track of these requirements.>® WTO SPS notifications are also
available on the WTO Documents Online and SPS Information Management systems.’

15. Although countries conduct risk assessment and risk management activities as
discrete processes, there is a degree of overlap between these stages. Member countries
often conceive of risk assessment as being a matter of scientific inquiry, and risk
management as being a question of policy, based on the outcomes of this inquiry. However,
these processes are in fact closely related (WTO, 2020ps)), and some digital technologies
(including platforms for the collection, transmission, and sharing of data) are used in both
of these stages.

2.1 Digital technologies within risk assessment

16. The WTO SPS Agreement tasks every country to take measures to protect human,
animal, or plant health consistent with the disciplines set out in the Agreement. Central to
this approach is the requirement that countries base their SPS measures on scientific risk
analysis to ensure the restrictions, requirements and standards applicable to products
imported are necessary and the least trade restrictive (Spreij, 20073) (Jouanjean, 20191s)).

17. The biggest challenges facing trade in agriculture and food — particularly in trading
fresh products — is to manage trading billions of dollars’ worth of products without
accidentally spreading human, animal, or plant diseases and pests, or importing food
considered to be harmful according to domestic regulation, and to do so in a way that
minimises delays. Perfect access to information about product conditions before export
would make it easy to decide whether a product is fit for import and whether any treatments
should be applied before entry. However, such perfect information is costly to create, and
complex to coordinate across the large number of stakeholders. Thus, SPS systems have
evolved to cope with imperfect access to information, information gaps and asymmetries,
and misalignments of incentives by taking a risk-based approach to the trade of agriculture
and food products via risk assessment.®

6 See https://www.epingalert.org/en.

7 See https://docs.wto.org/ and http://spsims.wto.org/.
8 1t should be noted that while this paper focuses primarily on SPS systems for the trade of agricultural and food products, SPS
measures also apply to trade in other goods (for example, furniture and other household goods).
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18. Risk assessments take into account scientific evidence; relevant information about
the production or processing methods used to develop the product in question; information
from the inspection, testing, and sampling of products (both in the importing and exporting
country); the prevalence of pests and diseases (in the importing and exporting country);
and related factors. Assessing risks requires access to specialised information and expertise.
These processes are complex, and can be long and costly (Spreij, 20073).

19. Digital technologies have significant potential to make these assessments of risk
more precise, informed and consistent. By making it easier to gather, analyse, and share
information between countries (for example, on the existence and prevalence of pests in
different countries), digital technologies offer significant efficiency gains for countries in
the development and maintenance of SPS measures (OECD, 201912)). They also provide
countries with the ability to conduct risk assessments with greater accuracy, making it less
likely that countries will institute risk management policies that are either too stringent or
insufficiently stringent based on incomplete or outdated information (Jouanjean, 20191s)).
For example, the OIE World Animal Health Information System (OIE-WAHIS) is an
online database containing officially reported health status and veterinary service capacity
information for country use when conducting import risk assessments.® Upgrades currently
underway to OIE-WAHIS will allow for improved interoperability with digital systems for
national and regional surveillance and outbreak management, beginning with a pilot to link
the European Commission’s Animal Disease Notification System to OIE-WAHIS to
facilitate efficient reporting and information sharing (OIE, 20182)).

20. In particular, the capacity of countries to conduct risk assessments is being
enhanced by the growth of Internet of Things technology. The WTO estimates suggest the
number of internet-connected devices in the world will grow to approximately 75 billion
by 2025, expanding the ability of countries to source, aggregate, and analyse food systems
data accurately and efficiently (WTO, 2019,7;), and providing countries with the potential
for more accurate assessments of risk within SPS systems. Alongside this technology,
artificial intelligence and the analysis of big data can enable actors to better understand how
agricultural products are produced, processed, transported, and stored, and share data
securely along complex agricultural value chains (Tripoli, 20182g)).

21. Additionally, significant advances in data acquisition, storage, communication, and
processing technologies have enabled the rapid transfer of vast quantities of data, and have
greatly increased the ability to process large datasets and automate analytical processes
with machine learning (Jouanjean, 2019p:51) (Mangalam and Vranic, 2020p11;). Through
facilitating the accurate and trusted dissemination of product information, digital
technologies can provide a higher degree of knowledge and certainty regarding the risks
presented by certain products, and the strategies and steps required to effectively manage
these risks (OECD, 2019127). For example, countries can use digital platforms to collect,
analyse, and share information regarding the toxicology risks involved with certain food
products, informing their assessment of the risks associated with importing these products
(Barlow et al., 2015p29)).

22. There is significant potential for SPS systems to be improved by digital
technologies through the analysis of data within risk assessment activities. While revenue
agencies (such as tax collection departments) have established practices in the use of data
analysis techniques to identify risk indicators and their relative importance (Khwaja,
Awasthi and Loeprick, 2011), until recently this had been difficult to replicate for other
areas of regulatory risk assessment. However, recent advancements in Machine Learning
offer promising improvements in analysing data to understand and predict risk, and could

9 Further information is available at https://www.oie.int/en/animal-health-in-the-world/wahis-portal-animal-health-data/.
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allow for risk assessments within SPS systems to be considerably more effective (OECD,
2020q17). These technologies are, however, still emerging.

2.2 Digital technologies within risk management

23. Based on risk assessments, countries then identify strategies for the management
of risk, establishing the level of protection required to enable trade. For example, a country
may use information regarding the presence of pests in other countries to categorise the
goods, plants, or shipments it considers to be associated with a higher or lower risk of the
accidental introduction or spread of these pests. It would then specify fumigation
requirements for plant products from other countries to reflect this risk assessment. As with
risk assessment activities, digital technologies have the potential to not only make risk
management more efficient (for example, reducing the time and cost involved with
inspecting goods consignments); they also enable countries to identify risk management
strategies that are more informed, accurate, and effective. For example, digital sensor
technology may make it possible to detect the presence of pests at a far more stringent
threshold (Lima et al., 2020;37), allowing a country to adjust their SPS requirements to
reflect this added capability and provide greater protection against the potential entry of
these pests.

24, Border inspections can involve a number of related processes, including: reviewing
SPS certificates and other import documentation for relevance, accuracy and validity; and
checking of the general condition of the entire shipment. For example, in the case of a
frozen product, the inspector may check whether the container shows water stains that may
indicate defrosting, leaking or water damage. Inspection can also entail the testing of the
product, involving sensory evaluation or random sampling including laboratory analysis,
or, for high-risk foods, a mandatory lot-by-lot inspection (FAO, 2016z3)).

25. In addition to border and customs agency risk management activities, countries also
incorporate a range of in-country checks, data gathering, and data sharing controls and
within their national SPS systems. These include systems for the detection of pests and
diseases within national food and agriculture systems, and platforms allowing for any
outbreaks of disease to be monitored and controlled. The presence of these in-country
systems helps trading partners to classify countries of origin into different categories of risk
regarding importing and exporting activities. As with border and customs agency activities,
digital technologies have the potential to improve the efficiency and effectiveness of these
in-country control systems through facilitating the easier gathering, analysis, storage, and
transmission of SPS system data.

26. In the case of border and customs agencies, countries are already using algorithms
and data analysis tools to increase the efficiency of cross-border controls, for example,
Spain’s automated customs management system allowing inspection officers to sort
incoming goods on the basis of pre-assessed risk (OECD, 2016(s4). For large trading
countries, the use of these technologies has allowed border agencies to continue fulfilling
monitoring requirements despite increasing trade flows. However, according to the 2019
OECD Trade Facilitation Indicators, in only 48% of the 163 countries surveyed, are risk
management systems applied and operating in an automated environment (OECD,
2020;35)).
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Box 2. Regional pest detection and information-sharing framework

The partnership between the Standards and Trade Development Facility and Australia’s Department
of Agriculture and Water Resources to improve the accuracy and speed of pest detection in Thailand,
Laos, Malaysia, Cambodia, Viet Nam, the Philippines, and Papua New Guinea offers a useful
example of digital technologies being used to set strategies for SPS risk management.

Established in late 2016 and running to January 2021, this project uses digital surveillance, data
exchange, and mobile communications technologies to allow trading partners to demonstrate their
pest status to importing countries, facilitating access to valuable markets. National Plant Protection
Organisations (NPPOs) in these countries are being trained to use handheld mobile devices on which
a customised ‘P-tracker’ app is installed. This app is designed to collect and share surveillance data.
This regionally harmonised pest information framework helps the participating countries to compile
credible maps of pest status (STDF, 20183s)).

This project demonstrates the value of digital technologies in improving a shared understanding of
pest distribution, reducing chances of human error and assisting in the early detection of high-priority
quarantine pests by sharing data and alerts in real time.

For instance, in the Philippines the project is enabling closer surveillance of coffee berry borer, coffee
leaf rust, cocoa pod borer, and cocoa pod rot. The data collected and shared as a result of this
surveillance have been critical in allowing the Philippines to demonstrate its pest status to trading
partners and maintain access to regional and international markets. Though this project is time-
limited, a number of participating NPPOs have indicated that they intend to continue using digital
tools for pest surveillance (STDF, 2018z¢)).

217. Digital technologies enable new solutions that change the way border services
conduct these risk categorisation and inspection activities, allowing authorities to better
distinguish between high and low-risk goods, and enabling the more effective allocation of
limited inspection resources. This results in improved health protections, and also in
reduced costs for businesses in complying with risk management measures.

28. These technologies go beyond the use of historical data for profiling of
consignments to determine inspection decisions, for example, using weather data or other
data about the pest status in the region of provenance to improve risk categorisation
(Okasaki, 2017;37). In addition to existing risk management methods based on historical
data (for example, type of goods, country of origin, trading operator, and producer),
decision-making or predictive intelligence tools using big data analytics can also assess
vast amounts of trade information to notify border officers that they should perform an
inspection on a given cargo (for example, based on travel time or weather conditions during
travel). The use of surveillance drones also has significant potential for risk management
procedures in the movement of goods, and is currently being implemented by a number of
countries including the United States and within the European Union (Koslowski and
Schulzke, 20183g;). For example, Colombia has reported the use of drone technologies to
identify illegal border crossings of livestock from its porous border with Venezuela, which
is suspected to have been the cause of several outbreaks of foot-and-mouth disease since
mid-2017 (Alsema, 201739;) (Arana, 2020pq)).
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29. A number of governments are also implementing electronic pre-arrival processing
as part of their risk management processes, including Canada’s use of SPS e-certificates
exchanged with Australia to assess consignment risk in advance,’® and the Netherlands’
development of a ‘Virtual Inspector’ to draw from the details included in e-certificates in
analysing risk.!* The use of these technologies facilitates the movement of agricultural and
food products. The information contained in e-certificates can also improve or automate
border management and risk categorisation for physical inspections, allowing countries to
optimise the allocation of resources and speed up the decisions to release goods (UNCTAD,
2011 1y).

30. These remote (or “virtual”) inspections can potentially save time and resources in
conducting regulatory supervision, leading to increased efficiencies and an increased
ability to reach remote locations or operate in difficult circumstances (for example, during
lockdown situations such as those imposed by the COVID-19 pandemic). Virtual
inspections can involve inspectors reviewing documentary evidence and discussions with
importers and exporters, and also observing sites through video streams. This inspection
technology is being considered in a number of jurisdictions and regulatory domains, and
enables agencies to save transport and staff costs, reduce processing times, and ensure a
lower risk of contamination. However, these virtual inspections also involve consideration
of a number of potential disadvantages, as effectively assessing compliance with SPS
regulations can involve being able to examine a physical location for hidden issues,
interacting with different employees, and other observing activities that can be challenging
to replicate remotely (OECD, 202031).

31. Through informing these risk assessment and management activities, digital
technologies also offer a new level of government accountability within SPS systems
(WTO, 2019,77). Combining and integrating these data at the level of SPS systems enables
countries to model future patterns in imports and exports, helping countries to set tailored
risk management strategies (IPPC, 2018p). These technologies contribute to
harmonisation, recognition of equivalence, and the adoption of least restrictive trade
policies and contribute to the effective implementation of the WTO SPS Agreement
(Jouanjean, 201915), and enable countries to take more risk-targeted and risk-proportional
approaches with SPS regulatory systems (OECD, 2020;3)).

2.3 Digital technologies within product movement and compliance verification

32. While countries are applying digital technologies in the assessment and
management of risk within SPS systems, the most significant area of current country
activity is the verification of SPS control, inspection, and approval procedures in
facilitating the movement of products, specifically the use of bilateral, plurilateral, and
multilateral systems for the exchange of e-certificates (Box 3).

10 Interview with Barbara Cooper, Meat Exports Branch, Australian Department of Agriculture Water and the Environment, July
2019.
1 Interview with Alexander Moret, E-Cert Specialist, Netherlands Food and Consumer Product Safety Authority, June 2019.
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Box 3.

SPS certificates

For a plant, animal, or food product to enter an export market it must frequently be
accompanied by an SPS certificate. SPS certificates are the proof that exported products
comply with the SPS requirements of the importing country (established in accordance
with a risk assessment and the resultant risk management measures). The transmission
of SPS certificates (which are official documents) is a cross-border government-to-
government exchange between the competent SPS authorities of importing and
exporting countries (Lopez, 2015p3;). Figure 2 illustrates the transmission of a paper-
based phytosanitary certificate.

Figure 2. Process for the transmission of a paper-based phytosanitary certificate

Issuing Authority (e.g. NPPO) | Recipient Authority (e.g. NPPO) |

Step 2
= Non-
Certification Shem 5 Non-
validation com pllant:
Inspection and No

clearance clearance

process: Check compllant:
impsort No

regpuinem ent s, certiflcate

inspaction of ksued

consignment

Step 1: Step 4:
Application for Submission of
certification of 5P5 certificate Complant:
product for for quarantine P
export clearance deared
b
— Importer

Exporter
: Step 3: 5P5 certificate
Banks, insurance transmitted from

exporter to importer

Source: Adapted from Lopez (2015(43)).

Within this process, exporters apply for a certificate with the competent authority in
their respective country (for example, the NPPO for plants). The authority reviews the
application and assigns an inspector to check that the import requirements of the
importing country are met (this is also linked to in-country SPS controls such as regional
pest or disease detection platforms). For animals and plants, physical inspections are
often required, and performed either by public or private entities. According to the
results of the inspection, the competent authority either issues a certificate or denies
export authorisation. In some cases, risk mitigation measures are mandated for non-
compliant consignments (for example, additional pest disinfestation procedures), before
another inspection is performed. After payment and issuance of the certificate, the
certificate can be sent to the importer.
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2.3.1 How countries are advancing e-certification systems

33. Table 1 provides a summary of select countries’ use of e-certification systems. It
also notes the national e-certification systems administered by individual countries, and
states where these systems are available only to specific trading partners with respect to
specific products. This table represents a snapshot of country activity based on responses
to a survey provided to the Secretariat in August 2020. Many countries around the world
have initiated processes to develop the use of e-certificates, but it is difficult to establish
the exact number of operational systems and the extent to which they are delivering
expected outcomes. It should also be noted that this table is not an exhaustive list of activity;
countries may be exchanging e-certificates more widely than reported. In the case of the
ePhyto Hub, countries can freely exchange phytosanitary e-certificates (“ePhytos™) with
any of the 46 active members of the Hub, and are not limited in their exchange of ePhytos
to the countries listed in Table 1. The ePhyto Hub is discussed in Section 2.3.3.

34. The establishment of in-country e-certification systems involves four phases of
implementation: the exchange of e-certificates with exporting or importing countries; the
development of e-certificate management systems; the integration of e-certificates into
border clearance processes; and the development of in-country processes facilitating digital
business transactions (UNECE, 201647). Countries must consider the legal frameworks
needed to support these systems, as well as providing certainty on the use of SPS data and
the cooperation required between SPS and border agencies. These considerations are
discussed in section four.

35. The 2019 United Nations Economic and Social Commission for Asia and the
Pacific (UNESCAP) study of trade facilitation indicators showed that 46 out of the 128
countries surveyed had implemented systems for the electronic exchange of SPS
certificates fully, partially, or on a pilot basis. Only 13 of these countries reported full
implementation (UNESCAP, 20194s5)). It should be noted that even though countries may
be exchanging e-certificates, completely paperless exchanges are not yet common. In the
short-term, many countries may need to continue to maintain a paper-based system (in
addition to implementing paperless systems) due to legislative or regulatory requirements.
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Table 1. Summary of countries using e-certification

Country / Sending Receiving Sending Receiving Using Governing E-certification
Organisation phytosanitary? phytosanitary? sanitary? sanitary? ePhyto Hub? agreement platform’
. . Bilateral and Bilateral e-
Argentina Ch!le (May 2020), Ch!le (May 2020), No No Yes multilateral certification
United States (July 2020) United States (July 2020)
(ePhyto Hub) exchange system
) New Zealand (since 2004,
eI (T AL, fully paperless from Japan (since 1998), New New Zealand (since 2004, Bilateral (eCert
paperless from September . .
. . September 2020), Zealand (since 2004, fully | fully paperless from platform) and Bilateral eCert
Australia 2020), Indonesia (2019), 15 Indonesia (2019) 15 oth less from Septemb September 2020). Indonesi Yes lilateral latf
other countries and European ndonesia (2019), 15 other | paperless fom September eptember ), Indonesia multilatera platform
A countries and European 2020), Indonesia (2019) (2019) (ePhyto Hub)
Union Member states ]
Union Member states
Brazil Yes Yes No No Yes N/A N/A
For meat products from Bilateral e-
Canada No No No Australia and New Zealand Testing Bilateral certification
meat (2013) exchange system
China (2016), Russia (2016),
Mexico (2019), Colombia Mexico (2019), Colombia
(2020), Argentina (2020), Peru | (2020), Argentina (2020), . . Bilateral, Bilateral e-
Chile (2020), United States (2020), | Peru (2020), (czrg?g)(zme), Russia No Yes multlateral, and |certification
European Union (2020), The United States (2020), plurilateral exchange system
Netherlands (2020), Sri Lanka | Sri Lanka (2020)
(2020)
Argentina, Germany, Austria, For meat products from
Belgium, Bulgaria, Cyprus?, Mexico, Ecuador, France, Mexico, Ecuador, France,
g Croatia, Denmark, Slovakia, New Zealand, Peru, New Zealand, United States, Multilateral
L e Slovenia, Spain, Estonia, Australia, Spain No Peru, Australia, Spain, dairy s (ePhyto Hub) N/A

Finland, France, Greece,
Hungary, Ireland, ltaly, Latvia,

(all since March-April 2020)

products from Canada, and
fish products from
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Country / Sending Receiving Sending Receiving Using Governing E-certification
Organisation phytosanitary? phytosanitary? sanitary? sanitary? ePhyto Hub? agreement platform’
Lithuania, Luxembourg, Malta, Philippines and Maldives
Netherlands, Poland, Portugal, (all since March-April 2020)
Czechia, Romania, Sweden,
Brazil, Chile, Fiji, Ghana,
Jamaica, Mexico, Morocco,
New Zealand, Samoa, South
Africa, Sri Lanka, United States
(all since May 2020)
Uruguay, Morocco, Peru
fully paperless; Australia,
Tunisia and five other remote Via the ePhyto Hub: New Zealqnd,land United .
e ) . ; States (dairy) in data Multilateral (EU )
Euroean Union European territories using Argentina, United States, No exchanae miarating to Yes TRACES Multilateral EU
P TRACES to issue Chile, Costa Rica, Morocco, | 9 . 43 h 9 latf TRACES platform
hytosanitary e-certificates Uganda, Fiji paperiess, & other platform)
phy ’ countries using TRACES to
encode their sanitary
certificates
For meat products from .
Japan No No No Australia No Bilateral B;;?g::: =Ll
(since 1998) P
New Zealand (meat and Bilateral and Bilateral e-
Korea Yes Yes No dairy) (2017) Yes multilateral certification
y (ePhyto Hub) exchange system
. Colombia, Chile, Colombia, Chile, N L
Mexico Peru (August 2019) Peru (August 2019) No No Yes plurilateral certification
9 9 (Pacific Alliance) |exchange system
Chile, China, Columbia, Australia, Belarus, Chile, Bilateral
The Netherlands Indonesia, Kenya, Mexico, Yes China (dairy and mgat Yes Yes multiiateral, and Bilateral E-CertNL
Peru, South Africa, and the paperless), Indonesia, plurilateral platform

United States

Russia (trial paperless
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Country / Sending Receiving Sending Receiving Using Governing E-certification
Organisation phytosanitary? phytosanitary? sanitary? sanitary? ePhyto Hub? agreement platform’
September 2020), and the
United States
Dairy products to China
(2018), meat to United
States (2010), meat and
seafood to European Union
United States (2018), (2801'35”)"33'5“8”;23';:”(&!3' Australia (fully paperless
United States (2018), Australia | European Union (mid- 2020) al anir%al roducts September 2020)
(fully paperless September 2020), Australia (fully o prodt . .
) ) except fish to Indonesia . ) Bilateral and Bilateral E-cert
New Zealand 2020), European Union (mid- paperless September (2017), Canada (2002) Partial use with Samoa, New | Yes multilateral latform
2020), Korea (2017), 2020), Indonesia (2018), Korea ‘(2017) sea frei g‘ht to Caledonia, French atom
Argentina (2018) Korea (2017), Argentina Jordan (2005’) Singapore Polynesia, Papua New
(2018) Philippines, Russia, partial | Gtinea, Tonga (2020)
use with Samoa, New
Caledonia, French
Polynesia, Papua New
Guinea, Tonga (2020)
Potential to send and receive Potential to send and Bilateral
United States with all 46 countries active in receive with all 46 coun.t MeS | ves (COVID adjustment) Yes (COVID adjustment) Yes multilateral, Bilateral eCERT
ePhyto Hub active in ePhyto Hub (since and olurilateral system
(since 2018) 2018) p

Notes: 1. These country-specific platforms can be accessed at: https://www.agriculture.gov.au/import/online-services/electronic-certification,

https://webgate.ec.europa.eu/sanco/traces/, https://e-cert.nl/en/, https://www.mpi.govt.nz/exporting/export-certification/animal-products-ap-e-cert/, and

https://www.cbp.gov/trade/quota/ecert.

2. Note by Turkey: The information in this document with reference to “Cyprus” relates to the southern part of the Island. There is no single authority representing both
Turkish and Greek Cypriot people on the Island. Turkey recognises the Turkish Republic of Northern Cyprus (TRNC). Until a lasting and equitable solution is found

within the context of the United Nations, Turkey shall preserve its position concerning the “Cyprus issue”.
Note by all the European Union Member States of the OECD and the European Union: The Republic of Cyprus is recognised by all members of the United Nations with
the exception of Turkey. The information in this document relates to the area under the effective control of the Government of the Republic of Cyprus.

Source: Country responses provided to OECD, August 2020.*
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* In addition to the information presented, countries offered the following updates: Australia’s exchange of phyto e-certificates with New Zealand is occurring outside of
the ePhyto Hub, with the intention to transition these to the hub from 30 September 2020. Brazil and Canada are currently working towards accessing the ePhyto Hub.
Canada is also implementing an e-Certification and Digitisation project to automate export certification processes. The European Union expects to begin sending sanitary
e-certificates in the 2nd-3rd quarter of 2021. Mexico is working towards the exchange of sanitary e-certificates with the other Pacific Alliance member countries

(i.e. Chile, Colombia, and Peru), is reviewing the feasibility of connecting to EU TRACES and the ePhyto Hub, is working towards exchanging phyto e-certificates with
the United States through a Single Window platform, and is accepting electronic certification for plant health from a range of countries during the COVID-19 pandemic.
New Zealand is actively supporting Pacific Island countries to connect with its eCert platform via IPPC GeNS functionality, is committed to exchanging phyto e-
certificates with China before looking at other commodities, has working commitments and basic trials with Vietnam and Malaysia for electronic exchange of all SPS
certification, plans to send phytosanitary certificates to Indonesia in late 2020, and is trialing halal e-certification with Indonesia. The United States still requires paper
certification to accompany e-certificates, but is testing the ability to receive e-certificates exclusively. To facilitate trade during the COVID-19 pandemic the United States
has temporarily waived requirements for physical copies of certificates
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36. The range of country activity described in Table 1 illustrates trends in the electronic
exchange of SPS certificates. It should be noted that the use of the EU TRACES system to
manage the import of goods subject to phytosanitary and sanitary certificates has been
mandatory for all EU Member states since December 2019. For goods exported from the
European Union, the situation is as follows:*?

e member states are using their own systems for the exchange of veterinary e-
certificates, except in relation to harmonised certificates (of which there are
approximately 40 models) where TRACES is used; and

o member states can use TRACES for the exchange of phytosanitary e-certificates,
but this function will only be available by the end of 2020.

37. It should be noted that the Netherlands — one of the earliest adopters of SPS e-
certification for its exports of meat, dairy products, and cut flowers — also has its own e-
certification platform (UNECE, 201644)), e-CertNL. This situation is unique, and a process
is underway to converge these systems to the single TRACES platform receiving
certificates from third countries.

38. A small number of trading partners have transitioned to fully paperless bilateral e-
certification systems, for example New Zealand and Australia for both plant and animal
products (Australian Department of Agriculture, Water, and the Environment, 2020ps),
and Argentina and Chile for plant products (IPPC, 2020p7). Sri Lanka is also exchanging
fully paperless e-certificates with Argentina and Chile.®® This means e-certificates are
considered equivalent to paper certificates, as these contain the same information and offer
the same legal guarantees (STDF, 2017p5). However, the wider implementation of
paperless e-certification is occurring slowly. As noted in the UNESCAP 2019 Global
Survey on Digital and Sustainable Trade Facilitation, the global average implementation
of trade facilitation indicators relating to ‘paperless trade’ stands at 61%, whereas the
implementation level for ‘cross-border paperless trade’ stands at only 36% (UNNEXT,
2019g). 1

39. While some countries have invested in the digitisation of SPS certification, these
procedures are still mostly paper-based (IPPC, 2018g). Hardcopy documents must be
filled in, signed, issued, printed, shipped directly along with the consignment, and
distributed manually (Moisé and Sorescu, 201317;). These paper certificates can be prone
to errors and forgery, and can often be lost or damaged, causing delays and additional
processing costs. Copies of these certificates are usually not accepted due to the risk of
fraud. Shifting from paper-based systems to the exchange of digital documents enables
greater efficiency, and creates a higher degree of system integrity (STDF, 2017[s).
However, this shift requires the comprehensive analysis of all related business processes
(including the exchange of data between border and customs authorities) to ensure the
acceptance of e-certificates is reflected in all associated systems.

40. Furthermore, paper versions of SPS certificates may still be required for different
purposes. For instance, banks in importing countries may still request SPS certificates from
exporters as a term of issuing letters of credit, which can limit the ability of businesses to
give payment assurances (STDF, 2014sq). Paper certificates may also be needed for other

2 Interview with Philippe Loopuyt, Lead of the EU TRACES, Directorate SANTE.DDG2.G (Crisis management in food, animals
and plants), European Commission, DG Health and Food Safety, August 2020

13 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020

14 The indicators for ‘paperless trade’ and ‘cross-border paperless trade’ each consist of a series of specified measures, for example,
the availability of an electronic or automated customs system, e-payment of customs duties or fees, the use of an electronic Single
Window System. A full list of these indicators is available in the 2019 Global Report.
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judicial procedures in an importing country. As seen during the COVID-19 pandemic, such
practices can give rise to disruptions in trade (OECD, 2020pg). In some cases, these
practices have necessitated the use of charter flights by exporting businesses to deliver
paper certificates. Country efforts to expand the use of e-certification must take these
challenges and practices into account. It should also be noted that until paperless trade is
implemented in full, countries may have to continue to maintain both paper and digital SPS
certification systems in parallel. This may result in the requirement for additional resources
for countries to manage the interface between these systems and ensure the provision of
clear information and guidance for importers and exporters.

41. More broadly, the shift towards e-certification is part of a growing international
trend towards the adoption of Single Window trade systems (OECD, 2018sy). These
systems are streamlined government-mandated platforms allowing for the electronic
submission of all information to fulfil regulatory requirements (i.e. permits, licences and
certificates for customs purposes) between supply chain actors and government authorities
(UNECE, 2020;s2). As with e-certification systems, countries are adopting these systems
at varying speeds. For example, Singapore began development of its Single Window
‘TradeNet’ system in 1986, and implemented this system in early 1989 (UNESCAP,
2018s3). In addition, New Zealand has reported an increasing focus on connecting with
trading partners’ Single Window platforms when progressing e-certification goals, further
illustrating the increasing relevance of these platforms.
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Box 4.

Approaches to e-certification by the three sisters

The ‘three sister’ organisations recognised by the WTO SPS Agreement have to date
taken different approaches to e-certification within SPS systems.

The IPPC issued guidelines for electronic phytosanitary certification in 2017, providing
guidance on standardised language, harmonised message structure, and exchange
protocols for National Plant Protection Organisations (NPPOs) (IPPC, 2017s4)). These
efforts enabled the IPPC to establish the multilateral exchange of electronic phyto-
certificates (‘ePhytos’) via the ePhyto Hub.

The OIE developed Article 5.2.4. of the Terrestrial Animal Health Code on “electronic
certification” for animal health in 2014 (OIE, 2019s5)), and managed the STDF project
‘Development of a Framework to Facilitate E-Veterinary Certification for International
Trade on the Basis of a Single Window System’ on behalf of applicant countries
Cambodia, Eswatini, Nigeria, Paraguay, and Zimbabwe (OIE, 2020;s).
Recommendations from the report of this project are currently being considered by the
OIE (STDF, 2020p27).

The Codex Alimentarius Commission’s (CAC) Committee on Food Import and Export
Inspection and Certification Systems (CCFICS) established an electronic working group
(EWG) in 2016 to prepare a discussion paper and a project document on the use of
electronic certificates (paperless certification). In 2017, CAC approved the new work
on paperless use of electronic certificates based on the project document submitted by
CCFICS The EWGH! has developed a proposed draft guidance on the paperless use of e-
certificates, including a generic model that could form the basis of official certificates
(Codex, 2020(s7;). The propose guidelines? will be discussed at the next meeting of the
CCFICS scheduled for March 2021. Note that this ongoing work includes the revision
to the existing Codex Guidelines for Design, Production, Issuance and Use of Generic
Official Certificates (CXG38-2001) to include paperless exchange of electronic
certificates.

While OIE and Codex offer guidance for countries to develop wider systems for e-
certification of animal products and food products, respectively, unlike the IPPC these
organisations are not directing the development of the systems or establishing the
systems themselves (OIE, 2020s¢;). Expert interviews suggest there is significant scope
for cooperation among the three sisters in relation to SPS e-certification, especially in
harmonising the exchange of e-certificates through the use of XML messages.® For
example, the three organisations could examine the possibility of using existing
multilateral instruments (notably the ePhyto Hub) to support the exchange of a wider
set of e-certificates (for example, harmonised sanitary and veterinary certificates).

1.The current EWG comprises forty Codex member countries plus eight observer organisations, including
the FAO, IPPC, OIE, UN Centre for Trade Facilitation and Electronic Business (UN/CEFACT) and
World Customs Organisation (WCO).

2. Consideration is currently at step three of the eight-step Codex procedure / process, which begins with
the Codex Commission’s decision to develop a standard (approval) and terminating with the adoption of
the standards or guidelines.

3. Interview with Erik Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and
Food Quality, The Netherlands, Chair of the CCFICS-EWG developing the proposed draft guidance on
paperless use of electronic certificates and author of a recent report for the STDF e-veterinary certification
project managed by OIE (OIE, 2020jse), July 2020
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2.3.2 E-certification is advancing through bilateral and multilateral forums

42. Countries are advancing the exchange of SPS e-certificates through a range of
channels, including multilateral work programmes (for example, the IPPC’s ePhyto Hub),
under plurilateral trade agreements (for example, the Pacific Alliance trade bloc formed in
2011 between Chile, Colombia, Mexico, and Peru) and as workstreams forming part of
bilateral trade agreements (for example, the 2014 Korea-New Zealand Free Trade
Agreement). A mixture of all three approaches is used by some countries to achieve their
e-certification goals. For example, the United States is exchanging e-certificates through
its national eCERT system,* and is also using the ePhyto Hub (described in section 2.3.3).
Many countries are also making incremental improvements by shifting some trading
partners (or some categories of traded products) from paper certificates to e-certificates
over time, indicating that e-certification does not have to be comprehensively adopted to
have significant benefits for trading partners or international organisations.

43. As Table 1 shows, with the exception of phytosanitary certification (wherein 46
countries are exchanging e-certificates within an established business-as-usual framework),
a number of e-certification platforms are being advanced through bilateral arrangements
based on unique and separate agreements between trading partners outlining the terms of
exchange (for example, through trade agreements with chapters outlining the specific SPS
measures that will apply to the bilateral trade of plant or animal products). Establishing
these bilateral arrangements can be costly for countries, as they require a number of
interactions and investments to meet the unique characteristics of each individual bilateral
exchange. IPPC studies have estimated the cost of establishing a bilateral system for the
exchange of phytosanitary e-certificates to individual trading partners to exceed
USD 50 000 per trading country, which can quickly become significant depending on the
number of trading partners involved (Gain, B.; Sela, S., 2019sg;). This collaboration
requires countries to agree upon provisions on the use and security of exchanged data,
systems interoperability, and on the mechanism through which data is to be exchanged.
Beyond being technically readable, e-certifications must include guarantees of mutual
recognition of data elements, rules, and definitions (STDF, 2017[y).

44, The growth of bilateral trade agreements specifying SPS system conditions reflects
the increasing willingness of countries to address SPS matters within these agreements, and
the growing capacity of developing countries to establish SPS systems where these systems
may not have previously existed (WTO, 2020s9;). To encourage the broader standardisation
of e-certification systems, the UN Centre for Trade Facilitation and Electronic Business
(UN/CEFACT) published the global eCERT standard in 2008, including a message
structure based in Extensible Markup Language (XML) and associated data components
for developers (UNECE, 20164)).

45, The increasing number of individual trade negotiations has also resulted in a
growing diffusion of regional trade agreements (RTAs). These trends have varied impacts
on the efficiency and accessibility of SPS systems. Notably, RTAs frequently contain
specific SPS chapters which can have a range of trade effects depending on the depth and
nature of their provisions. These SPS chapters also establish SPS Committees which meet
regularly and set workstreams, including commitments to progress e-certification
(Santeramo, 2020;s07). Of the 256 RTAs in force in 2015, 176 included SPS provisions
(McDaniels, Molina and Wijkstrom, 2018617). Recent studies suggest a growing interest on
behalf of countries in elevating the visibility and ambition of regulatory policy and
regulatory cooperation, including cooperation in relation to SPS provisions (OECD,
2020;527)-

15 See https://www.cbp.gov/trade/quota/ecert.

Unclassified


https://www.cbp.gov/trade/quota/ecert

26 | TAD/TC/ICA/WP(2020)1/FINAL

46. The variety of different bilateral e-certification agreements can create challenges in
terms of system interoperability and harmonisation, and renders the goal of greater
integration at the international level more difficult (Pavlovic, 2018e3)).

47. The widespread use of bilateral negotiations to progress e-certificate negotiations
represents a barrier for some countries. For example, the IPPC has calculated that 80
different bilateral agreements for electronic data transmission would be needed for New
Zealand to cover all of its trading partners within its SPS system (IPPC, 2014s4]). This
focus on bilateral systems also risks creating a digital divide between the countries with the
resources to undertake these negotiations and those lacking these resources. A multilateral
or ‘single hub’ model (such as the IPPC ePhyto Hub) offers a solution to the proliferation
of individual bilateral trade agreements.

2.3.3 The IPPC ePhyto Hub - a multilateral approach

48. As Table 1 illustrates, the exchange of e-certificates for plant products (‘ePhytos’)
is more widespread than it is for animal-based products. While countries are using bilateral
and plurilateral channels for the exchange of ePhytos, as of late 2019 onwards countries
are making increasing use of the IPPC ePhyto Hub.

49. The ePhyto Hub is a central exchange system for ePhytos that can be used by all
countries linked to it, and offers a web-based Generic ePhyto National System (GeNS) for
countries without their own e-certificate system infrastructure to participate in the exchange
of ePhytos at no cost (IPPC, 2019s5;). The Hub was first established as a pilot in 2017 by
the IPPC with financial support from the STDF* and donor countries, with the aim of
improving the safe trade in plants and plant products by using a standardised certification
format for the transmission and retrieval of ePhytos (IPPC, 2019s). This pilot involved
ten countries (Argentina, Australia, Chile, the People’s Republic of China — henceforth
“China”, Ecuador, Kenya, Korea, the Netherlands, New Zealand, and the United States),
and closed on 31 March 2018, after which the Hub opened for wider country membership
and exchange (IPPC, 20187). Over the period of 2018 — 2020, use of the Hub has
continued to expand, with over 200 000 transmissions of ePhytos through the hub in the
January — August 2020 period, and 46 countries actively exchanging ePhytos. The UN
International Computing Centre (UNICC) provides the technology for the operation of the
Hub. At present, the current operating costs associated with the ePhyto Hub are estimated
to be USD 700 000 per year.

50. The IPPC’s ePhyto Hub offers a multilateral solution to the proliferation of
individual bilateral trade agreements, facilitating the exchange of e-certificates between
multiple SPS agencies without these agencies having to establish discrete connections.

16 For further information, see: https://www.standardsfacility.org/PG-504
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Figure 3. Point-to-point and Single Hub model
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51. The transmission of e-certificates within the IPPC ePhyto Hub increased
considerably in May 2020 following its linking to the EU TRACES import certification
platform, facilitating the participation of the EU member states into the system. Practically,
this means ePhytos submitted to EU TRACES are then distributed to the relevant European
Union countries for processing using a discrete channel. This is an approach which the
IPPC is hoping to be able to adapt for use in connecting private blockchain companies to
National Plant Protection Organisations using the ePhyto Hub.!” The number of certificates
exchanged during 2020 demonstrate a growing base of user countries actively exchanging
ePhytos in XML format (IPPC, 2020ss)): Approximately 45 000 — 55 000 ePhytos have
been exchanged each month over the period of June - August 2020 via the Hub between 46
active member countries (IPPC, 20209)).*® Over 10 000 additional ePhyto certificates were
received in the first three weeks of connection with EU TRACES, mostly from the United
States, Argentina, and Morocco (IPPC, 2020(7q).

52. This expansion continues the trend of significant growth in country use of the
ePhyto Hub, and illustrates the advantages of multilateral e-certification platforms in
managing trade during market disruption. The ePhyto Hub has a capacity to receive
approximately 100 000 certificates per day, though the Hub has received only 55 000
certificates per month at its busiest.*®

53. It should be noted, however, that approximately 50 countries that are members of
the ePhyto Hub are not yet actively exchanging ePhytos. As the IPPC notes, many of these
members may lack the technical capacity to start exchanging certificates. Others may be
uncomfortable working in the ePhyto environment with groups, companies, and
organisations with which they are unfamiliar (IPPC, 2020sg). Countries may also have
reservations about the ease of integrating the Hub with their Single Window trade systems,
due either to the need for specialist technical expertise, or to a lack of case studies
showcasing how other successful integrations have worked in practice. The World Bank
Group is currently working with the IPPC to implement ePhyto exchange capability in a
number of developing countries, recognising that connectivity between traders,

7 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020

18 As at August 2020 these 46 countries were: Argentina, Austria, Belgium, Brazil, Bulgaria, Chile, Costa Rica, Croatia, Cyprus,
Czechia, Denmark, Dominica, Estonia, Fiji, Finland, France, Germany, Ghana, Greece, Guatemala, Hungary, Ireland, Italy,
Jamaica, Korea, Latvia, Lithuania, Luxembourg, Malta, Mexico, Morocco, the Netherlands, New Zealand, Poland, Portugal,
Romania, Samoa, Slovakia, Slovenia, South Africa, Spain, Sri Lanka, Sweden, Uganda, the United States, and Uzbekistan. A
number of additional countries are registered to use the ePhyto Hub but were not actively exchanging ePhytos during the month
of August 2020. The number of countries that are either registered to use the ePhyto Hub or actively exchanging ePhytos continues
to grow.

19 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020

Unclassified



28 | TAD/TCICA/WP(2020)1/FINAL

phytosanitary agencies, customs, food safety bodies, and other agencies is critical to
advancing the benefits associated with e-certification (Gain, B.; Sela, S., 2019sg)).

54. A key lesson from the implementation of the ePhyto Hub so far is that digital
technologies can provide solutions to simplify the implementation of complex SPS
systems. However, the creation of multilateral digital tools requires significant
collaboration and coordination between a large number of shareholders, and must be
designed to support an easy transition from status quo systems (IPPC, 2018(71).

55. The wider use of e-certification for plant products over animal products could also
reflect country preferences to progress systems for trade in animal products as a matter for
separate negotiation. Early adopters of e-certification regimes for animal products (such as
New Zealand’s ‘E-cert’ system? developed in 1999 or the Netherlands’ ‘e-CertNL’
system?! developed in 2001) have developed tailored bilateral arrangements in order to
facilitate trade in animal products with key trading partners (such as Russia and China).
The agencies responsible for trade of animal products are often separate from those
responsible for plant products, and do not always pursue identical policy agendas. This
trend may also reflect the fact that there are fewer countries regularly exporting animal-
based products in contrast with plant-based products (FAO, 201975), and those countries
with established systems for the exchange of sanitary e-certificates may wish to conserve
these status quo systems.

56. Among SPS certificates, the phytosanitary certificate is one of a small number of
standardised international models, and was developed by the IPPC as part of its
harmonisation mandate (IPPC, 2017(s47).22 All members of the IPPC can refer to this
standard phytosanitary certificate, which facilitates the mutual recognition of country-
specific SPS conformity assessments. Though integrated platforms such as EU TRACES
do offer standardised animal and animal product e-certifications in the form of the Common
Health Entry Documents (CHED) (EC, 202073), globally these certificates are varied in
format and content (STDF, 201674)) (OIE, 2020s6)). These variations stem from the way
individual countries have implemented Codex and OIE standards for their own export
certification needs.?

57. The OIE Terrestrial Animal Health Code also sets out a model international health
certificate for live animals, hatching eggs, and products of animal origins, using the
UNCEFACT standard (OIE, 2019;s5). Compared with the standard IPPC phytosanitary
certificate, the OIE model health certificate requires a greater depth of information,
including details regarding the relevant Veterinary Authority and the temperature of
products for transport and storage.?*

20 See https://www.mpi.govt.nz/exporting/export-certification/animal-products-ap-e-cert/

21 See https://e-cert.nl/

22 This standardised model includes three essential elements: first, the description of the consignment, certifying that the plants or
plant products are free from pests; second, the Additional Declaration stating that the consignment complies with requirements
such as fumigation treatments before shipping or origination from a disease-free area; and third, the description of the relevant
disinfestation or disinfection treatments (IPPC, 2017[s4)).

23 Interview with Erik Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The
Netherlands, Chair of the CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and
author of a recent report for the STDF e-veterinary certification project managed by OIE (OIE, 2020s¢]), July 2020

24 See https://www.oie.int/index.php?id=169&L =0&htmfile=chapitre_certif live animals.htm
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Box 5. EU TRACES

EU TRACES is the European Commission’s shared multilingual online platform processing the
sanitary and phytosanitary certification required for the importation of animals, animal products, food
and feed of non-animal origin, and plants into the European Union (as well as the EU export of certain
animal products). The platform streamlines certification processes, links entry procedures, and offers
a paperless workflow for import (EC, 2020;73). It is used by more than 43 000 entities (35% of which
are private sector entities) from approximately 91 countries (EC, 2020(7s)).

The TRACES platform offers a number of benefits for users, including: greater accessibility for food
chain actors; lower risk of loss or deterioration of certification and fraud; and automatic linkages with
wider e-certification systems such as the ePhyto Hub and non-EU systems (including the national e-
certification systems for Australia, the United States, and New Zealand) (EC, 20207¢;). The TRACES
platform allows for the correction of information on e-certificates, allowing users to rectify
certification problems at significantly lower cost than with paper certificates (EC, 2020(75). The
platform also bears the cost of exchanging e-certificates, which is a significant benefit for traders.

EU regulations outline the rules governing the exchange of e-certificates within the TRACES system,
and set out requirements for the form, content, and secure exchange of these certificates (EC,
2019777). In 2019 the use of TRACES for issuing Common Health Entry Documents (CHEDs) by
EU members was made mandatory. In response to the COVID-19 pandemic, the EU passed
regulations making exceptions to regulatory requirements to present original paper certificates and
official attestations, and authorised the temporary use of electronic clearance data as an alternative
process to avoid health risks to staff (EU, 2020p7). As a result the volume of e-certificates being
exchanged has increased, with some countries increasing the proportion of CHEDs exchanged
electronically from 20% to 75%.* These adjustments have helped countries minimise disruptions to
trade and provide for the dependable flow of goods.

EU TRACES supported the exchange of approximately 145 000 consignments in 2019, with the most
significant users being Morocco (18 077 consignments), Viet Nam (17 338 consignments), New
Zealand (11 468 consignments), and Ecuador (11 468 consignments). The figure below provides a
breakdown of the more than 2.3 million certificates processed in TRACES in 2019:?

Tatal number af certificates in TRACES: 2 343 341
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Notes: Codes for the following types SPS certificates for consignments are: CHED-A
live animals (accounting for 2% of certificates in TRACES in 2019); CHED-P
products of animal origin, germinal products, animal by-products and derived
products, composite products, and hay and straw (accounting for 23% (mainly for fish
product imports)); CHED-PP plants, plant products and other objects (8%); CHED-D
food and feed of non-animal origin (14%); COI Certificate of inspection for imported
organic products.

Source: (EC, 202075)).

Since the ePhyto Hub was linked to EU TRACES in May 2020, the platform has received an
additional 40 000 ePhyto certificates in the June — July 2020 period (approximately 20 000 per
month). Five countries (Argentina, Chile, Costa Rica, Morocco, and the United States) are now
submitting ePhytos to EU TRACES as a result.® Linking these two platforms involved working
through a number of challenges: notably, the ePhyto Hub supports country-to-country e-certification,
but linking to EU TRACES required linking individual countries to a network of 27 countries.

As a platform, EU TRACES is built to receive and process certification of all products, both phyto
and sanitary. The EU TRACES system also exchanges data with the EU Customs Single Window
Certificates Exchange (CERTEX) system (STDF, 2020;22;). As shown in Table 1, one EU country
(the Netherlands) has its own dedicated platform for the exchange of e-certificates. However, this
system has to be closely integrated with the TRACES system to comply with the provisions of EU
law. The Netherlands’ e-certificate transmission channel will have to be fully integrated (by EU law)
in the TRACES system in October 2020 for phytosanitary certification using the ePhyto Hub.*

The EU TRACES system was originally established to provide a backup for the flow of paper SPS
certificates, not to replace these certificates. However, as attitudes have shifted, e-certification is now
becoming a primary focus for businesses and governments.® Through EU TRACES, countries have
been using harmonised animal health certificates for the last fifteen years (since 2005), achieving a
widespread degree of consistency in these documents. While EU TRACES is designed primarily to
receive documents, Tunisia and five other remote EU territories are using the platform to issue
phytosanitary certificates.

The EU TRACES system allows EU countries to split administrative compliance verification into
multiple stages for more efficient processing. For example, because the platform is shared, the EU
can require documentation checks to occur in Spain, while physical consignment checks occur in
France. This allows greater administrative flexibility, especially during periods of trade disruption.
EU TRACES administrators have approved the use of electronic signatures for Uruguay and
Morocco, and intend to transition an additional 57 countries to electronic signatures to replace paper
systems, with the 20 countries with the greatest volumes transitioning by the end of 2020.

In addition to the efficiencies offered to businesses and governments engaging with EU TRACES,
the scale of the platform also provides oversight in e-certification trends, the extraction of EU import
and export data, and intra-EU trade.

1. Interview with Philippe Loopuyt, Lead of the EU TRACES, Directorate SANTE.DDG2.G (Crisis management
in food, animals and plants), European Commission, DG Health and Food Safety, August 2020.

2. A full list and explanation of certificate categories is available at the EU’s TRACES website:
https://ec.europa.eu/food/animals/traces/certif-docs-features_en.

3. Interview with Philippe Loopuyt, Lead of the EU TRACES, Directorate SANTE.DDG2.G (Crisis management
in food, animals and plants), European Commission, DG Health and Food Safety, August 2020.

4. Ibid.

5. Ibid.
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2.4 Beyond e-certification: blockchain, remote pest assessment, and other tools

58. While e-certification is the most significant area of activity for countries
incorporating digital technology within SPS systems, countries and supply chain actors are
also making use of other technologies, including distributed ledger technologies (DLTS),
as well as digital platforms enabling remote pest assessment, advanced consignment
screening, and processing at ports.

59. DLT systems such as blockchain have significant potential to enhance the
transparency of trade transactions and the traceability of goods. These technologies offer
new ways to accurately identify animals and products, collect more data, integrate
communication flows, and share data quickly and securely between supply chain actors
(FAO, 2020r797). By spreading responsibility for data collection and processing to a number
of different actors, these systems also enable the rapid identification of issues such as the
use of fraudulent labels or SPS certifications within the supply chain (OECD, 2020sq). In
these systems, no one entity is entrusted with recordkeeping: data provenance is always
easily identifiable, and records cannot be changed or deleted once they have been created
(OECD, 2018s17). However, while blockchain is a tool for securely and efficiently sharing
information between stakeholders, it does not in itself verify that information written and
communicated to the blockchain is accurate. Blockchain and other DLT systems require a
network of trusted stakeholders and an institutional framework of harmonised rules that
ensures the input of high-quality data into the ledger.

60. A number of private agri-food chain actors are actively using DLTs to facilitate the
faster and more dependable exchange of consignments, including through making it easier
to comply with SPS system requirements. For example, the global shipping and logistics
firm Maersk has partnered with IBM on its ‘TradeLens’ project, a blockchain-enabled
digital shipping platform that allows trading participants to connect and share information,
including consignment and SPS certification details. The TradelLens project currently
involves over a hundred organisations globally, including carriers, ports, terminal
operators, freight forwarders, and shippers (Maersk, 2019;y). TradelLens is also
investigating the potential to include SPS certificates (including phytosanitary, veterinary,
and fumigation certification) within their platform, and is looking for ways to align with
international standards for data exchange, particularly the UN/CEFACT XML data model
(TradeLens, 2019(s3)).

61. Another notable example of DLTs being used to facilitate SPS compliance is the
April 2020 Cargill-Agrocorp partnership using the open-source blockchain technology
Hyperledger Fabric. These companies completed the sale of a wheat consignment worth
USD 12 million using this technology, and reduced processing time from several weeks to
a matter of hours. These efficiencies were created through using blockchain technology to
facilitate the exchange of information between the many parties involved in the sale,
including financial service providers, ship owners, and shipping agents. The technology
allowed for the efficient and trusted exchange of data and trade documentation, including
letters of credit, waybills, bills of lading, and other contracts (Ellis, 2020(s4)).

62. The use of these traceability technologies within SPS systems has just as much
potential positive impact for farmers and food chain actors. They offer a simple way for
producers to share consignment details, comply with SPS conformity assessment
requirements, and offer assurances of product authenticity (Tripoli, 20182g). Since their
earliest use in 2016 by Barclays Africa to facilitate the shipment of dairy products from
Ireland to the Seychelles, these technologies have demonstrated a promising number of
potential applications in international trade (Tripoli, 2020gs)).
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63. The use of DLTs such as blockchain also distributes responsibility for
documentation to a degree that it essentially neutralises the possibility of fraud in the trade
of goods. Each transaction processed on a DLT carries process details and specific, unique
product attributes (for example, agriculture and livestock production or husbhandry
practices, transportation information, environmental sustainability details, and export
certification) which can be verified by supply chain actors or by sensors (for example,
internet-connected digital scales, or remote sensors detecting pests or confirming
fumigation levels) (Tripoli, 2019(gs;). The USDA is examining applications for DLTs such
as blockchain within food supply chains, particularly in the supply of organic foods
(USDA, 2020;s77), and is working with IBM to design a proof-of-concept based on
blockchain technology to modernise the Food Safety and Inspection Service’s food
certification processes (USDA, 2020;sg)).

64. The Argentinian National Service of Agri-Food Health and Quality (SENASA) has
developed a system incorporating blockchain technology into its traceability system for
citrus products, an industry with a high risk of food fraud due to the fragmented and siloed
nature of production. This system applies blockchain to timecode interactions between
encoded information from producers and processors, providing traceability through the use
of immutable and distributed data collection (Otieno, 2019s9;). SENASA has indicated a
willingness to expand this system to other industries. This project reflects the fact that e-
certification systems are not sufficient on their own to completely guarantee protections
against fraud; instead, they can be combined with other forms of digital technology.

65. The Antwerp Port Authority in Belgium has also partnered with blockchain
company T-Mining to develop a safer and more efficient system of trade document flows.
Established in June 2018, this system allows for certificates (such as certificates of origin
or phytosanitary certificates) to be transferred via an automated chain of “smart contracts”.
During this pilot, phytosanitary certificates for a shipment of fruit from New Zealand
destined for the European market were provided to the importer and freight forwarding
companies, then to Belgian authorities, to facilitate the release of the shipment. The Port of
Antwerp is now considering options for expanding this pilot (Port of Antwerp, 2018q0;).

66. In July 2020 the USDA released its New Era of Smarter Food Safety report,
outlining a new approach to food safety, leveraging new technology to create a safer and
more digital, traceable food system. This report notes the use of a wide range of digital
technologies within SPS systems and the agri-food supply chain more generally, including:
exploring the potential of artificial intelligence to mine non-traditional sources of
information to detect outbreaks of food-borne disease; using predictive analytical systems
to mitigate potential food contamination events; and encouraging the use of traceability
platforms to monitor product risk factors (USDA, 2020;). This demonstrates a
commitment to a broad range of digital technologies within SPS systems and the wider
agri-food supply chain.

67. Countries are also using digital technologies to facilitate compliance with SPS
regulations for specified exports. For example, the Syngenta Foundation for Sustainable
Development worked in partnership with USAID to procure Farmforce, an electronic
product traceability system tracking pesticide and fertiliser use to the farm level. This data
collection system supports farmer training by identifying which farms may be improperly
applying pesticides or fertilisers. The Farmforce product has been active since its launch
in Kenya and India in early 2013, and is used in 35 countries by over 520 000 individual
farmers (Farmforce, 2020(927).

68. Digital technologies offer the possibility of consignment information being
transmitted to border authorities in advance of arrival, paving the way for advance decisions
on inspections for compliance with SPS requirements (OECD, 2017s3). For example,
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pilots in blockchain technology have allowed containers of roses and avocados from Kenya
to enter the EU more smoothly, and were linked with the bilateral e-certification system
between Kenya and the Netherlands to offer customs authorities advanced notice of
container arrival. This pilot demonstrates the potential of digital technologies to avoid
unnecessary checks on arrival, increasing the shelf-life and marketability of perishable
fresh products. Using this method avoided the costs and delays associated with paper-based
SPS compliance systems (WTO, 201894)).

69. Blockchain technologies can, however, involve significant expense and technical
complexity for participating countries and multilateral organisations. Alternatively, EU
TRACES representatives have confirmed that, instead, the platform is using electronic
signature technology for e-certificates (PAdES for pdf documents and XAdES for XML),
which guarantees authenticity and non-repudiation, while avoiding complex and expensive
blockchain solutions.?

70. These digital technologies are not always necessary to enable countries to
incorporate a helpful element of risk assessment and risk proportionality within their SPS
systems. For example, blockchain technologies can increase levels of trust within supply
chains and make trade exchanges more efficient, but risk management methods shaping the
application of SPS controls (for example, border checks) to fit the risk profile of particular
consignments (for example, country or region of origin information) can also achieve
similar efficiencies.

3. Potential for digital technologies to create efficiencies in SPS systems

71. By making it easier for countries and food chain actors to exchange information
and comply with the SPS requirements of other countries, and by enabling countries to
more effectively assess and manage risk, digital technologies offer significant possibilities
to create efficiencies in SPS systems.

72. For example, the e-certification systems being progressed through bilateral,
multilateral, and plurilateral country negotiation have the potential to enhance
transparency, harmonisation, and recognition of equivalence of SPS measures and advance
the effective implementation of the WTO SPS Agreement. They can also create significant
efficiencies for food chain actors, as well as importing and exporting countries. Despite
these benefits, the majority of countries have been slow to adopt these e-certification
systems (UNESCAP, 20199s)).

3.1 Increasing security and reducing processing time

73.  Adopting digital technologies in SPS systems, particularly e-certification, can lead
to improved security, easier flows of information, and faster clearance times for
consignments of exported goods (USAID, 2019p). Estimates suggest the switch to
paperless trade systems could save annual export gains worth up to USD 257 billion,
reducing export time by up to 44%, and lowering export costs by up to 33% (STDF,
2017s). In the context of growing international agricultural trade, e-certification can also
reduce the trade-inhibiting impacts of some SPS requirements (USAID, 2019g). It can
also improve a country’s reputation as a trading partner, enhancing the marketability of its
products (UNECE, 201644)).

25 Interview with Philippe Loopuyt, Lead of the EU TRACES, Directorate SANTE.DDG2.G (Crisis management in food, animals
and plants), European Commission, DG Health and Food Safety, August 2020.
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74. E-certification systems also allow for enhanced security and integrity, with each
step in the creation, exchange, and validation of certificates being timestamped to offer a
clear overview of document lifecycle (EC, 2018p7). This makes it easier for oversight
bodies to audit the exchanges of e-certificates in trade, making SPS processes more robust
(UNECE, 201644)).

75. The variable nature of SPS systems can make it a challenge to accurately estimate
the cost of status quo paper systems to governments and businesses, and the potential
savings resulting from a switch to e-certification. However, several studies have been
conducted which suggest a potential for significant benefits resulting from the adoption of
these systems. Part two of this project will also estimate how the use of digital technologies
within SPS systems, particular e-certification systems, impact the cost of trade.

76. As an indication of the possible benefits of implementing SPS e-certification, an
Asia Pacific Economic Cooperation (APEC) study analysed the benefits of an Electronic
Certificate of Origin (e-CO) exchanged between exporters in Korea and customs authorities
in Chinese Taipei to substantiate the product’s eligibility to for entry. This study estimated
that on average, exporters experienced a two-day reduction in processing time and total
savings of USD 274 per container, while importers experienced a reduction of three days
in processing time and total savings of USD 397 per container. This study indicated cost
savings of around 22% for exports and 34% for imports (APEC, 2011;). These figures
suggest e-certification may be a particularly promising tool for trade in perishable goods,
ensuring the efficient, fast, and safe clearance of products. For example, the development
of an e-certification system in Malaysia reduced the issuance time for SPS certificates
(including application, inspection, and payment) from four to eight days down to less than
two days (UNESCAP, 2017s9). In Kenya, e-certifications have had a positive effect on
export volumes and government revenue, and have helped to decrease informal trade and
create trust in the value chain due to enhanced data integrity and authenticity assurances
(STDF, 2017(5)).

77. IPPC representatives estimate that switching from paper certificates to e-
certification can save exporting companies approximately USD 180 000 to 200 000 per
year, and pointed to an instance in which a business based in the United States saved
approximately USD 36 000 by being able to amend a mistake on a phytosanitary e-
certificate for a shipment to Chile, rather than having to travel to have it corrected.?

78. Beyond cost savings and increased efficiencies, the use of DLTs (such as
blockchain) in SPS systems also increases security and reduces the risk of fraud in the
movement of products, improving the integrity of compliance assessments and generating
greater levels of trust (Tripoli, 2019;ge)).

3.2 Enabling the fast and trusted flow of data within SPS systems

79. Many of the challenges facing trade and supply chains are related to how data are
collected, analysed, and shared. Unfortunately, international trade transactions are still
characterised by inefficiencies, including the quantity of paper documents (often
duplicates) and the reliance on human labour to check and clear goods. These complex,
expensive, and time-consuming processes often result in long payment terms for
businesses, and give rise to insufficient levels of transparency and traceability in food
chains to prevent and mitigate food safety risks and the risk of food fraud, or to enforce
compliance with sustainability practices (OECD, 2020y10q)).

% |nterview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020.
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80. By adopting e-certification processes, countries can enable the swift flow of SPS
data. This helps to build trust, reduce transaction costs, and support the better management
of the movement of goods and stock. As with other digital technologies within SPS
systems, e-certification provides new solutions for least-trade restrictive measures at the
border, and can streamline the role of government intervention in the administration of
certification and border inspections. E-certification can also increase transparency and
better identify responsibilities through the value chain, and contribute to the overall
sustainability and resilience of the agri-food and trade system (Jouanjean, 2019:s)).

81. In addition to promoting efficiencies within SPS systems, the use of digital
technologies gives countries, international organisations, and multilateral bodies additional
capacity to gather and analyse data relating the movement of products within global trade
systems. For example, by monitoring country exchanges through the ePhyto Hub, the IPPC
could prompt countries to make use of the infrastructure. Linking these data with country-
specific information regarding the export and import of goods could unlock even wider
data analysis capacity, providing this is consistent with IPPC assurances to observe the
integrity and sensitivity of country-specific information (IPPC, 2020j101;). The IPPC’s
2020-2030 Strategic Framework recognises the right of member countries to determine
how electronic phytosanitary certificate information interfaces with integrated trade
systems (IPPC, 20191027), and reflects the IPPC’s undertaking to use country-specific data
only for the purposes of administering the ePhyto Hub and advocating its wider use.

82. The use of these technologies also offers countries and international bodies the
ability to use data as an asset to support better service design and delivery within SPS
systems, consistent with wider goals in relation to the responsible and proactive collection,
analysis, and use of data. In turn, this has the potential to promote a higher degree of
openness, engagement, and transparency within SPS systems, and can reinforce trust in
governments (OECD, 2019103).

3.3 Creating a more equitable, inclusive and accessible international trade system

83. SPS certification procedures can be subject to duplicative, costly, and inefficient
processes due to the need for product inspection, and, when required, sampling and
laboratory tests. This can present barriers for countries lacking capacities and institutions
needed to demonstrate compliance, and can lead to inequities for smaller businesses in
these countries (Jouanjean, 2019ps)). It is important to note that e-certification cannot
address SPS measures that are not based on scientific evidence, and which may in fact
constitute unnecessary barriers to trade (WTO, 1998104)). E-certification can, however,
make these systems significantly easier to navigate.

84. The implementation of digital technologies such as e-certification within SPS
systems has the potential to significantly help developing countries to participate in systems
of international trade (Spreij, 2017105)). By assisting the harmonisation of guidance for
countries to comply with SPS systems, digital technologies can enable a broader
participation in trade systems, and also simplify administrative processes (STDF, 2020;106)).
This is particularly important for small businesses. In a 2017 survey 43% of exporters from
developing countries identified the issuing and acceptance of SPS certificates as a
constraint for micro, small, and medium-sized enterprises (STDF, 2017s)). E-certification
systems can make it easier for these enterprises to export goods to other countries, for
example, by making SPS certification processes simpler, more accessible, and less
technically demanding for enterprises to complete in relation to traded goods. Given that
women entrepreneurs tend to operate smaller businesses, these effects may also contribute
to increased gender inclusivity and representation in trade (OECD, 2017{1077).
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4. Challenges and conditions associated with digital technologies in SPS systems

85. The introduction of digital technologies within SPS systems can give rise to new
challenges for governments, supply chain actors, and international bodies such as the ‘three
sister’ organisations. These challenges stem from: the planning and analysis required to
successfully implement digital technologies; the mixed capacities of countries and supply
chain actors in adopting these technologies; and trust concerns regarding the treatment and
use of data within SPS systems.

86. This part of the paper examines these challenges and specifies the conditions
required for digital technologies to have a positive impact in the operation of SPS systems.

4.1 Digital technologies require careful planning, analysis, and investment

87. The adoption of digital technologies within SPS systems can be a complex and
technically challenging process involving significant investments for countries (Spreij,
2017p0s7). These systems feature a multiplicity of stakeholders, and can have major
potential impacts on trade flows. Even where systems need to be updated and modernised,
introducing digital solutions requires careful planning, analysis, and investment in order to
be successful (UNECE, 201644). The challenge for countries is to ensure the continuous
operation of existing systems during the implementation process, to ensure all parties have
access to dependable sources of information, and to ensure the introduction of digital
technologies contributes to the achievement of country policies for the safe and healthy
movement of products. Countries should begin by considering the desired functionalities
within their SPS systems (for example, verifying the compliance of imported goods with
SPS regulations more efficiently), and assessing how digital technologies may be able to
contribute to these goals.?

88. In the context of e-certification, the introduction of digital technologies in SPS
systems typically begins with the establishment of a memorandum of understanding
between trading parties, followed by working groups addressing technical requirements.
An exception is the IPPC ePhyto Solution, through which IPPC member countries have
collectively agreed to the harmonised format of the electronic phytosanitary certificate (in
the same manner as they had collectively agreed to the format of the phytosanitary
certificate in paper form), thereby eliminating the need to establish any individual bilateral
agreements.?® Consistent with good practice in public investment, the establishment of e-
certification systems requires a thorough analysis of business processes, including: a cost-
benefit analysis to establish a case for change; a thorough mapping of existing production
chain processes; integrating information between customs and other government agencies;
and enabling the electronic transmission of data (USAID, 2019;). For many countries
(particularly developing countries), the capacity to undertake this analysis may be limited.

89. As noted in discussions with e-certification experts and experienced SPS trade
negotiators, the initial process of establishing shared platforms for the exchange of e-
certificates can be lengthy and complicated. For example, the cooperation between the
Netherlands and China on the paperless exchange of e-certificates for dairy and veterinary
products occurred over a five-year period from 2010 to 2015, and involved a number of
individual administrative steps, such as linking export databases and providing for online
verification of certifications (Moret, 20181057). This means that the efficiencies generated

27 Interview with Erik Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The
Netherlands, Chair of the CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and
author of a recent report for the STDF e-veterinary certification project managed by OIE (OIE, 2020is¢)), July 2020.

28 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020.
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through the use of e-certification can take time to embed. However, once these systems
were established in one country, its bilateral e-certification agreements with other exporters
were finalised more quickly due to the existence of platforms and the accumulation of
experience and expertise. For example, the exchange of e-certificates between the
Netherlands and the Russian Federation took only three months to establish because both
countries already had the systems required to issue, send, and receive these e-certificates.
In this case, the two countries simply needed to create standardised XML messages and
formalise access to systems, such as the Netherlands’ Certificate Mastering System.?

90. Establishing bilateral e-certification agreements on an ad hoc country-by-country
basis nevertheless still involves additional time and expense for countries, in contrast with
the use of a multilateral exchange agreement such as the IPPC ePhyto Solution. These
expenses can be a deterring factor for many countries, notably developing countries.*®

91. A set of conditions should be considered in relation to the use of digital
technologies within SPS systems, including e-certificate systems. Prior to automating
certification systems, countries must conduct a comprehensive analysis of their export and
import business processes. Any decision to invest in an e-certification system should only
be made after due consideration of the costs and benefits (STDF, 2017[y), the education
and information needs for exporters and importers, and the need to deliberately build
government capability to adopt digital tools (UNDP, 2019q1097).

92. Additionally, countries must have an optimal paper certificate in place to start with,
including a sound knowledge of the rights and obligations of the WTO SPS Agreement.
Other pre-requisites for e-certification include political will, a mature trade sector, and
adequate IT infrastructure and capabilities within the SPS authorities (STDF, 2017y). E-
certification requires that electronic certificates represent perfect equivalents to paper
certificates, containing the exact same information and having the same legal value
(UNECE, 201624)).

93. Collaboration on e-certification, for example, also requires countries to include
provisions on the use and security of exchanged data, and on the mechanism for exchange.
Countries willing to exchange e-certificates must create mechanisms for correspondence
and interoperability, including harmonising their data exchange systems and ensuring
cybersecurity based on international standards. This means countries may also need to
coordinate across multiple authorities participating in the domestic SPS system around
those same standards. As with other technical requirements, the IPPC ePhyto Solution
provides a standardised multilateral framework for countries to use.

94, The transmission of e-certificates between governments is enabled by the use of
Electronic Data Interchange (EDI) systems. EDI is an umbrella term for various methods
of automated electronic transfer from one computer system to another via standardised
message formatting, without the need for human intervention. However, these systems also
have to be codified to enable connectivity and interoperability. For example, a unique code
has to be attributed to all the different words that can be used to describe traded goods. The
UN/CEFACT develops and maintains the only international standard for EDI (EDIFACT)

29 Interview with Erik Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The
Netherlands, Chair of the CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and
author of a recent report for the STDF e-veterinary certification project managed by OIE (OIE, 2020(se]), July 2020.

30 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020.
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(UNECE, 2020[1197),3t however, different countries use different technical solutions and
standards for EDI, and do not all refer to the same international standards.

95. When considering the use of digital technologies within SPS systems, countries
must pay attention to guidance from international organisations on addressing regulatory
uncertainty. For example, although countries are increasingly using e-certificates in SPS
systems, there is often an absence of clear and unambiguous rules for the legal recognition
of e-certificates or e-identities. This creates uncertainty for countries and businesses, and
can present challenges for the wider uptake of these technologies. Standardising regulations
governing the acceptance of e-certification is one way of overcoming this: for example, the
recognition within (or in data exchange with) EU TRACES of e-certificates as original
electronic documents replacing paper certification (EC, 2018(97;). Another example is the
adoption of the standardised form for the ePhyto, an appendix to the International Standard
for Phytosanitary Measures (ISPM) 12, which was adopted as an international standard by
the 184 member country IPPC Commission on Phytosanitary Measures (IPPC, 2017s4)).

96. Additionally, countries need to ensure they are promoting the interoperability
between legacy systems and new technologies in terms of the capture and flow of data
(Tripoli, 20182g7). This interoperability is key to the successful implementation of digital
technologies, as it ensures that there are no gaps or inconsistencies in the capture, treatment
and dissemination of data.

97. Consideration of regulatory frameworks also extends beyond core SPS regulations,
and can involve decisions made by private actors within trade systems. Similarly to banks
requiring physical copies of SPS certificates, where countries are relying on DLT
technologies such as blockchain to facilitate the movements of goods, banks and other
financing institutions may still require hardcopy documentation to issue letters of credit
(Ellis, 2020ps4) or paper certificates can be needed for judicial procedures. In this case,
countries must consider the wider regulatory implications of introducing digital
technologies to avoid any unexpected impediments to uptake. Interviews with experts
suggest that banks or other financial institutions in China are no longer requiring hardcopy
documentation of official certificates for the issuance of letters of credit.2

98. Countries must also consider the long-term investment requirements for e-
certification systems, as these can be a significant barrier. For example, New Zealand, the
first country to implement a system for e-certification, spent approximately NZD 13 to 14
million from 1999 to 2002 on implementing the country’s internal system, including
traceability requirements. About NZD 3.5 million of that amount was required for the
export module, securing web access and direct certificate exchange. Following initial
investments, New Zealand allocates NZD 1 million annually on maintenance and
improvements of the whole system (UNECE, 2016p41). The STDF project examining a
potential framework to facilitate e-veterinary certification also noted the cost of
establishing and maintaining e-certification systems as a common factor limiting the
willingness of both developed and developing countries to implement such systems (OIE,
2020s6)).-

31 In 2009, the UN/CEFACT created a standard for the implementation and the security of data exchange for electronic SPS
certificates, to support their uptake and promote interoperability (UNECE, 2016(44)).

32 Interview with Erik Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The
Netherlands, Chair of the CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and
author of a recent report for the STDF e-veterinary certification project managed by OIE (OIE, 2020is¢)), July 2020.
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99. According to the UNECE consultation, the cost of implementing an electronic SPS
IT system alone is between USD 600 000 and USD 800 000 (UNECE, 2016}44)). This does
not include the cost of advocating adoption by importers or exporters, or the cost of
securing bilateral agreements with trading partners. Multilateral solutions such as the
IPPC’s GeNS can offer an alternative to many of these implementation costs. The GeNS is
free for use, and centrally-managed and maintained by the UNICC.

100. In addition to the specific examples described in this paper, it should also be noted
that many platforms enabling SPS systems to be more risk-based and risk-proportional are
less complex, and do not require significant investments or regulatory changes for countries
(OECD, 2020317). These technologies include existing ‘traffic light’ models which allow
agencies to apply a low/medium/high-risk range of proportional SPS screening
requirements based on consignment information (including the presence or absence of
quarantine pests or transboundary animal diseases in the country of origin and other factors)
(Black, 2019[111]).

4.2 Digital technologies require a clear and enabling legal framework

101.  Countries must consider the legal implications of digital SPS systems, such as the
requirements for e-certification to have the same legal value as traditional paper
certificates. Both analogue and digital SPS systems require a certain level of security to
ensure the authenticity of documentation and to guarantee that no information is lost or
modified. In a paper-based system, SPS agencies usually proof integrity and authentication
by issuing certificates on security paper, with wet signatures and stamps (UNECE,
2018112). For electronic data exchange, different tools are needed to ensure data security.

102. For example, in the case of SPS e-certificates, e-signatures and digital signatures
can be required to provide security for electronic messages, transactions or documents.
Both terms refer to a variety of technologies that allow for signatures to have the same
value as wet (handwritten) signatures. Globally, there are a number of different approaches
to determining the legal status of e-signatures. Electronic signatures for electronic SPS
certificates are not required in many jurisdictions, and the global ePhyto Hub does not
require any either. But other systems, such as the EU certification system Integrated
Management System for Official Controls, Trace Control and Expert System (IMSOC-
TRACES), have mandatorily required them since 2018 (EC, 201813)); ePhyto has
accommodated that requirement.® As for other bilateral initiatives, both trading parties
must recognise e-signatures mutually, for example by referring to a standard model such
as the XML signature.

103.  The use of e-signatures is nevertheless constrained by the absence of clear rules for
the legal recognition of e-certificates or e-identities. This gap can be a barrier to introducing
electronic documentation that is e-signed. While this issue has been addressed in many
countries in the world, there is still a gap between OECD countries and other regions in the
world. In addition, without the proper regulatory requirements, some countries are not yet
able to use electronic certificates and still need paper documents on which wet
(handwritten) signatures are required (STDF, 2017y)).

33 Interview with Craig Fedchock, Senior Advisor, IPPC Secretariat, August 2020.
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4.3 Capacity to adopt digital technologies within SPS systems is mixed

104.  The pace of change in the use of digital technologies within SPS systems can pose
a capacity challenge for many countries (Spreij, 2017105)). Developing and incorporating
technologies such as e-certification regimes takes a significant level of expertise and
familiarity with specific tools, and the swift evolution in digital tools can result in some
countries being excluded from their use (Jouanjean, 2019;15)).

105. In particular, the implementation of digital tools within SPS systems can present
challenges for developing and least developed countries. The adoption of tools such as
DLTs and Internet of Things sensors involves an additional burden for these countries, in
terms of the level of investment in these systems, and the expertise required. In considering
the wider uptake of these tools, countries must be mindful of the digital divide between
countries with the capacity and capability to adopt these tools, and those which require
additional support and assistance to participate (OECD, 2020j114}). Without this support and
assistance, developing and least developed countries may face significant disadvantages in
their ability to trade with countries already using these systems.

106. The ePhyto Hub GeNS (the generic web-based system allowing countries without
dedicated e-certification systems to exchange ePhytos) offers a useful example of the
challenges of adopting digital technologies within SPS systems. Despite the support,
training, and expert guidance offered to countries to adopt the GeNS (including free
training offered by the IPPC in English, French, and Spanish), many countries are still not
actively using it to exchange ePhyto certificates (FAO, 20191157). However, the number of
countries actively exchanging these certificates via the ePhyto Hub is growing (IPPC,
2020p24)).

107.  Similar trends have been observed regarding the EU TRACES system, whereby
many of the EU’s trading partners are not actively using the system, despite the support
and guidance offered by the European Union (EC, 2020r7). Again, some trading partners
lack the technical capacity and infrastructure to engage with these systems, and require
assistance from specialised experts; this technical assistance can be provided as part of
capacity building and bilateral cooperation.

108.  As noted by the IPPC in relation to the ePhyto Hub, a comprehensive and varied
set of training resources must be offered to countries at all stages of technological capacity
to encourage the use of shared digital SPS technologies. These resources should be
accompanied by regular communications to countries to boost awareness of the availability
of these multilateral systems, and to highlight examples of successful system
implementation (IPPC, 2020;sg)).

109. Countries should continue to build capacity through sharing case studies and
technical expertise on the use of digital technologies within SPS systems. Where suitable,
countries should consider investments in guidance and support for developing countries to
transition to shared digital technologies. A recent example of this is funding by the German
Agency for International Cooperation (GIZ) of an ePhyto pilot in Morocco — see Box 6.
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Box 6. Morocco ePhyto project

The Deutsche Gesellschaft fur Internationale Zusammenarbeit (G1Z) is currently
supporting a project to develop additional ePhyto capability in Morocco. This project, a
partnership between GIZ and the Global Alliance for Trade Facilitation, has
successfully enabled Morocco to exchange ePhytos via the ePhyto Hub from March
2020 (GTD, 201711167), making it one of the first African countries to fully integrate the
use of ePhytos in its national trade system (Global Alliance for Trade Facilitation,
2020p1177). Morocco has also recently developed a new online portal which companies
can use to apply for phytosanitary certificates. Prior to this integration, export processes
for Moroccan plant products were paper-based, and as with all paper-based systems the
use of these certificates was prone to error, loss, theft, and counterfeiting. Significant
processing times at the border also created a higher risk of goods spoiling. The transition
to ePhytos, combined with other digitalisation initiatives, such as the Port of
Casablanca’s switch to electronic delivery notes, has created efficiencies and reduced
processing time (International Transport Journal, 2020p11g7). It has also reduced the risk
of fraud or loss for Moroccan exporters, allowing them to match the physical flow of
goods with digital records.

The project is also building a detailed baseline of the costs faced by Moroccan
businesses in complying with paper-based phytosanitary certification (including delays,
spoiled goods, demurrage fees, breakage, theft, and other costs), and comparing this
against costs following the introduction of ePhyto. This measurement has involved
surveying companies regarding the frequency of export delays; the cause(s) of these
delays; the costs sustained as a result; and the possible impacts on customers, clients,
and other stakeholders. The results of this baseline measurement will be available to
project partners in early 2021 and will offer a clear and detailed sense of how the
transition to e-certification for phytosanitary products has benefitted Moroccan
exporters and government agencies.

110. There are a number of international organisations involved in promoting the
adoption of digital technologies in SPS systems, including by funding technical
cooperation programmes. To encourage coordination between international bodies, in
October 2019 the STDF established a SPS electronic certification Advisory Committee
(ECAC).3* (STDF, 2016[119) (STDF, 20191207).

111. The STDF also encourages the use of the Prioritising SPS Investments for Market
Access (P-IMA) tool in a range of developing countries (including Ethiopia, Madagascar,
Malawi, Tajikistan, and Belize) to help countries make more efficient decisions about
investing in SPS systems. This tool offers an evidence-based framework to inform and
approve SPS planning and decision-making processes (STDF, 201912q)).

112.  Elsewhere, countries are using digital technologies to boost the capacity of small
and medium-scale agricultural producers to conduct food safety inspections through the
supply chain. For example, in 2015 the Inter-American Institute for Cooperation on
Agriculture (IICA) launched a virtual food inspection training platform implemented in
Belize, Costa Rica, the Dominican Republic, ElI Salvador, Guatemala, Honduras,
Nicaragua, and Panama. The aim of this project was to train food safety inspectors in
harmonised controls for the safe production and storage of food products, helping to bring

34 Members of the group include the STDF Secretariat WTO, the Codex Secretariat, IPPC, OIE, the World Bank, FAO, UNECE/
UNCEFACT, UNICC.
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greater consistency to food inspection, modernise and improve food safety standards, and
minimise obstacles to regional and international trade. This training was delivered using
remote learning platforms, and was financed by the STDF (1ICA, 2015}121)).

113.  As discussions with subject matter experts have suggested, given existing digital
SPS platforms (notably, e-certification systems) are designed to exchange electronic
documentation in XML format, there is a common framework available for linking these
systems. Generating momentum in governments is the most significant challenge in
promoting the use of these platforms.*

114.  Part of the reluctance from countries with established capacity in the use of digital
technologies may be due to the fact that changes will require reforms to existing
administrative systems, many of which may be spread across a number of government
agencies involved in administering SPS systems, adding an additional layer of complexity
(for example, customs agencies, agricultural and environmental agencies, food safety
standards bodies, and trade organisations). Furthermore, there are likely to be path
dependencies (a reliance on established practices due to convention) in the way SPS
systems are governed (STDF, 2017122;; STDF, 2018[123). (Cerna, 2013[1247). Reforms to
introduce these technologies will require sustained effort, investment, cooperation and
integration between parties.

115.  Another factor contributing to the complexity of existing SPS systems is the often
agency-specific nature of existing methods for risk-based management. In order to
automate cross-border processes (such as product identification and compliance
assessment), countries first need to coordinate the risk-management systems of all
authorities in charge of monitoring imported goods. An important first step can be the
coordination of product classification between SPS agencies and customs; for example, the
consistent use of Harmonised System (HS) codes.*®* One example of successful
coordination is the European Union’s adoption of the Rapid Alert System for Food and
Feed in 1979, a system of notification and information exchange on emergency sanitary
measures taken at the border by EU Member states. This system enables member states to
share information on rejected consignments to avoid the possibility of entry via another EU
border post (EC, 2020p1257). This system is now integrated with TRACES in the Integrated
Management System for Official Control (IMSOC) approach covered by the new Official
Control Regulation for the EU.

116.  Cultural barriers may prevent the wider uptake of digital technologies such as e-
certification. Interviews with e-certification experts suggest numerous government bodies
involved in SPS certification have a preference for status quo paper-based systems.®’
Sharing country experience and expertise can help to address this reticence. Furthermore,
the experience gained from the time-bound use of e-certification during COVID-19 will

35 Interviews with Craig Fedchock, Senior Advisor, IPPC Secretariat; Philippe Loopuyt, Lead of the EU TRACES, Directorate
SANTE.DDG2.G (Crisis management in food, animals and plants), European Commission, DG Health and Food Safety; and Erik
Bosker, DVVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The Netherlands, Chair of the
CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and author of a recent report for
the STDF e-veterinary certification project managed by OIE (OIE, 2020;ss)), July-August 2020.

3 Wider OECD work on cross-organisational service communities offers a relevant example of this coordination — see Digital
Government in Chile — Improving Public Service Design and Delivery (OECD, 2020(133]).

37 Interviews with Craig Fedchock, Senior Advisor, IPPC Secretariat; Philippe Loopuyt, Lead of the EU TRACES, Directorate
SANTE.DDG2.G (Crisis management in food, animals and plants), European Commission, DG Health and Food Safety; and Erik
Bosker, DVM and Senior Policy Advisor at the Ministry of Agriculture, Nature and Food Quality, The Netherlands, Chair of the
CCFICS-EWG developing the proposed draft guidance on paperless use of electronic certificates and author of a recent report for
the STDF e-veterinary certification project managed by OIE (OIE, 2020;ss)), July-August 2020.
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increase the familiarity with digital methods for officials involved in administrating and
implementing the measures.

4.4 Digital technologies can give rise to trust concerns regarding data

117.  The use of digital technologies within SPS systems offers significant advances in
transmitting, gathering, and analysing data regarding the flow of traded goods, and can also
assist governments in using this data to shape SPS policy. However, these advances also
involve new considerations in relation to trust, privacy, and data security. The goal of
countries should be to create and maintain trust in SPS systems (OIE, 2020(ss;). Countries
should consider the implications of the use of digital technologies within SPS systems in
the context of cross-border data flows, in particular the regulatory approach needed to
protect sensitive data and regulate the flow, processing, and storage of data. These
approaches can range from ex-post accountability for the misuse of data through to
permitting the transfer of data only to specified countries and allowing data to be transferred
on a case-by-case basis subject to review and discretionary approval. Increasingly,
countries are making explicit provisions addressing data flows and storage requirements
within trade agreements (Casalini and Gonzélez, 2019;12¢)).

118.  Applying technologies such as e-certification systems, DLTs, and other shared and
secure digital platforms for the exchange of information can improve the integrity and
accuracy of data shared regarding traded products (Australian Department of Agriculture,
Water, and the Environment, 2020p¢)). For example, e-certificates are transferred securely
and instantaneously between governments, allowing information to be cross-checked and
reconciled with other databases, and reducing the potential for fraud (Tripoli, 2020gs)).

119. Inexisting SPS systems, human assessors are relied upon to make decisions about
matters of compliance. This involves a level of discretion and variability on behalf of
individual actors, but it also gives reassurance to food supply chain actors about the
responsiveness of SPS systems. Transitioning away from human assessors and towards the
use of digital technologies such as algorithms and automatic sensors can potentially result
in an erosion of trust in these systems, even though SPS regulations may be applied in a
more consistent and predictable manner (Weiss, 20191277).

120. The wider use of tools such as digital platforms for the collection, analysis, and
dissemination of SPS information creates new considerations and roles for government in
this data infrastructure, either as a coordinating body, a regulator setting standards for
interoperability, or in developing this infrastructure itself. In performing these roles,
governments must bear in mind their duties to: encourage better data management
practices; provide a model of good practice for the responsible and transparent use of data
in public analysis and decision-making; and provide clear and reliable information to
affected parties concerning the use and treatment of these data (OECD, 2019}1). Thisis an
area that would benefit considerably from the exchange of best practice guidance and case-
studies, especially from early adopters of e-certification regimes such as New Zealand,
Australia, and the Netherlands.

121. Data ownership and use is of concern to all parties participating in digital SPS
systems (Gain, B.; Sela, S., 2019sg;). Countries must actively monitor the collection and
use of SPS systems data and ensure that the use of digital technologies is in accordance
with international privacy principles such as those of the UNDP 2019 Digital Strategy, the
OECD Recommendation of the Council on Digital Government Strategies, and the legal
frameworks established by national governments. The use of these tools is an opportunity
to build trust in the handling and treatment of SPS systems data (OECD, 2019y103;). Many
countries and regional bodies are considering new regulatory measures governing the
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responsible and trusted collection, storage, and use of data within agricultural and trade
systems, for example, Australia’s recent Future of Agricultural Technologies paper (Lockie
et al., 202012¢)), and the European Union’s Customs Union Action Plan (EC, 2020;12g)).

122. As noted in the OECD report Digital Opportunities for Better Agricultural
Policies: Insights from Agri-Environmental Policies, the capacity to create additional value
in food systems, including through the use of digital technologies in SPS systems, depends
not only on connectivity infrastructure (hard infrastructure) but also on the regulatory
environment and institutional arrangements (soft infrastructure) which work together to
govern the use of digital technologies in the food and agriculture sector (OECD, 201912)).

5. Conclusion

123.  Country use of digital tools and technologies within SPS systems is expanding
significantly, particularly in the context of the disruptions and travel limitations (both
international and domestic) caused by the COVID-19 pandemic. In particular, countries are
expanding systems for the transmission and receipt of e-certificates to satisfy SPS
requirements, either through joining or increasing engagement with established multilateral
platforms such as the ePhyto Hub, or through making time-limited exemptions to
requirements for physical certification. This expanded activity has the potential to shift
cultural attitudes of SPS agencies towards the use of digital technologies within SPS
systems within border and customs agencies, and could contribute to long-term shifts in
SPS systems around the world. In particular, the emergence of fully paperless bilateral trade
(for example, between Australia and New Zealand or Argentina and Chile) has the potential
to demonstrate the benefits of these trends.

124.  Countries should consider expanding their use of digital technologies within SPS
systems to create greater efficiencies, facilitate trade, and assist with the healthy and safe
supply of food products. In particular, these digital technologies have the potential to enable
countries to adopt more risk-targeted and risk-proportional approaches within SPS systems,
allowing resources to be allocated where they are most needed. Although country efforts
are still mostly focused on the exchange of e-certificates, there are growing instances of
countries using technologies for applications such as:

o conformity assessment platforms (for example, the Netherlands’ development of a
“Virtual Inspector’ to draw from e-certificates in analysing risk);

o the integration of risk assessment, risk management, and e-certification in a single
concept for all of the EU countries (IMSOC approach merging TRACES, the Rapid
Alert System for Food and Feed, and the EU Notification System for Plant Health
Interceptions in an integrated platform covered by a new single Official Control
Regulation);

e traceability and supply chain integrity systems (including the use of DLTSs such as
blockchain) (for example, Argentina’s use of blockchain technology in its citrus
product traceability system);

e platforms to support regional pest information exchange (for example, the
partnership between the STDF and Australian Department of Agriculture and
Water Resources promoting a digital pest detection platform in Thailand, Laos,
Malaysia, Cambodia, Viet Nam, the Philippines, and Papua New Guinea); and

e advanced border screening (for example, Canada’s use of e-certificates to assess
consignment risk in advance of product arrival).

Unclassified



TAD/TC/CA/WP(2020)1/FINAL | 45

125. The use of these digital technologies offers significant benefits for countries,
businesses, and international organisations. They enable information to be exchanged
quickly and accurately between SPS and border agencies, and support more efficient
decision-making processes and reduced processing times. They also offer enhanced
security in the exchange of products, and greater integrity through product traceability. In
particular, these technologies provide a valuable source of data to inform countries” SPS
risk management processes, including through the transfer of real-time data on risk factors
such as pest prevalence and the presence of in-country SPS controls. Finally, they can help
to facilitate regional and international trade by making SPS systems easier to navigate,
particularly for small to medium-sized businesses.

126.  The “three sister’ organisations are each taking steps to set guiding frameworks for
country activity in the use of these technologies. In particular, the IPPC is actively
advocating increased country use of its ePhyto Hub platform, which has hosted an
increasing number of exchanges in 2020 in the context of the COVID-19 pandemic. The
OIE has managed an STDF project on the establishment of a framework for the exchange
of veterinary e-certificates in a Single Window environment (although the next steps
following this project are still under consideration). Codex Alimentarius is developing
guidance for the paperless use of electronic food certificates (Codex, 2020(s7).

127.  There is a time-limited opportunity in the context of the COVID-19 pandemic to
advocate for greater country use of digital technologies within SPS systems, particularly e-
certification platforms. The disruptions caused by the pandemic have served to highlight
the importance of flexibility and adaptation in SPS systems, and the need to reduce country
reliance on analogue, paper-based processes supporting the movement of goods.

128. Meeting this opportunity involves addressing a number of challenges and
constraints in relation to the use of digital technologies within SPS systems. These
technologies must be designed to address clearly defined inefficiencies and inconsistencies
in status quo systems, and must build on existing systems in ways which provide certainty
and dependability for businesses and other SPS systems actors (UNECE, 20164;). Certain
technical matters require resolution, including determining the legal acceptability of e-
signatures, ensuring digital technologies contribute to the implementation of the obligations
of the WTO SPS Agreement, and promoting the interoperability and equivalence of SPS
systems using digital technologies. These systems must be supported by dependable
sources of long-term funding, including funding for multilateral platforms such as the
IPPC’s ePhyto Hub.

129. At present, countries are advancing the shared use and recognition of digital
technologies within SPS systems primarily through bilateral forums, such as trading
agreements. Alongside these bilateral forums, it is crucial for countries to continue
participating in multilateral forums to consider and resolve technical issues relating to the
use of these technologies. It is similarly important for countries to share best-practice
guidance in the use of these technologies (including case studies) to develop further
expertise in the implementation, monitoring, and oversight of these technologies.

130. In light of the trends and opportunities described in this report, it is recommended
that countries:

o identify their automation needs within SPS systems and consider the appropriate
expansion of their use of digital technologies within SPS systems to create greater
efficiencies, facilitate trade, and assist with the healthy and safe supply of food
products (including live animals, products of animal origin, and plant products);
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Unclassified

consider the elements needed to support the successful expansion of these digital
technologies within SPS systems, including: careful planning and analysis; a clear
and enabling regulatory environment; building capacity in the use of these
technologies; accessing dependable long-term sources of funding; providing
assurances regarding data storage, transmission, and use; and promoting the
interoperability and equivalence of SPS systems using digital technologies;

consider the implications of the expanded use of these digital technologies for
developing and least developed countries, and remain mindful of the digital divide
in capacity and capability to adopt these technologies and the support and
assistance these countries may require;

examine the increased use of digital SPS technologies (notably e-certification) in
the context of the COVID-19 response, with the aim of harnessing momentum for
wider uptake;

continue to exchange best-practice guidance regarding the use of digital
technologies to develop a shared pool of expertise, in particular, case studies
illustrating the successful adoption of these technologies; and

examine the potential for greater harmonisation between countries and relevant
international organisations in the use of digital technologies within SPS systems,
notably the exchange of e-certificates (including harmonised sanitary and
veterinary SPS certificates).
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