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COMMITTEE ON NUCLEAR REGULATORY ACTIVITIES (CNRA)

The Committee on Nuclear Regulatory Activities (CNRA) addresses NEA programmes
and activities concerning the regulation, licensing and inspection of nuclear installations
with regard to both technical and human aspects of nuclear safety. The committee
constitutes a forum for the effective exchange of safety-relevant information and
experience among regulatory organisations. To the extent appropriate, the committee
reviews developments which could affect regulatory requirements with the objective of
providing members with an understanding of the motivation for new regulatory
requirements under consideration and an opportunity to offer suggestions that might
improve them and assist in the development of a common understanding among member
countries. In particular, it reviews regulatory aspects of current safety management
strategies and safety management practices and operating experiences at nuclear facilities
including, as appropriate, consideration of the interface between safety and security with a
view to disseminating lessons learnt. In accordance with The Strategic Plan of the Nuclear
Energy Agency: 2023-2028, the committee promotes co-operation among member
countries to use the feedback from experience to develop measures to ensure high standards
of safety, to further enhance efficiency and effectiveness in the regulatory process, and to
maintain adequate infrastructure and competence in the nuclear safety field.

The committee promotes transparency of nuclear safety work and open public
communication. In accordance with the NEA Strategic Plan, the committee oversees work
to promote the development of effective and efficient regulation.

The committee focuses on safety issues and corresponding regulatory aspects for existing
and new power reactors and other nuclear installations, and the regulatory implications of
new designs and new technologies of power reactors and other types of nuclear installations
consistent with the interests of the members. Furthermore, it examines any other matters
referred to it by the NEA Steering Committee for Nuclear Energy. The work of the
committee is collaborative with and supportive of, as appropriate, that of other international
organisations for co-operation among regulators and considers, upon request, issues raised
by these organisations. The committee organises its own activities. It may sponsor
specialist meetings, senior-level task groups and working groups to further its objectives.

In implementing its programme, the committee establishes co-operative mechanisms with
the Committee on the Safety of Nuclear Installations (CSNI) in order to work with that
committee on matters of common interest, avoiding unnecessary duplication. The
committee also co-operates with the Committee on Radiological Protection and Public
Health (CRPPH), the Radioactive Waste Management Committee (RWMC), and other
NEA committees and activities on matters of common interest.
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Executive summary

The Nuclear Energy Agency (NEA) Working Group on Digital Instrumentation and
Controls (WGDIC) has agreed that a consensus position on the impact of cyber security
features on digital instrumentation and control (I&C) systems important to safety is
warranted given the increased use of I&C in new reactor designs and upgrades on
operating plants, the safety implications of this use, and the need to develop a common
understanding from the perspective of regulatory authorities. This action follows the
WGDIC’s examination of the regulatory requirements of its participating members and of
relevant industry standards and International Atomic Energy Agency (IAEA)
publications. The WGDIC proposes a consensus position based on its recent experience
with new reactor applications and operating plant experiences.

This consensus position provides evaluation guidance for ensuring that safety functions
and cyber security features for digital I&C systems important to safety at nuclear
power plants are designed and implemented so that they do not adversely affect one
another. The guidance herein is not to be interpreted as a requirement or regulation; instead,
it is intended to serve as a source of information to be used to develop clear and sufficient
regulatory guidance to assess safety features and cyber security features for digital I&C
systems important to safety.
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1. Introduction

Cyber security features and safety functions are implemented in digital 1&C systems
at nuclear power plants to protect against cyberattacks and protect the plant from
postulated initiating events, respectively, that could compromise safety. Specifically, cyber
security features are implemented to protect digital I&C systems against unauthorised
access. The safety functions and cyber security features should be designed and
implemented to prevent them from compromising one another.

This consensus position provides guidance for achieving such an objective for digital 1&C
systems important to safety at nuclear power plants. Nonetheless, the implementation of
such cyber security features and safety functions can vary based on site-specific
requirements and each country’s regulatory framework(s).

It should be noted that security can be compromised through supply chains, which are
getting longer, more complex and more difficult to control. Therefore, consideration should
be given to applying the consensus positions discussed herein to hardware and software
used along the supply chain that can affect the ability of components to perform their safety
functions. This includes items on which the supply chain products and services depend as
well as items used by contractors, vendors, technical support organisations and any other
service provider. Relevant supply chain activities include software upgrades, patching,
analysis using external tools, testing, system modifications and transportation.
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2. Definitions

Cyberattack: attempt by digital means to destroy, expose, alter, disable, steal or gain
unauthorised access to, or make unauthorised use of, an asset. Cyberattacks include
targeted and non-targeted (e.g. malware) attacks by digital means (IEC 62859, 2019).

Cyber security feature: provision, control, or function specifically designed for cyber
security purposes (IEC 62859, 2019).

Cyber security: seeks to prevent unauthorised access to information, software and data
in order to ensure that the following three attributes are met:

o the prevention of disclosure of, or access to, information that could be used to
perform malicious or misguided acts that could lead to an accident, an unsafe
situation or plant performance degradation (confidentiality);

e the prevention of unauthorised modifications that degrade a safety function
(integrity);

e the prevention of unauthorised withholding of information, data or resources
that could compromise the performance of a safety function (availability)'.

Control of access: the administrative control of access to safety system equipment,
supported by provisions within the safety systems (access controls), by provision in the
plant design (physical security) or by a combination thereof ([IEC 62859, 2019] and [I[EEE
Std. 7-4.3.2, 2016)).

Security degree: gradation of the security protection, with associated sets of requirements,
that is assigned to a system according to the maximum consequences of a successful
cyberattack on this system in terms of plant safety and performance (IEC 62645, 2016).

Threat: potential cause of an unwanted incident that may result in harm to a system or
organisation (IEC 62645, 2016)>.

Security zone: concept for grouping computer-based 1&C systems for administration,
communication and application of protective measures (IEC 62645, 2016).

Adapted from reference (IEC 62859, 2019) and from the regulators task force on safety critical
software report

Threats can involve items on which the safety function depends (components, supply chain and
supporting systems or components). These threats use a variety of techniques such as:

a. unauthorised access through items on which the safety function depends;
b. unauthorised influence (such as provision of false information);
c. unauthorised access or modification through supporting activities;

d. other techniques identified by the licensee and/or the regulatory authority.
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3. Scope

This consensus position is intended to apply to all hardware and software digital 1&C
systems important to safety. In this context, hardware includes industrial digital devices of
limited functionality, for example, while software includes firmware and logic in any form,
including supporting data; this includes, but is not limited to application, operational and
pre-existing software and software tools, intellectual property (IP) cores, field
programmable gate arrays (FPGAs) and complex programmable logic devices (CPLDs),
network equipment, and items intended for non-safety purposes with the potential to
interfere with safety systems.
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4. Consensus position on the impact of cyber security features on digital I&C
systems important to safety

1. All items within the scope of this consensus position should be explicitly identified
in order to fully apply this consensus position.

2. Cyber security features should not adversely impact the required performance,
effectiveness, reliability or operation of safety functions.

3. Where cyber security features need to be implemented in displays and controls for
digital 1&C systems important to safety, they should not adversely impact the
operating personnel’s ability to maintain the safety of the plant.

4. Cyber security requirements and safety requirements should be developed in a
co-ordinated manner for the system under development throughout its lifecycle.
This co-ordination should include, but not be limited to, safety and cyber security
demonstration, roles and responsibilities, policies, processes and procedures, plans,
assurance, and the management and content of operational and maintenance
procedures.

a) Avoiding designs that will be difficult or impossible to adequately
protect after their implementation.

b) Avoiding new cyber security requirements later in the system
development lifecycle, since they could introduce unintended
consequences or vulnerabilities.

5. Requirements, including constraints, should be specified and controlled for cyber
security features throughout the life cycle (including system recovery) to protect
against credible threats with the potential to degrade a safety function, based on the
consequences of a successful cyberattack. Since security is continuously evolving,
the effect on safety of any changes in cyber security features, including new
security requirements, should be continuously evaluated.

6. Cyber security requirements and safety requirements should be verified and
validated throughout the lifecycle, thereby providing assurance that both are
implemented and co-ordinated correctly.

7. Cyber security features for digital I&C systems important to safety should be
carefully evaluated and technically justified. This evaluation should assess whether
the gain in security from the features is worth any increase in complexity in the
system, as well as accounting for any potential new failure modes that could be
introduced due to the addition of cyber security features.

8. To the extent feasible, digital I&C systems important to safety should not include
design features that create vulnerabilities to known cyber threats. When included,
these design features must offer a clear safety benefit and take into account
compensating measures to mitigate any resulting vulnerability.
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9.

10.

11

12.

13.

14.

A cyber security feature, when activated, should not inhibit, override or deactivate
safety functions. For example, an antivirus software could unintentionally block or
hinder the functionality of a digital 1&C system important to safety.

Cyber security features protecting digital I&C systems important to safety should be
developed and/or qualified to the same level of safety classification as the system
these features secure. If not, evidence should be presented that the cyber security
features cannot adversely affect the safety function. Any cyber security aspects not
addressed during the digital I&C platform qualification need to be addressed during
the system implementation (see CP-14 for definitions and the consensus position
on the qualification of 1&C platforms for use in systems important to safety).

. The architecture of digital I&C systems important to safety should support both

safety and cyber security objectives. Examples in the field of communications
include:

a) Data transmission between systems of different safety classes (see CP-
04 for the consensus position on data communications independence)
and security degrees should meet the constraints imposed by the
respective standards in each field for different countries®.

b) Secure control of communication pathways between a digital 1&C
system important to safety and any system external to the 1&C
architecture (e.g. the enterprise network) should be established.

Potential cyber security vulnerabilities should be considered for all software and
hardware and in all lifecycle stages, including system operation, maintenance and
modification. Vulnerabilities can result from operational and resource requirements
imposed by the safety systems/functions, but also, for example, from a poor
development process, from inadequate application of pre-developed software or
from infection with malware. All known vulnerabilities should be analysed using a
graded approach and mitigated either through eliminating the vulnerability or by
requiring adequate protection.

Security testing and analysis should be performed as part of qualification to identify
if vulnerabilities are present in the system (e.g. fuzz testing of communication
protocols, source code analysis). This should be done in the appropriate stage of
design or qualification and as early as possible. Any security testing from
installation onwards that could impact safety should be avoided.

Requirements, including constraints, should be formulated to protect against
intrusion or unauthorised modification during supporting activities such as testing,
calibration (including update of calibration data), configuration, modification,
loading software, other maintenance activities, and documenting the associated
management activities. Examples of requirements include:

a) restricting modes and/or times of use;

3. It is recognised that there are different categories and requirements for safety and security and
that they can be in conflict. Resolution of any conflict should be technically justified.
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b) restricting or limiting access during the development, testing, use, and
modifications of software development;

¢) protecting communication content;

d) checking the software integrity (e.g. comparing software or data against
its original source, stored independently);

e) limiting interfaces and interactions;
f) preventing unauthorised modifications;

g) protecting boundaries between different security zones, by both logical
and physical means;

h) appropriately assessing procedures and equipment for transportation.

15. Physical, logical, and administrative control of access to digital 1&C systems
important to safety should be included in the design (e.g. password or key lock
access), while ensuring that it does not adversely impact the required performance,
effectiveness, reliability or operation of safety functions.

16. Maintenance and operational procedures should contain instructions for removing
the cyber security controls, applying any alternate cyber security controls, re-
establishing the cyber security controls following maintenance, and confirming that
the cyber security controls are effectively back in service (e.g. through post
maintenance activities such as testing), as necessary.

17. Any event tracking, monitoring and reporting process should also include events
concerning adverse interactions between security and safety. Operating experience
of cyber security features can provide valuable insight and should be taken into
account when applying this consensus position.

18. Cyber security training should consider the appropriate level of knowledge, skills
and experience to ensure that safety functions and cyber security features do not
adversely affect one another.
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5. Conclusions

While there are different approaches to ensuring that safety functions and cyber security
features for a nuclear power plant are designed and implemented so that they do not
compromise one another, the WGDIC concludes that the agreed CPs herein represent a set
of regulatory consensus positions on the topic.

In support of the continual evolution of digital 1&C technology and its associated
challenges, the WGDIC will continue to assess whether there are gaps in contemporary
regulations and guidance related to the impact of cyber security features on digital 1&C
systems important to safety. Future revisions to this CP will allow the bridging of those
gaps while ensuring the relevance and technical adequacy of the CP.

Any enquiries associated with this CP should be directed to the NEA via the WGDIC
website®.

4.

www.oecd-nea.org/jcms/pl_21460.
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