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Abstract

Unclassified

Artificial Intelligence (Al) systems are changing workplaces. Al systems
have the potential to improve workplaces, but ensuring trustworthy use of
Al in the workplace means addressing the ethical risks it can raise. This
paper reviews possible risks in terms of human rights (privacy, fairness,
agency and dignity); transparency and explainability; robustness, safety
and security; and accountability. The paper also reviews ongoing policy
action to promote trustworthy use of Al in the workplace. Existing legislation
to ensure ethical workplaces must be enforced effectively, and serve as the
foundation for new policy. Economy- and society-wide initiatives on Al, such
as the EU Al Act and standard-setting, can also play a role. New
workplace-specific measures and collective agreements can help fill
remaining gaps.
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Abregé

Les systemes d'intelligence artificielle (IA) sont en train de changer les lieux
de travail. Les systemes d'lA ont le potentiel d'améliorer les lieux de travail,
mais assurer une utilisation fiable de I'lA sur le lieu de travail signifie
aborder les risques éthiques qu'elle peut soulever. Cet article passe en
revue les risques possibles en termes de droits de 'homme (vie privée,
équité, agence et dignité), de transparence et d'explicabilité, de robustesse,
de sdreté et de sécurité, et de responsabilité. Il passe également en revue
les actions politiques en cours pour promouvoir une utilisation fiable de I'lA
sur le lieu de travail. La législation existante visant a garantir des lieux de
travail éthiques doit étre appliquée efficacement, et servir de base pour la
création de nouvelles politiques. Les initiatives a I'échelle de I'économie et
de la société en matiére d'lA, telles que la loi européenne sur I'lA et
I'établissement de normes, peuvent également jouer un réle. De nouvelles
mesures et conventions collectives spécifiques au lieu de travail peuvent
contribuer a combler les lacunes restantes.
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Ubersicht

Unclassified

Systeme der kunstlichen Intelligenz (KI) verandern die Arbeitsplatze. KI-
Systeme haben das Potenzial, Arbeitsplatze zu verbessern, aber um einen
vertrauenswirdigen Einsatz von Kl am Arbeitsplatz zu gewéhrleisten, muss
man sich mit den ethischen Risiken auseinandersetzen, die damit
verbunden sein kénnen. In diesem Papier werden mogliche Risiken in
Bezug auf die Menschenrechte (Privatsphare, Fairness, Handlungsfahigkeit
und Wirde), Transparenz und Erklarbarkeit, Robustheit, Sicherheit und
Verantwortlichkeit untersucht. Das Papier gibt zudem einen Uberblick tiber
laufende politische MaRnahmen zur Forderung des vertrauenswurdigen
Einsatzes von Kl am Arbeitsplatz. Bestehende Rechtsvorschriften zur
Gewabhrleistung ethischer Arbeitsplatze missen wirksam durchgesetzt
werden und als Grundlage fiir neue politische Malinahmen dienen.
Wirtschafts- und gesellschaftsweite Initiativen zu Kl, wie die KI-Verordnung
der EU und die Festlegung von Standards, kénnen ebenfalls eine Rolle
spielen. Neue arbeitsplatzspezifische MaRnahmen und Tarifvertrage
konnen helfen, verbleibende Liicken zu schliel3en.
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Executive summary

Artificial Intelligence (Al) systems can process vast and various amounts of data quickly and automatically,
and provide decision-making assistance. These two abilities offer immense opportunities for improving
workplaces — for example opportunities to improve efficiency, fairness and worker safety. The use of Al
systems in the workplace, however, is also raising ethical concerns. The McKinsey State of Al survey in
2021 found that on the use of Al at work, 44% of respondents in advanced economies expressed concerns
about explainability; 41% were concerned about privacy, and 30% about equity and fairness.

To help policymakers and other relevant stakeholders ensure an ethical use of Al in the workplace, this
paper identifies the core principles of trustworthiness that need to be upheld by Al systems, applying the
classification framework of the OECD Al Principles. The paper takes a risk-management perspective
aiming to identify and prevent potential harm. The paper therefore focuses on cataloguing the potential
risks rather than on the opportunities offered by Al in the workplace.

The paper also reviews ongoing policy action to promote trustworthy use of Al in the workplace. Existing
legislation on anti-discrimination, data protection, deceptive practices and rights to due process must be
enforced effectively when Al systems are used in the workplace, and should serve as the foundation for
new policy. Economy- and society-wide initiatives on Al, such as the EU Al Act and standard-setting, can
also contribute to trustworthy Al use in the workplace. Finally, the paper reviews new workplace-specific
policies and collective agreements that are being used to promote trustworthy Al.

The paper benefitted from consultation with a number of key stakeholders and experts on ethical workplace
Al, including Al developers, employers, unions, and academics.

Trustworthy use of workplace Al means recognizing and addressing the risks it can raise about human rights
(including privacy, fairess, agency and dignity); transparency and explainability; robustness, safety and
security; and accountability.

e Al's ability to make predictions and process unstructured data is transforming and extending
workplace monitoring. The nature of the data that can be collected and processed also raises
concerns, as it can link together sensitive physiological and social interaction data.

e Formalizing rules for management processes through Al systems can improve fairness in the
workplace, but Al systems can multiply and systematize existing human biases. The collection and
curation of high-quality data is a key element in assessing and potentially mitigating biases — but
presents challenges for the respect of privacy.

e Systematically relying on Al-informed decision-making in the workplace can reduce workers’
autonomy and agency. This may reduce creativity and innovation, especially if Al-based hiring
also leads to a standardization of worker profiles. On the other hand, the use Al systems at work
could free up time for more creative and interesting tasks.

e Fortransparency and consent, job applicants and workers may not be aware of Al system use,
and even if they are may not be in a position to refuse its use.
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¢ Understandable explanations about employment decisions that affect workers and employers
are too often unavailable with workplace Al systems. Improved technical tools for transparency and
explainability will help, although many system providers are reluctant to make proprietary source
code or algorithm available. Yet enhanced transparency and explainability in workplace Al systems
has the potential to provide more helpful explanations to workers than traditional systems.

e Workers can struggle to rectify Al system outcomes that affect them. This is linked to lack of
explainability but also to lacking rights to access data used to make decisions, which makes them
difficult to challenge. Contract- and gig-workers in particular can face such issues.

e Al systems present many opportunities to strengthen the physical safety and well-being of
workers, but they also present some risks. Risks include heightened digital security risks and
excessive pressure on workers. It can also be more difficult to anticipate the actions of Al-based
robots due to their increased mobility and decision-making autonomy.

e Deciding who should be held accountable in case of system harm is not straightforward. Having
a human “in the loop” may help with accountability, but it may be unclear which employment
decisions require this level of oversight.

e Audits of workplace Al systems can improve accountability if done carefully. Possible requisites
for audits include auditor independence; representative analysis; data, code and model access;
and consideration of adversarial actions.

Enforcing and strengthening existing policy should be the foundation for policy action, even as society-wide
and workplace-specific measures on Al help fill gaps.

e The reliance of workplace Al systems’ on data can bring them into conflict with existing data
protection legislation. For example, cases brought under Article 22 of the EU’s General Data
Protection Regulation (GDPR) have required companies to disclose data used in their Al systems,
or to reinstate individuals dismissed solely based on algorithms.

e Employment anti-discrimination legislation is relevant to address some concerns about
workplace Al bias.

e Legislation on deceptive practices and consumer protection is being used to require more
transparency from companies about the functioning of workplace algorithms, and require
developers to meet the ethical standards they advertise about their products.

o Workers’ legal rights to due process in employment decisions can be used to require increased
transparency and explainability.

e A number of OECD countries are considering society-wide Al legislative proposals that would
also apply to the workplace. A notable example is the EU Al Act, which would classify some Al
systems used in employment as “unacceptable risk” (e.g. those considered manipulative) and the
rest as “high risk”. This would subject them to legal requirements relating to data protection,
transparency, human oversight and robustness, among others.

e National or international standard-setting, along with other self-regulatory approaches, can
provide technical parameters for trustworthy Al systems, and notably for workplace use.

e Regulatory efforts have also zeroed in on use of Al in the workplace. In the US, lllinois and
Maryland require applicant consent for the use of facial recognition tools in hiring. The New York
City Council mandates annual algorithmic bias audits for “automated employment decision tools”.

e Formalising an agreement between unions and business associations, legislation in Spain now
mandates transparency for Al systems affecting working conditions or employment status. Indeed,
social partners have proactively set out proposals on workplace Al use, and will be key
stakeholders in developing new legislation.
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Résumeé

Les systemes d'intelligence artificielle (IA) peuvent traiter rapidement et automatiquement des quantités
importantes et variées de données, et fournir une aide a la décision. Ces deux capacités offrent
dimmenses possibilités pour améliorer les lieux de travail — que ce soit par exemple en améliorant
I'efficacité, I'équité et la sécurité des travailleurs. Toutefois, I'utilisation de systémes d'lA dans les lieux de
travail souleve également des préoccupations d'ordre éthique. L'enquéte McKinsey sur I'état de I'lA en
2021 a révélé qu'en ce qui concerne l'utilisation de I'l|A au travail, 44 % des personnes interrogées dans
les économies avancées s'inquiétent par rapport a I'explicabilité, 41 % sont préoccupées par la protection
de la vie privée et 30 % par I'équité et la justice.

Afin d'aider les décideurs et les autres parties prenantes a garantir une utilisation éthique de I'lA dans le
monde du travail, ce document identifie les principes fondamentaux de fiabilité que doivent respecter les
systemes d'lA, en appliquant le cadre de classification des Principes sur I'lA de 'OCDE. Le document
adopte une perspective de gestion des risques visant a identifier et a prévenir les dommages
potentiels. Il se concentre donc sur le recensement de risques potentiels plutét que sur les opportunités
offertes par I'lA sur le lieu de travail.

Le document passe également en revue les actions politiques en cours pour promouvoir une utilisation
digne de confiance de I'lA sur le lieu de travail. La Iégislation existante en matiére de lutte contre la
discrimination, de protection des données, de pratiques trompeuses et de droit a des procédures réguliéres
doit étre appliquée efficacement lorsque des systémes d'lA sont utilisés sur le lieu de travail, et devrait
servir de base pour la création de nouvelles politiques. Les initiatives économiques et sociales générales
en matiéere d'lA, telles que la loi européenne sur I'lA ou la définition au niveau national de normes, peuvent
également contribuer a une utilisation fiable de I'lA sur le lieu de travail. Enfin, le document examine les
nouvelles politiques et conventions collectives spécifigues au lieu de travail qui sont utilisées pour
promouvoir I'lA fiable.

Le document a bénéficié de la consultation d'un nombre d’acteurs clés et d'experts en matiére d'lA éthique
dans le monde du travail, notamment des développeurs d'lA, des employeurs, des syndicats et des
universitaires.

Une utilisation digne de confiance de I'lA dans le monde du travail implique de reconnaitre et de traiter les
risques qu'elle peut soulever en matiere de droits de I'homme (y compris par rapport a la vie privée, a l'équité,
alareprésentation et a la dignité), de transparence et d'explicabilité, de robustesse, de slreté et de sécurité,
et de responsabilité.

e La capacité de I'lA a faire des prédictions et a traiter des données non structurées transforme et
étend la surveillance au travail. La nature des données qui peuvent étre collectées et traitées
suscite également des inquiétudes, car elles peuvent associer des données physiologiques et
d'interaction sociale sensibles.
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e Laformalisation des regles des processus de gestion par les systémes d'lA peut améliorer I'équité,
mais les systéemes d'lA peuvent multiplier et systématiser les biais humains existants. La collecte
et la conservation de données de haute qualité est un élément clé pour évaluer et potentiellement
atténuer les biais - mais présente des défis pour le respect de la vie privée.

e Le fait de s'appuyer systématiquement sur des décisions fondées sur I'lA sur le lieu de travail peut
réduire lI'autonomie et I'agence des travailleurs. Cela peut réduire la créativité et l'innovation,
en particulier si 'embauche basée sur I'l|A conduit également a une standardisation des profils des
travailleurs. Cependant, I'utilisation de systemes d'lA au travail pourrait libérer du temps pour des
taches plus créatives et intéressantes.

e En ce qui concerne la transparence et le consentement, les candidats a I'emploi et les
travailleurs peuvent ne pas étre au courant de l'utilisation des systemes d'lA, et méme s'ils le sont,
ils peuvent ne pas étre en mesure de refuser cette utilisation.

e Des explications compréhensibles sur les décisions d'emploi qui affectent les travailleurs et
les employeurs sont trop souvent indisponibles avec les systemes d'lA dans le monde de travail.
Des outils techniques améliorés pour la transparence et I'explicabilité pourront aider, mais
beaucoup de fournisseurs de systémes sont réticents a mettre a disposition leur code source ou
algorithme propriétaire. Ceci dit, 'amélioration de la transparence et de I'explicabilité de ces
systemes d'lA a le potentiel de fournir des explications plus utiles aux travailleurs que les systéemes
traditionnels.

e Les travailleurs peuvent avoir du mal a rectifier les résultats des systemes d'lA qui les affectent.
Cela est lié au manque d'explicabilité mais aussi a l'absence de droits d'accés aux données
utilisées pour prendre les décisions, ce qui les rend difficiles a contester. Les travailleurs sous
contrat temporaire et les travailleurs indépendants, en particulier, peuvent étre confrontés a ces
problémes.

e Les systemes d'lA offrent de nombreuses possibilités pour renforcer la sécurité physique et le
bien-étre des travailleurs, mais ils présentent également certains risques. Les risques
comprennent des risques plus importants en matiére de sécurité numérique et une pression
excessive sur les travailleurs. Il peut également étre plus difficile d'anticiper les actions des robots
basés sur I'lA en raison de leur mobilité accrue et de leur autonomie de décision.

e Il n'est pas simple de décider qui doit étre tenu pour responsable en cas de probléme induit par
un systéme. La présence d'un humain "dans la boucle" peut contribuer a la responsabilisation,
mais il n'est pas toujours évident de déterminer quelles décisions d'emploi nécessitent ce niveau
de surveillance.

e Les audits des systemes d'IA sur le lieu de travail peuvent améliorer la responsabilité s'ils sont
réalisés avec soin. Les conditions requises pour les audits comprennent l'indépendance de
l'auditeur, une analyse représentative, I'acceés aux données, aux codes et aux modéles, et la prise
en compte des actions contradictoires.

L'application et le renforcement de la politique existante devraient constituer le fondement de I'action
politique, méme si les mesures relatives a I'lA prises a I'échelle de la société et du lieu de travail permettent
de combler les lacunes.

e La dépendance des systemes d'IA sur le lieu de travail a I'égard des données peut les mettre en
conflit avec la Iégislation existante en matiére de protection des données. Par exemple, des
affaires portées devant les tribunaux en vertu de l'article 22 du réglement général sur la protection
des données (RGPD) de I'UE ont obligé des entreprises a divulguer les données utilisées dans

leurs systemes d'lA ou a réintégrer des personnes licenciées uniquement sur la base
d'algorithmes.
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e La législation anti-discrimination en matiére d'emploi est pertinente pour répondre a certaines
préoccupations concernant les biais de I'lA sur le lieu de travail.

e La législation sur les pratiques trompeuses et la protection des consommateurs est en train
d’étre utilisée pour exiger plus de transparence de la part des entreprises sur le fonctionnement
des algorithmes sur le lieu de travail, et obliger les développeurs a respecter les normes éthiques
gu'ils proclament pour leurs produits.

e Les droits légaux des travailleurs a une procédure réguliere dans les décisions d'emploi
peuvent étre utilisés pour exiger une transparence et une explicabilité accrues.

e Un certain nombre de pays de 'OCDE envisagent des propositions |égislatives sur I'lA a
I'échelle de la société qui s'appliqueraient également au lieu de travail. Un exemple notable est
la loi européenne sur I'lA, qui classerait certains systemes d'lA utilisés dans I'emploi comme
présentant un "risque inacceptable" (par exemple, ceux considérés comme manipulateurs) et les
autres comme présentant un "risque élevé". Cela les soumettrait & des exigences légales en
matiere de protection des données, de transparence, de surveillance humaine et de robustesse,
entre autres.

e L'établissement de normes nationales ou internationales, ainsi que d'autres approches
d'autorégulation, peuvent fournir des parametres techniques pour des systémes d'lA dignes de
confiance, notamment pour une utilisation sur le lieu de travail.

e Les efforts de réglementation se sont également concentrés sur l'utilisation de I'lA sur le
lieu de travail en particulier. Aux Etats-Unis, I'llinois et le Maryland exigent le consentement de
candidats postulant pour un emploi avant l'utilisation d'outils de reconnaissance faciale. Le conseil
municipal de New York impose des audits annuels par rapports aux biais algorithmiques pour les
"outils automatisés de décision en matiére d'emploi".

e Formalisant un accord entre syndicats et associations d'entreprises, la législation espagnole
impose désormais la transparence des systemes d'lA affectant les conditions de travail ou le statut
d'emploi. En effet, les partenaires sociaux ont formulé de maniére proactive des propositions sur
l'utilisation de I'lA sur le lieu de travall, et seront des acteurs clés dans I'élaboration de la nouvelle
I€gislation.
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Kurzfassung

Systeme der Kunstlichen Intelligenz (KI) kénnen grof3e und vielfédltige Datenmengen schnell und
automatisch verarbeiten und Entscheidungshilfen geben. Diese beiden Fahigkeiten bieten immense
Chancen fir die Verbesserung von Arbeitsplatzen - zum Beispiel fur die Verbesserung von Effizienz,
Fairness und Arbeitssicherheit. Der Einsatz von Kl-Systemen am Arbeitsplatz wirft jedoch auch ethische
Bedenken auf. Die McKinsey-Umfrage zum Stand der Kl im Jahr 2021 ergab, dass 44 % der Befragten in
den Industrielandern Bedenken hinsichtlich der Erklarbarkeit des Einsatzes von Kl am Arbeitsplatz
auRerten. Weitere 41 % der Befragten waren besorgt tiber den Datenschutz und 30 % Uber Gerechtigkeit
und Fairness.

Um politischen Entscheidungstrdger und Entscheidungstragerinnen und anderen relevanten
Schlisselakteuren dabei zu helfen, einen vertrauenswirdigen Einsatz von Kl am Arbeitsplatz zu
gewahrleisten, werden in diesem Papier die Kernprinzipien der Vertrauenswirdigkeit identifiziert, die von
KI-Systemen eingehalten werden mussen. Dabei wird der Klassifizierungsrahmen der OECD KI-Prinzipien
angewendet. Das Papier nimmt eine Risikomanagement-Perspektive ein, die darauf abzielt,
potenziellen Schaden zu erkennen und zu verhindern. Das Papier konzentriert sich daher auf die
Katalogisierung der potenziellen Risiken und weniger auf die Chancen, die KI am Arbeitsplatz bietet.

Das Papier gibt dariiber hinaus einen Uberblick tiber laufende politische MaBnahmen zur Férderung des
vertrauenswiurdigen Einsatzes von Kl am Arbeitsplatz. Bestehende Gesetze zur Antidiskriminierung, zum
Datenschutz, zu irrefiUhrenden Praktiken und zum Recht auf ein ordnungsgeméaRes Verfahren missen
wirksam durchgesetzt werden, wenn KI-Systeme am Arbeitsplatz eingesetzt werden, und sollten als
Grundlage fur neue politische MalRBhahmen dienen. Wirtschafts- und gesellschaftsweite Initiativen zu Ki,
wie die Kl-Verordnung der EU und die Festlegung von Standards, kdnnen ebenfalls zu einem
vertrauenswiirdigen Einsatz von Kl am Arbeitsplatz beitragen. SchlieRlich gibt das Papier einen Uberblick
Uber neue arbeitsplatzspezifische MaRnahmen und Tarifvertrage, die zur Férderung vertrauenswurdiger
Kl eingesetzt und vereinbart werden.

Das Papier profitierte von der Konsultation einer Reihe von wichtigen Interessenvertretern und
Interessensvertreterinnen, sowie Experten und Expertinnen fir ethische KI am Arbeitsplatz, darunter Ki-
Entwickler und Entwicklerinnen, Arbeitgeberverbande, Gewerkschaften und Akademiker und
Akademikerinnen

Der vertrauenswurdige Einsatz von Kl am Arbeitsplatz bedeutet, dass die damit verbundenen Risiken in
Bezug auf Menschenrechte (einschlieBlich Privatsphare, Fairness, Handlungsfahigkeit und Wirde),
Transparenz und Erklarbarkeit, Robustheit, Sicherheit und Verantwortlichkeit erkannt und angegangen
werden mussen.

o Die Fahigkeit der Kl, Vorhersagen zu treffen und unstrukturierte Daten zu verarbeiten, verandert
und erweitert die Uberwachung am Arbeitsplatz. Die Art der Daten, die gesammelt und verarbeitet
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werden konnen, gibt ebenfalls Anlass zur Sorge, da sie sensible physiologische und soziale
Interaktionsdaten miteinander verknipfen kénnen.

Die Formalisierung von Regeln fur Managementprozesse durch Kl-Systeme kann die Fairness am
Arbeitsplatz verbessern, gleichzeitig aber auch bestehende menschliche Voreingenommenheit
vervielfachen und systematisieren. Die Sammlung und Aufbereitung qualitativ hochwertiger Daten
ist ein Schlisselelement fir die Bewertung und potenzielle Abschwéchung von
Voreingenommenheiten, stellt jedoch eine Herausforderung fur die Wahrung der Privatsphéare dar.

Der systematische Rickgriff auf KI-gestitzte Entscheidungen am Arbeitsplatz kann die Autonomie
und Handlungsfahigkeit vonArbeitnehmern und Arbeitnehmerinnen einschranken. Kreativitat und
Innovationsfahigkeit kdnnten zum Beispiel eingeschrankt werden, wenn Kl-gestitzte Einstellungen
auch zu einer Standardisierung von Arbeithehmerprofilen fihren. Andererseits konnte der Einsatz
von KI-Systemen am Arbeitsplatz Zeit fur kreativere und interessantere Aufgaben freisetzen.

Im Hinblick auf Transparenz und Zustimmung sind sich Bewerber und Bewerberinnen, sowie
Arbeithnehmer und Arbeitnehmerinnen mdoglicherweise nicht tber die Verwendung von Ki-
Systemen bewusst, und selbst wenn sie es sind, sind sie mdglicherweise nicht in der Lage, deren
Verwendung abzulehnen.

Verstandliche Erklarungen zu Beschéftigungsentscheidungen, die sich auf Arbeithehmer und
Arbeitnehmerinnen, sowie auf Arbeitgeber und Arbeitgeberinnen auswirken, sind bei KI-Systemen
am Arbeitsplatz allzu oft nicht verfligbar. Verbesserte technische Werkzeuge fiir Transparenz und
Erklarbarkeit konnen dabei helfen, doch viele Systemanbieter zdgern, urheberrechtlich
geschitzten Quellcode oder Algorithmen zur Verfigung zu stellen. Eine verbesserte Transparenz
und Erklarbarkeit von KI-Systemen am Arbeitsplatz hat jedoch das Potenzial, Arbeitnehmern und
Arbeitnehmerinnen hilfreichere Erklarungen zu liefern als herkdmmliche Systeme.

Arbeitnehmer und Arbeitnehmerinnen kénnen Schwierigkeiten haben, sie selbst betreffende
Ergebnisse von KI-Systemen anzufechten und zu korrigieren. Dies héngt mit der mangelnden
Erklarbarkeit zusammen, aber auch mit dem fehlenden Recht auf Zugang zu den Daten, die fur
die Entscheidungsfindung verwendet werden. Vor allem Selbststandige, zum Beispiel in der
Plattform6konmie,kdnnen mit solchen Problemen konfrontiert werden.

KI-Systeme bieten viele Mdoglichkeiten, die physische Sicherheit und das Wohlbefinden von
Arbeithnehmern und Arbeithehmerinnen zu verbessern, bergen aber auch einige Risiken. Zu den
Risiken gehoren erhodhte digitale Sicherheitsrisiken und Ubermé&Riger Druck am Arbeitsplatz.
Zudem kann es schwieriger sein, die Handlungen von Kl-gestiitzten Robotern vorherzusehen, da
sie mobiler sind und autonomer entscheiden.

Die Entscheidung dartber, wer im Falle eines Systemschadens von KI-Systemen zur
Rechenschaft gezogen werden sollte, ist nicht einfach. Die Einbindung eines Menschen in Kl-
gestiizten Entscheidungsfindungen kann bei der Rechenschaftspflicht zwar helfen, aber es kann
unklar sein, welche Entscheidungen am Arbeitsplazt diese Aufsichtsebene erfordern.

Prifungen von Kl-Systemen am Arbeitsplatz konnen die Rechenschaftspflicht verbessern, wenn
sie sorgfaltig durchgefihrt werden. Zu den mdglichen Voraussetzungen gehoéren die
Unabhéngigkeit der Prifer und Priferinnen, eine reprasentative Analyse, der Zugang zu Daten,
Codes und Modellen, und die Beriicksichtigung gegenteiliger Malinahmen.

Die Durchsetzung und Starkung vorhandener Richtlinien sollte die Grundlage fur politische Malinahmen
bilden, auch wenn gesellschaftsweite und arbeitsplatzspezifische Malinahmen zu Kl dazu beitragen, Licken
zu schlieBen.

Die Datenabhangigkeit von Kl-Systemen am Arbeitsplatz kann sie in Konflikt mit bestehenden
Datenschutzvorschriften bringen. In einigen Rechtsfallen wurden Unternehmen geman Artikel 22
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der EU-Datenschutzgrundverordnung (DSGVO) beispielsweise aufgefordert, die in ihren Ki-
Systemen verwendeten Daten offenzulegen oder Personen, die allein aufgrund von Algorithmen
entlassen wurden, wieder einzustellen.

¢ Die Antidiskriminierungsgesetze im Bereich der Beschaftigung sind relevant, um einige Bedenken
hinsichtlich der Voreingenommenheit von Kl am Arbeitsplatz auszurdumen.

e Die Gesetzgebung zu irrefihrenden Praktiken und zum Verbraucherschutz wird genutzt, um von
Unternehmen mehr Transparenz Uber die Funktionsweise von Algorithmen am Arbeitsplatz zu
fordern und von Entwicklern und Entwicklerinnen die Einhaltung ethischer Standards zu verlangen,
mit denen sie fur ihre Produkte werben.

e Die gesetzlichen Rechte von Arbeithnehmern auf ein ordnungsgemafRes Verfahren bei KiI-
gestitzten Entscheidungen am Arbeitsplatz kénnen genutzt werden, um mehr Transparenz und
Erklarbarkeit zu fordern.

e Eine Reihe von OECD-Landern erwagt gesellschaftsweite KI-Gesetzesvorschlage, die auch fir
den Arbeitsplatz gelten wirden. Ein bemerkenswertes Beispiel ist die KI-Verordnung der EU, die
einige KI-Systemeam Arbeitsplatz als "unannehmbares Risiko" (z. B. solche, die als manipulativ
gelten) und die Ubrigen als "hohes Risiko" einstufen wirde. Damit wirden sie gesetzlichen
Anforderungen unterliegen, die sich unter anderem auf Datenschutz, Transparenz, menschliche
Aufsicht und Robustheit beziehen.

e Nationale oder internationale Normen sowie andere Ansatze der Selbstregulierung kdnnen
technische Parameter fir vertrauenswirdige Kl-Systeme und insbesondere fir den Einsatz am
Arbeitsplatz liefern.

e Auch die Regulierungsbehérden haben sich auf den Einsatz von Kl am Arbeitsplatz konzentriert.
In den USA verlangen die Bundesstaaten lllinois und Maryland die Zustimmung von Bewerbern
und Bewerberinnen fir den Einsatz von Gesichtserkennungssystemen in Einstellungsverfahren.
Der Stadtrat von New York schreibt zudem jahrliche Prifungen von Algorithmen fir "automatisierte
Instrumente zur Entscheidungsfindung bei der Einstellung” vor.

e Durch die Formalisierung einer Vereinbarung zwischen  Gewerkschaften  und
Unternehmensverbanden schreibt die spanische Gesetzgebung nun die Transparenz von Kl-
Systemen vor, die sich auf die Arbeitsbedingungen oder den Beschéftigungsstatus auswirken. Die
Sozialpartner haben proaktive Vorschlage zum Einsatz von Kl am Arbeitsplatz unterbreitet und
werden bei der Ausarbeitung neuer Rechtsvorschriften eine wichtige Rolle spielen.
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s Introduction

The use of Artificial Intelligence (Al) has the potential to transform the workplace because of two main
characteristics of Al that are unparalleled in other digital technologies:

« Al systems! enable the automated processing of numerous types of data and often in vast
amounts, producing outcomes and recommendations rapidly and at scale.

e Al technologies, notably through their ability to learn, allow for decision making assistance
through predictions in tasks such as recognition, event detection, forecasting,
personalisation, interaction support, goal-driven optimisation and reasoning with
knowledge structures (OECD, forthcomingyyy).

Al systems hold great promise for the workplace. They can complement or augment human labour,
and they can automate an expanding set of repetitive, demeaning or even hazardous tasks — increasing
the amount of time that workers spend on safer and more fulfilling tasks, and increasing productivity. Al
tools for human resource management can strengthen efficiency, improve workplace culture and reinforce
the quality of the work environment.

At the same time, the use of Al systems at work involves risks. The risk of automation of certain tasks
may be heightened by Al, especially for high-skilled workers (Georgieff and Hyee, 20212). Al can also
increase inequalities, if workers who are already at an advantage in the labour market are also those who
stand to benefit the most from it (Georgieff and Hyee, 20217). The use of Al systems in the workplace
presents concerns about the respect of values such as privacy, fairness, agency, transparency and
accountability. Al systems can also change the way employers interact with and hire workers as well as
the way workers interact with each other (Lane and Saint-Martin, 20213)).

Some of these concerns may not be dramatically different from the concerns raised by other digital
technologies, or traditional, non-digital, workplace management practices. Invasive workplace
surveillance, for example, can exist without artificial intelligence, or digital technologies for that matter.
(Lane and Saint-Martin, 20213)). Indeed, existing workplace practices and human decision making in the
workplace also present ethical concerns. This paper does not assert that Al poses a larger ethical risk in
the workplace than these practices and decisions. But the use of Al systems can extend and
systematize ethical failings as well as fundamentally change the relationship between workers and
their managers.

A number of surveys confirm that people see benefits and risks in the use of Al systems at work.
According to a 2018 BCG GAMMA-—Ipsos survey, workers share the view that Al and its applications in
their workplace will help them work more efficiently, reducing the time they spend in tedious tasks, reducing
the risk of errors and helping them meet deadlines (BGC GAMMA and IPSOS, 20184)). But workers also
have concerns about the use of Al in the workplace. Among the surveyed workers, 76% see a danger that
Al may result in more surveillance, 65% that it may dehumanize work and 21% that it may lead to unethical

L An Al system is a machine-based system that is capable of influencing the environment by producing an output
(predictions, recommendations or decisions) for a given set of objectives. It uses machine and/or human-based data
and inputs to (i) perceive real and/or virtual environments; (ii) abstract these perceptions into models through analysis
in an automated manner (e.g., with machine learning), or manually; and (iii) use model inference to formulate options
for outcomes. Al systems are designed to operate with varying levels of autonomy. (OECD, 20192s3))
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use of personal data — and these proportions are actually larger among users of Al systems at work than
among non-users, potentially indicating that exposure to Al the workplace makes workers more aware of
the connected ethical risks (Figure 4). Similarly, the McKinsey State of Al survey in 2021 found that 44%
of respondents in advanced economies expressed concerns about explainability and the use of Al at work.
41% were concerned about privacy, and 30% about equity and fairness (McKinsey, 2021js)). A 2019 survey
of over 8,000 human resources leaders across 10 countries indicates that close to one third of them report
security and privacy as the main barriers to adoption of Al systems in their workplace (Oracle & Future
Workplace, 2019)). Still, the same survey noted that a number of respondents hope that changes to Al
will actually help make their workplaces better — 43% were excited about how Al would affect the future of
work, with 1 in 5 for example stating that they think it will allow for better or healthier work relationships.

Figure 1. Employees see risks in the use of Al at work, especially when already using such tools

Respondents reporting that in workplace there is a danger that the development of Al and its application may..., %

W Yes, absolutely Yes, somewhat No, notreally W No, not at all

Result in more control and surveillance

Lead to job losses due to a reduced workload B%

Dehumanize work, resulting in less social o
. ]
cohesion
Pose ethical problems with regard to the

0,
protection of personal data =

Note: Survey of a representative sample of the national active adult population in Canada, China, France, Germany, Spain, the UK, and the US.
Source: BCG GAMMA - Ipsos 2018 survey https://www.ipsos.com/en/revolution-ai-work.

Comparable evidence on the extent of the use of Al systems in the workplace is still scant. In the
past decade, Al start-ups have increasingly and quickly gained venture capital funding (Figure 2), but
diffusion seems? to still be low overall, and uneven. For example, ICT usage surveys in Canada, Denmark,
France, and Korea found that between 2 and 11% of firms used Al technology in recent years, but large
firms (250+ people) were 2 to 6 times more likely to do so (Montagnier and Ek, 20217).

2 Montagnier and Ek (2021(7)) highlight how existing analyses and surveys’ differences in measurement definition and
scope lead to different estimates of Al adoption in firms.
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Figure 2. VC Investments in Al have been increasing rapidly

Venture Capital investments in Al by country, USD millions, 2012-2020
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Still, workplace Al system usage seems to be non-trivial, and growing, though estimates vary. In
2019, half of over 8000 workers surveyed in 10 countries reported using some form of Al systems at work
(Bertallee, 2019(g)). In the PWC Al Predictions 2021 survey of over 1000 US executives, a quarter of the
participating companies reported widespread adoption of Al systems, up from 18% in 2020 (Likens et al.,
2021j9). The McKinsey State of Al surveys® suggest that 50% of respondents reported Al adoption in at
least one function in 2020, rising to 56% in 2021. In 2021, 8% of respondents reported using Al for human
resources (McKinsey, 2021i5). The 2019 Gartner Artificial Intelligence Survey found that 17% of
organization use Al solutions in their HR functions (Baker, 2020107). At the end of 2020, the business
processes and support services industry was the third largest industry for Al VC funding (Figure 3).

3 This online survey had 1843 respondents in May/June 2021. Weighting by a respondent’s nation’s GDP adjusted for
differences in response rates worldwide.
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Figure 3. The business processes and support services industry was the third largest industry for
Al VC funding at the end of 2020

Venture Capital investments in Al by industry, USD millions, by quarter, 2012-2020
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As decisions about the adoption of Al in the workplace are being made, often at a pace faster than
regulation, some unforeseen consequences and unfair outcomes have emerged (IBM, 202111).
While existing human-led workplace practices may not always be fully ethical, the introduction of Al
technology in the workplace should not reinforce or add new layers of ethical concerns. Indeed, large
numbers of reflections and guidelines around the ethics of Al are emerging. It is essential, however, to
have a shared understanding of what an ethical use of Al in the workplace entails so that — in addition to
identifying the associated issues — the needed policies, processes and safeguards can be put in place.

This paper contributes to the conversation by identifying core principles of trustworthiness that
need to be upheld for an ethical use of Al in the workplace, using the OECD Principles for the
Responsible Stewardship of Trustworthy Al.# The paper focuses on ethical risks posed by Al rather than
on its opportunities, reflecting a risk-management perspective, and the need to peempt potential harm. In
this sense, the paper does not present an assessment of the balance of risks and opportunities offered by
Al in the workplace. Chapter 2 looks at ethical concersn in terms of human rights (privacy, fairness, agency,
and dignity) (Section 2.1); transparency and explainability (Section 2.2); robustness, safety and security
(Section 2.3); and accountability (Section 2.4).

Policy action is being taken to ensure the trustworthy use of Al in the workplace, whether through
enforcement of existing legislation or the development of new policies. Lack of action to ensure
trustworthy Al in the workplace may put brakes on Al diffusion and/or result in undesirable consequences
for workers, employers, and society as a whole (OECD, 201912)). Chapter 3 first discusses how existing

4 There is broad debate about the use of ethics to describe principles that should govern the use of Al in society and
in the workplace. This report, as detailed in chapter 2, will follow the OECD Al principles’s definition of trustworthiness,
but it will also use the term ethical, in line with public debate, and particularly to discuss potential concerns that may
emerge.
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legislation (including legislation on data protection, anti-discrimination, deceptive practices and consumer
protection, as well as rights to due process) can be applied to Al use in the workplace, and/or be used to
provide a foundation for further policy evolution (Section 3.1). Section 3.2 then provides an overview of
new society- and economy-wide policy efforts that have direct implications for trustworthy use of Al in the
workplace. In particular, the chapter presents ambitious new Al legislation (such as the EU Al Act), that
have important considerations and implications for the workplace. The chapter closes with how some
jurisdictions are developing or proposing new workplace-specific policy on trustworthy Al, from municipal
legislation to policy change via collective bargaining (Section 3.3).
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» Emerging ethical issues in the

use of Al in the workplace

To help determine a shared understanding of what trustworthy use of Al in the workplace entails,
this paper systematically identifies the ethical risks® that can emerge with the use of Al systems in
the workplace, using the framework of the OECD “Principles for the Responsible Stewardship of
Trustworthy Al” (OECD Al Principles). These principles, laid out in the Recommendation of the Council
on Artificial Intelligence (OECD, 2019112)) (see Box 1), have been developed to promote trustworthy use of
Al in society and the economy in general, but can be directly applied to the use of Al systems in the
workplace.

Box 1. OECD Principles for responsible stewardship of trustworthy Al

These Principles form Section 1 of the OECD Recommendation of the Council on Artificial Intelligence
(“OECD Al Principles”) (OECD, 201912;). The OECD Al Principles were adopted in May 2019 by the
OECD member countries; since, other adherents include Argentina, Brazil, Egypt, Malta, Peru,
Romania, Singapore, and Ukraine. In June 2019, the G20 adopted human-centred Al Principles that
draw from the OECD Al Principles.

1. Inclusive growth, sustainable development and well-being

Stakeholders should proactively engage in responsible stewardship of trustworthy Al in pursuit of
beneficial outcomes for people and the planet, such as augmenting human capabilities and enhancing
creativity, advancing inclusion of underrepresented populations, reducing economic, social, gender and
other inequalities, and protecting natural environments, thus invigorating inclusive growth, sustainable
development and well-being.

2. Human-centred values and fairness

a) Al actors should respect the rule of law, human rights and democratic values, throughout the Al
system lifecycle. These include freedom, dignity and autonomy, privacy and data protection, non-
discrimination and equality, diversity, fairness, social justice, and internationally recognised labour
rights.

b) To this end, Al actors should implement mechanisms and safeguards, such as capacity for human
determination, that are appropriate to the context and consistent with the state of art.

5 While also recognizing and mentioning some opportunities associated with the use of Al systems for a more ethical
workplace, this paper is focused on potential risks.
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3. Transparency and explainability

Al Actors should commit to transparency and responsible disclosure regarding Al systems. To this end,
they should provide meaningful information, appropriate to the context, and consistent with the state of
art:

i. to foster a general understanding of Al systems,
ii. to make stakeholders aware of their interactions with Al systems, including in the workplace,
iii. to enable those affected by an Al system to understand the outcome, and,

iv. to enable those adversely affected by an Al system to challenge its outcome based on plain and
easy-to-understand information on the factors, and the logic that served as the basis for the prediction,
recommendation or decision.

4. Robustness, security and safety

a) Al systems should be robust, secure and safe throughout their entire lifecycle so that, in conditions
of normal use, foreseeable use or misuse, or other adverse conditions, they function appropriately and
do not pose unreasonable safety risk.

b) To this end, Al actors should ensure traceability, including in relation to datasets, processes and
decisions made during the Al system lifecycle, to enable analysis of the Al system’s outcomes and
responses to inquiry, appropriate to the context and consistent with the state of art.

c) Al actors should, based on their roles, the context, and their ability to act, apply a systematic risk
management approach to each phase of the Al system lifecycle on a continuous basis to address risks
related to Al systems, including privacy, digital security, safety and bias.

5. Accountability

Al actors should be accountable for the proper functioning of Al systems and for the respect of the
above principles, based on their roles, the context, and consistent with the state of art.

The OECD, through its working group on Implementing Trustworthy Al within the OECD Network of
Experts on Al, also developed a framework to compare the tools and practices that many stakeholders
are developing to implement trustworthy Al systems — ranging from tools to check for bias and
robustness of Al systems, to risk management guidelines, to educational material (OECD, 202113)).

Source: OECD (2019), OECD Al Principles, http://Recommendation of the Council on Artificial Intelligence; OECD (2019), Recommendation
of the Council on Artificial Intelligence, OECD, https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449.

This chapter therefore discusses the considerations that need to be made when using Al in the workplace
to uphold human rights; transparency and explainability; robustness, safety and security; and
accountability. The report does not, on the other hand, discuss the inclusive growth principle: the possible
challenges, and opportunities, presented by Al in terms of inclusivity are addressed in other OECD reports
prepared for the OECD project Al and Work, Innovation, Productivity and Skills, including the reports on
the impact of Al on job automation and on the labour market more broadly, on skills and training, or on the
role of social dialogue (Verhagen, 202114;; Georgieff and Hyee, 20212;; OECD, 202215)).

This chapter focuses on ethical concerns as illustrated by how existing Al is and could be used in the
workplace. The chapter grounds itself in examples of existing Al tools, and their abilities — with real and
potential uses of these tools in the workplace. The chapter is organized by Principle, but it will discuss
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examples of how ethical concerns emerge at various points of Al use. Points of use include use in the
hiring and recruitment process, use in assisting or augmenting workers, assisting management, and finally
use in providing human resource services, such as training or healthcare plans. Figure 4 illustrates a
number of such examples and potential ethical concerns, grouped by Principle. As the technical capacities
of Al tools evolve, some of the ethical concerns considered in this chapter may become more significant,
or less relevant. For the latter, the chapter also provides brief mentions of how some technical
developments could help assuage some of the ethical concerns mentioned.

Figure 4. Different types of ethical concerns can arise, all the way through the different points of
use of Al systems in the workplace
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Note: Different potential ethical concerns linked to different Principles of trustworthy use are presented in differently coloured boxes, according
to this legend: Principle 2, Principle 3, , and Principle 5 as defined in Box 1

2.1. Human rights: privacy, fairness, agency and dignity

The principle of human-centred values and fairness in the OECD Al Principle has a number of dimensions
that are specifically relevant to ensuring a trustworthy use of Al systems in the workplace and in particular
of algorithmic management systems (see Box 2): (1) whether Al systems breach workers’ dignity and right
to privacy; (2) whether Al systems uphold fairness, non-discrimination and avoid bias; and (3) whether they
promote autonomy and agency.
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Box 2. Algorithmic management

Algorithmic management can be broadly described as the full or partial automation of managerial
functions, through Al systems and other digital tools, facilitated by the collection of data and the use of
predictive modelling (Lee et al., 201516); Nguyen and Mateescu, 201917;; Wood, 20211g). A common,
related term is people analytics which describes the use of statistical tools, including Al systems, to
measure, report and understand the workforce’s performance in various dimensions (Bribne, 2020j19)).

The expression “algorithmic management” was first coined for the platform economy — where it is often
quite central — but algorithmic management is increasingly common in other employment settings as
well, such as warehouses, retail and hospitality, and manufacturing (Wood, 202120;; Jarrahi et al.,
2021215; Bribne, 2020p19)). The types of functions for which algorithmic management is being used
include direction of work (what needs to be done, how and when), evaluation, and discipline (Wood,
202120;; Kellogg, Valentine and Christin, 2020227).

These functions are being carried out with differing degrees of automation. Wood (202120)) finds that
full automation in algorithmic management is rare. Algorithmic direction, for example, is common in
platform work but, even there, workers generally retain the ability to ignore or override algorithmic
directions - although they might have to provide justification of the choices made. Evaluation is found
to be the type of function where the degree of automation is generally highest, with Al systems
autonomously producing evaluations of workers — based for example on biometric information and
customer satisfaction ratings — that are then interpreted by human managers. Forms of evaluation and
discipline augmented by Al systems are common in platform work, where access to the best shifts is
often decided based upon the rating made by the algorithmic system but human managers are generally
able to review and overrule algorithmic decisions (Wood, 2021 20j).

Full automation in algorithmic management is rare notably because of the technical limitations inherent
to modelling all the tasks and uncertainties that human managers have to take into account in their
work. It is also rare because regulation in a number of countries — and notably the European Union’s
General Data Protection Regulation — provides a right to individuals to not to be subject to automated
decisions that have significant effects (see Section on Data Protection). The ethical considerations
discussed in this report should also be a deciding factor in the degree of automation that is chosen for
algorithmic management in the workplace.

Overall, even if algorithmic management typically does not involve full automation and humans are
involved in various ways, human decision-making is likely to be profoundly affected as algorithmic
management encourages new ways of approaching, understanding, and acting upon the information
that is provided to human managers involved in the process (Bribne, 2020p9)). The adoption of
algorithmic management systems is also bound to shape and be shaped by the power dynamics
between managers and workers (Jarrahi et al., 202121)).

Privacy

Monitoring of workers by their employers is not a new phenomenon. In fact, much of modern
production strategies have hinged on the ability to monitor the execution of tasks at work to optimize
workflows and productivity (Taylor, 1911p23)). Traditionally, monitoring and surveillance of workers relied on
human control and were thus inherently limited. The deployment of predictive models and the processing
of unstructured data (text, audio and video), together with the use of network records, phone apps, sensors,
biometric tracking devices (such as wearable fithess trackers) and facial recognition systems, has enabled
the development of multi-source datasets and induced a transformation in the nature of worker monitoring
(Ajunwa, Crawford and Schultz, 201724; Sdnchez-Monedero and Dencik Sanchez-Monederoj, 2019s)).
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The extensive worker surveillance made possible by Al systems can lead to breaches of privacy, a right
established as a human right by the UN Declaration of Human Rights (United Nations, 19482¢)). A survey
conducted by Nature among researchers working in the field revealed, for example, broad discomfort with
the use of facial recognition to monitor personality traits and the mood of candidates when hiring for a job
(Figure 5). Around 65% of the 480 experts interviewed from around the world reported being extremely
uncomfortable with this practice (Van Noorden, 2020;27)).

The use of remote surveillance software has exponentially increased as workers shifted to massive
teleworking during the COVID-19 crisis. For example, ActivTrak, a major player in the industry, went
from 50 client companies to 800 in March 2020 alone. Teramind, a leading provider of employee monitoring
software solutions, reported a triple-digit percentage increase in new leads since the pandemic began
(Morrison, 2020p2e)). Some surveillance software include features leaving very little privacy to workers. For
example, some software reportedly captured frequent live photos of workers through their company laptop
webcam, displaying them on a digital shared space; others recorded workers’ unsent emails or activated
webcams and microphones on workers’ devices (Gray, 202129; Milne, 202130]). High levels of monitoring
— where workers are not allowed to look away from a screen for example, or adjust their glasses — can
make workers feel commoditized (Harwell, 202131).

Figure 5. Nature Survey highlights significant discomfort over facial recognition technology

Attitudes on how comfortable expert respondents were with different uses of facial recognition technology, selected
answers

m Extremely uncomfortable Somewhat uncomfortable
m Neither comfortable nor uncomfortable m Somewhat comfortable
Extremely comfortable

Companies: track who is entering _

premises

public spaces

Work: mood, personality in hiring,
interviews

Companies: track walkers in -

0% 20% 40% 60% 80% 100%

Note: Questions and answers paraphrased for brevity.
Source: Nature Survey of nearly 500 researchers “who work in facial recognition, computer vision and artificial intelligence.” Respondents were
located around the world, but most were from Europe and North America. More information here: go.nature.com/2uwtzyh.

The nature of the data collected also raises concerns about possible privacy breaches and violation
of human integrity or dignity. Wearable devices can capture sensitive physiological data on workers’
health conditions, habits, and possibly the nature of their social interaction with other people. For example,
analysis of heart-rate variability provides insights into emotional and physical endurance of employees;
while this information can be collected and used to improve employees’ health and safety, it can also be
used by employers — even involuntarily — to inform consequential judgments (Maltseva, 202032)). The
monitoring of workers’ private emails, activity on social media, and location outside working hours — which
have been heightened by the use of algorithmic systems — is a breach of privacy that can potentially also
be used to “monitor and suppress collective action” as stated by the UK’s Trade Union Congress (TUC,
202133)), and as observed for example for ride-hailing or delivery platforms (De Stefano, 2016z4)). Many
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of these breaches may not be legal in OECD countries — see discussion of existing Data Protection
legislation in Section 3.1 for example.

Fairness, bias and discrimination

Even without Al, discrimination and bias in the workplace — in recruitment, in management and
promotion — are a longstanding and widespread phenomenon (Cahuc, Carcillo and Zylberberg,
200435)). A meta-analysis of 30 years of experiments in the United States found that white job applicants
were 36% more likely to receive a callback than equally qualified African Americans, and 24% more likely
than Latinos — with little significant evolution between 1989 and 2015 (Quillian et al., 2017(3g]).

Formalizing rules that apply to management processes through Al can reduce bias and discrimination in
these decisions, in addition to making them more efficient (Deshpande et al., 202137;; De Stefano,
20183g)). Indeed Al systems used for HR processes often advertise their objectivity compared with
traditional recruitment. The use of Al systems in hiring can also expand the pool of applicants considered
for hiring, by allowing to expanding the number of applications that can be handled manually.

Yet Al systems struggle with bias, both at the system level and at the data or input level (Accessnow,
201839]; Executive Office of the President of the United States, 201640)). Bias at the input or data level is
related to use of historical data that is biased, to the use of non-representative samples, or to the use of
incomplete, incorrect or outdated data. Bias at the system level takes place through the choices of
parameters and variables used in developing Al systems. The selection of the variables to be considered
in an algorithmic system, the decision on how to measure them, the choice of data on which the system is
trained, are all decisions made by humans based on their own priors. The lack of diversity in the Al tech
industry raises concerns in this respect (West, Whittaker and Crawford, 201941)). Some features might be
differently predictive for different groups. For example, in algorithms to recruit programmers, using the age
at which the candidate started coding as a prediction variable might induce a bias towards male candidates
as boys are historically more likely to start coding earlier than girls; other variables may matter to predict
female capacity (Crawford et al., 2019p2)). Finally, omitting data about protected attributes (e.g. gender,
race) is not a silver bullet — the presence of information that can indicate protected characteristics (“proxy
characteristics”) could lead to discrimination (Kim and Bodie, 2021u43; EU FRA, 2020pu4; Prince and
Schwarcz, 2020s)).

Compared with biased human-led decision making, a systematic use of biased Al systems carries
the risk of multiplying and systematizing the bias that they suffer from. While algorithms are not
responsible for societal biases, they can replicate at scale, disseminate and standardize them (Institut
Montaigne, 2020u¢]), reinforcing historical patterns of disadvantage (Sanchez-Monedero, Dencik and
Edwards, 2020u47; Kim, 2019ug)). Besides, compared to traditional forms of discrimination, automated
discrimination is more abstract and unintuitive, subtle, intangible, and difficult to detect, which challenges
the legal protection offered by non-discrimination law (Wachter, Mittelstadt and Russel, 2020j49)).°

8 Humans discriminate due to negative attitudes (e.g. stereotypes, prejudice) and unintentional biases (e.g.
organisational practices or internalised stereotypes) which can act as a signal to victims that discrimination
has occurred. Equivalent signalling mechanisms and agency do not exist in algorithmic systems (Wachter,
Mittelstadt and Russel, 2020pug)).
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Box 3. Fairness: Different definitions and measures

The need for fairness, and respect of human-centred values, are among of the principles that uphold
trustworthy Al (OECD, 2019p2)). There is however no consensual definition and measurement of
fairness in the field of machine learning and the choice about which definition to retain involves moral
judgment as well as technical issues.

It is not easy to define what treating people fairly means and many definitions of fairness have been
proposed. Fairness may refer to equality — by which everybody is treated in the same way — or to
equity— by which everybody should have equal access to the same opportunities.

In the machine learning literature a number of fairness metrics have been proposed, including
individual fairness, counterfactual fairness, unawareness, demographic parity, equalized odds, and
predictive rate parity (Zhong, 2018s0; Verma and Rubin, 2018s1;; Gajane and Pechenizkiy, 2018s2)).
Individual fairness stipulates that similar individuals be classified similarly. Counterfactual fairness
refers to whether a classifier produces the same result for two individuals that are identical, except
for one sensitive attribute. Unawareness refers to not including the sensitive attribute as feature in
the training data. Demographic parity consists in each considered group receiving positive outcomes
at equal rates. Equalised odds refers to equal false positive and false negative rates across the
considered groups. Predictive parity refers to whether the fraction of correct positive predictions is
the same for each considered group, for a given classifier, the precision rates are equivalent for
subgroups under consideration. The latter three metrics are based on the concept of group fairness,
which ensures some form of statistical parity for members of different groups (Binns, 2020;s3)). These
statistical definitions of fairness are incompatible and non-universal; hence fairness requires a value
judgment, and its application will vary according to cultures, political systems, and even possibly the
field of application of the algorithm.

The lack of an objective, or at least an inter-subjective, measure of unfair bias or unfair indirect
discrimination, makes it difficult to document unfairness, make it transparent, and thus mitigate it.
Furthermore, whatever definition is retained, there will always be a tension between the objective of
algorithms and the introduction of new constraints associated with that fairness definition. Indeed in
most cases, the objective of algorithms is to maximise accuracy — i.e. the number of correct
predictions made by the model. Ensuring fairness in algorithmic predictions usually consist in
introducing additional constraints to the optimisation programme (Bertail et al., 2019(547). This will
generally reduce accuracy and potentially business profits (So, 2019ss)).

The risks of bias can emerge at all points of use of Al systems in the workplace.

Hiring practices are a first instance where — while offering great promise for improving matching between
labour demand and supply — the use of Al systems can raise questions about fairness and discrimination
(Broecke et al, 2022, forthcoming). Evidence points to bias affecting both who can see job postings and
the selection of candidates when algorithms are used in hiring.

Platforms can use algorithms to select who will view a job posting based on factors such as age,
ethnicity, gender, job seniority or connections to other companies — the so-called data-driven hiring funnel
phenomenon (Sanchez-Monedero and Dencik, 2019(se]). For example, some companies in the US were
brought to court for using algorithms that targeted potential candidates through Facebook job postings in
a way that excluded older workers from seeing them (Kim, 20194g)).

Bias and discrimination can also occur when algorithms are used to rank and select job applicants.
For example, it emerged that an Al recruiting tool used by Amazon to hire software developers and other
technical posts discriminated against women because it had been trained on hiring decisions made over
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the previous ten years, when men comprised the vast majority of the workforce in the industry (Neff,
McGrath and Prakash, 2020s7). Predicting the success of future employees based on current employees
indeed inherently skews the task towards finding candidates resembling those who have already been
hired (Raghavan et al., 2019sg)).

Biases can also emerge in the use of Al systems in the workplace once someone is hired. A number
of companies have implemented facial recognition systems (Box 4) to authenticate workers — though these
systems continue to perform worse for people of colour (Harwell, 202131j). Others have used Al systems
to evaluate performance in the workplace. Yet seemingly neutral automated decisions about performance
evaluation can be affected by bias in the data on which systems are trained. Compared to hiring, managers
also frequently have more extensive information about their staff, and can consider context including
personal circumstances affecting the worker when making an evaluation. This kind of information would
not typically be systematically coded in the data used by the algorithm.

Box 4. Facial recognition systems

Deborah Raji et al. (2020;59]) define facial processing technology (FPT) as a term encompassing tasks
ranging from face detection, which involves locating a face within an image, to facial analysis, which
determines an individual’s facial characteristics, to face identification, which is the task of differentiating
a single face from others.

Facial recognition technologies — which are sometimes used in the workplace to assess personality
traits and emotions of job candidates during video interviews, or to recognize employees in the
workplace — are being found to have much poorer accuracy for women, black people, and 18-30 year
olds. In their seminal paper, Buolamwini and Gebru (2018s0;) found that male and light-skinned subjects
were more accurately classified than female and dark-skinned subjects in automated facial analysis
algorithms and datasets, largely because the systems were trained using mostly white, male-dominated
data sets. Disabled people and all those suffering from conditions affecting their face or their voice are
also at a disadvantage.

The scientific foundation of facial and especially affect recognition technologies is regularly questioned.
Studying faces is unlikely to produce an objective reading of authentic interior states, as emotions are
not fixed or universal, and depend on contextual, social, and cultural factors. Any simplistic mapping of
a facial expression onto basic emotional categories through Al is likely to reproduce the errors of an
outdated scientific paradigm. It also raises troubling ethical questions about locating the arbiter of
someone’s “real” character and emotions outside of the individual, and the potential abuse of power
that can be justified based on these faulty claims (Whittaker et al., 20181). Indeed a number of
stakeholders are calling for a ban on the use of facial recognition technologies for certain applications
(see Section 3.2 and Section 3.3).

If Al is only as good as the data it is trained on and Al-based decisions are only as fair as human-made
decisions made in the past, then the promise of Al as a tool to promote fairness in the workplace needs to
be supported by evidence of its trustworthiness (Kim and Routledge, 2021 s2j).

To address bias, most vendors of hiring algorithms test their models.’ A survey of English-language
hiring algorithms vendors shows that most of them apply a de-biasing technique, called the four fifths rule,
according to which applicants from a given demographic group must be selected at least 80% as often as
those from any other complementary demographic group (Raghavan et al., 2019;sg7). Applying this rule,

" Some Al software, such as for example Applied, are even specialised in assisting in the process of bias discovery
and mitigation (Sanchez-Monedero, Dencik and Edwards, 202047)).
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however, does not exhaust all sources of potential biases, and does not ensure that the algorithm will
perform equally well across demographic groups. For example, if training data mostly comprises male
employees, the algorithm might learn to associate success with traits often pertaining to men. The tool will
thus be very good at predicting the top performing men and mediocre at figuring out the top performing
women; if the hiring company then interviews an equal number of these selected top men and women,
while the hiring practice will appear superficially unbiased, the job is still more likely to be given to a man
(Rivero, 2020p3)). Beyond a focus on algorithmic de-biasing, the collection and curation of high-quality
datasets used to assess and potentially mitigate fairness in algorithmic systems seems also needed
(Deborah Raji etal.,, 2020p9; Holstein et al.,, 2019;s47). More generally, the difficulty/impossibility to
operationalise a consensual measure of fairness (Box 3) makes it very difficult to develop ways to reduce
or eliminate the bias in algorithmic decision making in the workplace.

Autonomy, agency, and dignity

The use of Al systems can make jobs more interesting and free up time for creative tasks, but there
is arisk that systematic management through Al systems and automated decision-making reduces
space for workers’ autonomy and agency to the point where workers are deprived of dignity in their
work. Evidence on warehouse workers managed by Al systems, for example, shows that these workers
are often denied the ability to make marginal decisions about how to execute their work, or even how to
move their own limbs (Bridne, 2020s)). Devices used in some call centres give feedback to employees on
the strength of their emotions to alert them of the need to calm down (Briéne, 2020s)). Other industries —
including consultancy, banking, hotels and of course platforms work — are also adopting software that
enables continuous real-time performance reviews either by managers or by clients (Wood, 202120)).

Algorithmic performance monitoring can push workers towards hitting the targets assessed by the
algorithm, but systematically neglect performance factors that are not tracked, developing a
compliance mind set, which may ultimately marginalise human-sense decision-making (Leicht-
Deobald et al., 2019s6)).. For example, despite the many shortcomings that Al medical diagnosis systems
still have, doctors often face pressure to follow the system advice to meet efficiency parameters used in
healthcare systems (Neff, McGrath and Prakash, 2020s7;). This could also be the case for managers using
Al systems to evaluate their staff. Though these practices are quite rare at present, and evidence on them
is therefore still preliminary, if taken to the extreme, Al evaluation systems can generate a sense of
alienation and decrease employees’ engagement with work (Maltseva, 2020j7;; Fernandez-Macias et al.,
201868)). The lack of transparency and explainability of decisions (see section 2.2) based on Al systems
also contributes to reducing workers’ agency. For example, not providing explanations for decisions
affecting them, does not enable workers to adapt their behaviour in ways to improve their performance
(Loi, 2020569)).

A reduction in autonomy and agency risks reducing workers’ capacity to be creative and contribute
to innovation. This raises an important societal concern, as creativity and the ability to think or sometimes
act out of the box is certainly central in addressing new issues/challenges. Reductions (or further
reductions) in autonomy and agency at work may also affect individuals’ relationship with work; for many,
work is an integral part of finding meaning and purpose in life (Saint-Martin, Inanc and Prinz, 20187oj;
Hegel, 180771; OECD, 201472;; Bowie, 1998(73)).

More generally, it's also worth noting that many Al systems, including those used in the workplace, are
developed using methods that themselves raise questions about human dignity, and that may be
challenging labour rights (Box 5).
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Box 5. Labour rights concerns in the development of Al applications

Reporting has highlighted that many of the tasks that underpin modern machine-learning and artificial
intelligence systems are contracted out to a “ghost workforce” as coined by Gray and Suri (Gray and
Suri, 201974)). This workforce completes the myriad of minute tasks that allow workplace Al systems,
underpinning for example systems to monitor workers, or assess sections of CVs on a massive scale.
The basic tasks include image and text classification or recording transcription, with workers getting
paid on demand, per piece of data processed (Irani, 20167s)). Co-founder of a data labelling factory in
Jiaxian, China, Yi Yake affirmed in a 2018 New York Times article that “we’re the construction workers
in the digital world. Our job is to lay one brick after another. But we play an important role in A.l. Without
us, they can’t build the skyscrapers” (Yuan, 20187s)).

While other gig workers such as Uber drivers or DoorDash delivers must be geographically proximate
to clients, “ghost work” can be done from anywhere. Many workers reside in OECD countries, but
reporting has highlighted how the Al tools provided by a number of major companies such as Amazon
and Google significantly rely on the efforts of workers in a number of hon-OECD countries, including
Venezuela, India or Indonesia, with less stringent labour standards (Fang, 2019(77;; Gent, 20197g); Irani,
2016(7s).

This opens up ethical concerns that the Al software used in workplace settings may have been created
through the exploitation of vulnerable workers (Milan and Trere, 201779]), with some calling for a “digital
decolonisation” (Casilli, 2017s0)). This is compounded by the relative lack of input from lower-income
countries to the development of international Al principles (Kak, 2020isy; Garcia, 2021 s2)).

Some companies have moved into this space with the express aim of avoiding the exploitation of
workers. There is an opportunity in “ghost work” (notably due to the inherent geographic flexibility), to
try to lift workers out of poverty. Sama, for example, is a company that provides data-training services
for Al, but, unlike some other companies, it hires its employees outright, pays the local living wage, and
provides training for employees (Gino and Staats, 2012g3)).

2.2. Transparency and explainability

There are three portions of the transparency and explainability principle (Box 1) that are particularly
relevant in the workplace: (1) whether or not workers, managers and other stakeholders are aware of their
interactions with Al systems; (2) whether or not those affected by an Al system can understand the
outcome; and (3) whether those adversely affected by an Al system can challenge the outcome.

Awareness of interactions with Al systems in the workplace

Informing individuals of their interactions with Al systems in the workplace is a fundamental
element of ensuring transparency in Al system use — yet workers are not always aware that they
are being hired, monitored or managed via Al. Employees may not know, for example, the kinds of
monitoring software — whether Al or not — placed on corporate computers (West, 2021(s4)). The rise of
remote work during the COVID-19 pandemic has led to a rise in at-distance monitoring, often facilitated by
Al, and often unbeknownst to employees (Morrison, 2020s]). Monitoring may be used at unexpected or
not-agreed-upon moments: in a 2016 survey by Quickbooks, 45% of employees who had been tracked
using GPS suspected being tracked 24 hours a day. 20% said that their tracking was switched on without
warning (Quickbooks, 2016(se). Similarly, job applicants are not necessarily informed that their data,
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including their CVs, video applications, or even data taken from social media are used by Al hiring
algorithms to screen their application (Heilweil, 2019s7)).

There is also a risk of “function creep” whereby data collected for one purpose is used for another.
For example, data collected to measure productivity and provide advice to the employee for self-
improvement could instead be used to decide on promotion or pay increase, or even firing or contract
renewal. This practice would go against the data protection principles of ‘purpose specification’ and ‘use
limitation’ (Moore, 2020jss)).

Although surveillance, data protection and consent are regulated in the EU, most Al tools are still
developed by companies based in the United States or other countries with looser regulation. Even
in countries where employers are supposed to obtain employees’ consent for the use of their personal
data, the imbalance in the employer/employee relationship means that workers may well find it difficult to
deny their employer consent to data processing for fear of or real risk of detrimental effects (Data Protection
Working Party, 2017g9), thus questioning the very notion of free consent in the employment relationship.
Consent to data collection by a worker is not equivalent to the consent to data collection from a customer.
Indeed, ‘freely given’, can only exist in a situation where a data subject has an authentic say and a real
choice (Moore, 2020ss]), which is difficult in an employment relationship. In the United States, for example,
employees refusing to take part in Al-led wellness programmes sometimes face termination of their
employer-provided health insurance (Ajunwa, Crawford and Schultz, 2017247). In one case, a woman sued
her employer after allegedly being fired after she uninstalled the application that tracked her movements
all day every day (Kravets, 201590]). Moore (2020jss)) also documents how workers are often asked to
provide consent when they sign their contract (and there was no choice but to consent), with consent also
often provided technically, i.e. when workers log in to the systems they use to work.

Ability to trust and understand the outcome of Al systems

Many Al systems are complex and their outcomes are difficult to explain. It is difficult to get insight
into how they work, especially those based on Machine Learning (Adadi and Berrada, 2018j91)). The more
complex Al systems are, the more obscure they become. In some kinds of machine learning algorithms,
the processes developed by the algorithm to generate certain results cannot even be explained by their
developers (Jaume-Palasi and Spielkamp, 201792). In some contexts — for example choices about booking
trades in the stock exchange — limited to no explainability can be accepted and statistical probabilities
sufficient. But in the workplace, to ensure that principles for trustworthy Al are upheld, both workers and
employers should have understandable explanations as to why certain important decisions are being
made, such as those that affect wellbeing, the working environment/conditions, or one’s ability to make a
living. This should apply to decisions based on Al systems of course, with the added factor that Al decisions
that are not explainable are unlikely to be accepted by employees (Cappelli, Tambe and Yakubovich,
2019(93)). For example, without an explainability mechanism, workers and managers would not be able to
understand why an Al system is recommending a pay rise or bonus for one worker but not another.

Transparency and explainability can be achieved in a number of ways (OECD, 201994), and are
required in some jurisdictions (Selbst and Powles, 201795)). The GDPR for example requires data
subjects to be provided with “meaningful information about the logic involved” in automated decision-
making processes (see section 3.1 on Data Protection). This often starts by providing “optimisation
transparency,” i.e. information about what the system’s objectives are, and what it has been “optimised” to
do. Beyond that, explainability means breaking down and avoiding black boxes (e.g. neural networks),
using models that humans can understand, or using appropriate explanatory tools, such as a simple
algorithm that approximates the behaviour of the Al system and thus provides approximate explanation.
Transparency and explainability do not necessarily require an overview of the full decision-making process,
but can be confined to either human-interpretable information about the main or determinant factors in an
outcome, or information about what would happen in a counterfactual (Doshi-Velez et al., 20179¢}). One
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example is quantifying the influence of different inputs into an HR decision: for example if an employee is
refused a promotion based on an Al system recommendation, information can be given on what factors
affected the decision, whether they affect it positively or negatively and what their respective weights are.
Alternatively, counterfactual models would provide a list of the most important features that the employee
would need to possess in order to obtain the desired outcome — e.g. “you would have obtained the position
if you had had a better level of English and at least 3 additional years of experience in your present role”
(Loi, 2020is9)). If explainability were sufficiently improved, in some contexts, Al systems could offer workers
more systematic explanations about employment decisions than traditional workplace processes.

A number of tools have been developed to help improve explainability of Artificial Intelligence
systems. Google Cloud’s Explainable Al service, for example, helps developers understand outcomes of
models they build, by providing predictions and scores that assess how much a factor affects a final
outcome (Google, 202297; OECD, 2021p3). Other options are open-source, including IBM’s Al
explainability 360 Toolkit and Microsoft’s Interpret ML, or unaffiliated libraries and systems such as Alibi
Explain (which allows machine learning model inspection and interpretation), or RFEX (which aims to
enhance explainability in the Random Forest method) (Klaise et al., 20219s; Barlaskar and Petkovic,
201899]; Petkovic, 2019p100)). Research into interpretability and explainability has grown significantly — as
highlighted in the 2022 Al Index Report (Zhang et al., 20221017), accepted papers on those two topics at
NeurlPS, a large Al conference, grew from 2 papers in 2015 to over 40 in 2021 (see Figure 6).

Figure 6. Al Research increasingly looking at interpretability and explainability of systems
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But while it may be feasible to resolve technical opacity, implementing transparency and
explainability may remain complicated (Jarrahi etal.,, 2021p02). In practice, many companies
developing algorithms remain secretive about what their algorithms are doing, often on grounds that the
source code is proprietary information (Bribne, 20205)), and they are also reluctant to provide the
information that would be necessary to assess how their model actually work and whether they provide
biased results (Crawford et al., 201942]). Questions of intellectual property (IP) involving Al systems can
indeed be complex, since they may apply to training data, Al algorithms, model-trained algorithms, as well
as the outputs and insights produced (Anwer, 2021103). Still, existing case law suggests that there are a
number of ways that explainability could be improved without completely dismantling IP rights for Al system
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producers or users. Some employment-related issues may rise to be issues of public interest, where IP
rights have been waived in the past. In other cases, disclosure could be required in a limited scope, or in
full scope for a limited audience (Meyer, 2019104)). Similarly to food manufacturers, there could also be a
move in some cases to require disclosure of the “ingredients” as opposed to the “recipe” behind an Al
system — the system would be required to disclose what factors are being considered, but not, for example,
the relative weight of those factors (Chmielinski and Grennan, 202110s)).

Small companies are lagging behind in terms of adoption of Al, and are more likely to use off-the-
shelf Al systems (OECD, 2021106)) Which can offer even less control over the design, development or
application of the Al, exposing users to an even higher barrier to accessing fully transparent and
explainable Al (BCG Henderson Institute, 2018107)).

Another challenge to explainability is that many managers and workers may only have limited
experience with Al, and may not have the skills to understand what the Al applications are doing
or how they are doing it. A recent survey found that 46% of respondents in the UK and 43% of
respondents in the US admitted that “they have no idea what Al is about” (Sharma, 2017108). Equipping
workers and managers alike with better knowledge and skills about Al would help facilitate explainability
(OECD, 201994)), and would involve strengthening adult learning systems (Verhagen, 2021;14; OECD,
2019p1097). Involvement of experts could help ensure employers and employees alike understand how Al
systems work or would work in their workplace; German work councils can now call in an expert to evaluate
Al systems (BMAS, 2021110)).

Ability to rectify outcomes

Even when employees are aware that data on them are used by Al systems, they do not always
have rights relative to the access or to the use of the data. For example, workers may not have the
possibility to exclude others from seeing or using the data, or a recourse if the data is incorrect and used
in adverse employment action. In some jurisdictions, employees do not have the right to contest the data
used to make decisions, and the application of Al to these decisions may not necessarily grant the
individual with the right to contest or rectify these outcomes.

Without being able to understand the logic of the argument about an Al's employment-related
decision, it can be hard to rectify the outcomes of such decisions when needed. The 2019 Al Now
Report documents the case of the Children’s Hospital of Philadelphia (CHOP), which used an Al algorithm
to set productivity rates for the contract workers hired to assemble and distribute supplies like syringes,
gauze, and other essential equipment (Crawford et al., 2019142)). The productivity rate was part of their
contractual agreement and was enforced through the algorithm, instead of through on-site supervisors.
Part of the challenge in rectifying outcomes was that it was never clear to contract workers how they were
being assessed (Feliciano Reyes, 2019p111;), which made it difficult for workers to push back on some
employment-related decisions. The increasing “fissuring” of the workplace and the turn towards contractors
lead to an increased need for surveillance and may be spreading a no-recourse type of algorithmic
management (OECD, 2021112;; Weil, 2014113)).

Therecentrise in distanced work (in part due to the COVID-19 pandemic) may also be contributing
to more automated Al-based employment decisions. In August 2021, Russia-based company Xsolla
fired 150 employees by email following an Al-based productivity audit, with no prior warning, human
intermediation or human contextualisation of individual decisions (Echarri, 2021(114)). The CEO’s email
announcing the decision highlighted that an Al system (of which staff were not aware) made the decision
to fire 147 people whose productivity had dropped after a move to remote work. The decision was based
off of data on how who was contributing more or less to virtual meetings, or spending time on email.
Following media outcry, the CEO later stated that Xsolla would review complaints from dismissed staff,
and that some may be retained (Batchelor, 2021115)).
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Non-standard forms of work, such as platform work, often leave even fewer options for recourse
following Al management decisions. Amazon Flex for example, the gig-style delivery service Amazon
uses as part of its delivery network, uses a broad range of algorithms to decide which drivers are given
more deliveries, and which are removed from the platform. A number of these contractors have found the
rating system impenetrable, if not downright whimsical — and official systems for recourse difficult to
navigate. Seemingly genuine reasons for late deliveries are not accepted, and decisions about termination
have gone unresolved (Soper, 202111¢6). Similar complaints have also been made against Uber Eats in
the UK, over an Al-based facial identification software. Uber Eats workers in the UK are required to have
their faces scanned and identified at the start of their shifts — yet many BAME (Black, Asian and Minority
Ethnic) couriers have claimed that the face-scanning technology failed for them (see Section 2.1), leading
to a dismissal from the application in less than 24 hours. Recourse options were limited, and did not allow
for the possibility that the technology itself had made a mistake (Kersley, 2021u1177). These platforms’
frequent use of Al to manage workers can therefore be combined with a less traditional work relationship
and under-representation by unions and employers’ organisations (OECD, 201911g]), to make recourse for
Al-generated decisions more difficult to contest or rectify (De Stefano, 2018(119]).

2.3. Robustness, security and safety

A trustworthy use of Al in the workplace calls for Al that protects the physical safety and the well-
being of workers. Artificial Intelligence vastly expands the opportunities for automated systems to be
present on the physical or digital work floor in a range of industries, which has significant potential to
contribute to increased physical safety for workers. An EU OSHA policy brief from 2021 highlights that use
of robots with embedded Al can “[remove] workers from hazardous situations” and improves “the quality
of work by handing repetitive tasks to fast, accurate and tireless machines” (EU-OSHA, 20211207). To give
one example, the rise of artificial intelligence and notably computer vision has allowed sophisticated trash-
sorting robots to be deployed to recycling plants — at present, recycling workers face some of the highest
risk of workplace incident (Nelson, 2018121)). Indeed, in 2020, the Waste Management and Remediation
Services industry had a fatal injury rate of 15 per 100,000 full-time-equivalent workers, or about 5 times
the average rate (US BLS, 2021[122).

Al systems could also help with more general occupational safety and health. Monitoring systems
can help alert workers who may be at risk of stepping too close to dangerous equipment, for example, or
that may not be following safety procedures (Wiggers, 2021123)). Emotion Al systems are also being
developed to detect non-verbal cues, including body language, facial expressions and tone of voice: these
systems can be used in the workplace to detect workers who are overworked and those whose mental
well-being is at risk (Condie and Dayton, 2020j124;). For example, the South China Morning Post reported
that train drivers on the Beijing-Shanghai high-speed rail line were wearing “brain monitoring devices”
created by Deayea, inserted into their caps. Deayea claims these devices measure different types of brain
activities, including fatigue and attention loss, with an accuracy of more than 90%. If the driver falls asleep,
the cap triggers an alarm (Chen, 2018125).

But if not implemented well, these Al systems can threaten the physical safety and the well-being
of workers, thus presenting an ethical challenge. Al-led telematics systems used to monitor and
manage delivery drivers are often introduced with the declared intention to increase drivers’ safety, but put
such pressure on drivers to “beat their time” that the resulting work intensification actually leads to the
opposite result. For example, UPS verifies that drivers wear their seatbelt but, in reality, many drivers
buckle their seatbelts behind them to maximize delivery speed (Kaplan, 2015p2¢). Some systems
penalized drivers for looking at a side mirror, or being cut off by another car in traffic (Kaori Gurley,
20211277). In some warehouses, wearable devices make possible the full implementation of lean logistics
and just-in-time work practices, continuously communicating picking targets and scoring employees.
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Combined with the threat of layoff, this can generate heightened stress and physical burnout (Moore,
201812¢]) to a point where they violate human dignity and safety, thus becoming an ethical concern.

Increased Al use in the workplace may also negatively affect human wellbeing due to increased
human machine interaction (HMI), and decreased human contact. Some experiments suggest this
could, for example, lead to more selfish behaviour on the part of workers involved, though it would depend
on the design of the systems involved (Christakis, 2019129]). Increased individualisation of workforce
management, delegation of management and assistance functions to machines also risks reducing the
social dimension of work and generate an isolation feeling among workers (Nguyen and Mateescu,
2019117)).

The implementation of software — whether Al or other — raises the risk that software components
may have bugs which could pose aserious threat in high-risk situations in the workplace. Particular
risks can be created by machine learning if the situation of implementation is different enough from the
situation in which the learning took place. In addition, there is the threat of adversarial data poisoning,
whereby attacks on a training dataset threaten a model’s integrity, and could lead to serious potential
consequences for workers’ safety (Miller, Kowatsch and Boéttinger, 2020(1301). Robots’ increased mobility
and decision-making autonomy thanks to Al can make it more difficult for their human co-workers to
anticipate the robots’ actions, and keep themselves safe (Jansen et al., 2018131;; Knight, 2021 132;). Overall,
Al systems also change the scope of the potential impact on workers, since with their continuous evolution
and widespread use, a design flaw may suddenly and simultaneously affect every one of a company’s
workers’ safety and well-being.

The use of Al in the workplace can also contribute to heightened digital security risks. First, Al has
expanded the kinds of systems connected to networks. For example, Al has enabled some mechanical
arms to operate independently when connected to a cloud network. The connection to the cloud network
however means that the consequences of a digital security issue may have significant implications for
workers’ physical security in proximity to the arm (Knight, 2021[132)).

Further, the wealth of data collected and generated (derived data) by Al tools also poses an
additional security risk (Euronews, 2021133)): it vastly expands the information on employees available
to hackers in a cybersecurity breach (Deloitte, 20181347). With Al applications now able to collect and
compile extensive browsing histories, geolocation data, and up-to-date health and wellness data (to name
a few), the possible harm to employees due to a cybersecurity breach increases substantially (Strategic
Foresight Unit, 202011357). During COVID-19, Al-powered applications extended to the collection of data in
conventionally private spaces in the home (Euronews, 2021133]). There are even concerns about Al tools
implemented in workplaces in an attempt to heighten cybersecurity. For example, some Al workplace
applications are now able to build a biometric profile of users based on the unique way users move their
mouse (BehavioSec, 202013¢)), intended to strengthen identification requirements. Due to the significant
monitoring and surveillance required to develop these profiles and continuously authenticate users, experts
have highlighted the serious risks for employees should these biometric profiles themselves be hacked
(Taddeo, 20191137). These risks are heightened by the fact that employees may have no legal recourse in
response to a data breach at their place of work (Reid, 2021p3s; Cater and Heikkilda, 2021[139]),
compounding concerns about data breaches (see Section 2.1).

2.4. Accountability

Accountability in the workplace refers to responsibility both that the Al system is designed and
implemented correctly, and that outcomes of the Al system align with the other OECD Al principles
(OECD, 2019127). Accountability relies on being able to tie a specific individual or organization to the
responsible use of a specific Al system. In practice, Al systems pose challenges, since it is not inherently
clear which actor linked to the Al system is responsible if something goes wrong — notably with complex
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procurement arrangements. Is it the programmers, the developers or the firm/organisation using the Al
algorithm? Programmers are natural persons (most likely with limited financial capacity), and as time goes
on, would have less and less of an understanding of the machine learning algorithm is doing exactly.
Besides, one important challenge to transparency and accountability for developers lies in the lack of
reliability and reproducibility outside the lab (Loi, 20209]). Research shows that there is no guarantee that
algorithms will achieve their intended goal when applied to new cases, in a new context, with new data
(Neff, McGrath and Prakash, 2020s7) (Heavens, 2020140). This is generally due to a mismatch between
the data on which Al systems were trained and tested and the data they encounter in the world, a problem
known as data shift. Another problem undermining the reliability of algorithms is “underspecification,” a
known issue in statistics, where observed effects can have many possible causes (Heavens, 2020j1407).
Looking at a range of different Al applications, from image recognition to natural language processing
(NLP) to disease prediction, Google researchers found that underspecification was to blame for poor
performance in the real world in all of them, and the problem cannot be easily fixed. This is presumably
the difficulty met in scaling Al developed in a given place of work across multiple sites of work (Neff,
McGrath and Prakash, 2020s7)).

Without developers/designers involved, most responsibility in the workplace context would shift
to employers, with court cases already arising in Al-based decisions about hiring (Maurer, 2021 141;;
Engler, 2021142;; Butler and White, 2021143)) and performance management (Wisenberg Brin, 2021144)).
Indeed, existing occupational safety and health regulations in a number of countries may require employers
to pre-emptively ensure that tools used in the workplace will not harm workers, including through rigorous
pre-use risk assessments (ILO, 201114s5)). Accountability in any harm later incurred by workers could
therefore fall with the employer, though there is some uncertainty about whether psychosocial risks posed
by Al systems, for example, are appropriately covered by OSH regulations (Nurski, 202114e). Still, if the
tendency towards employer responsibility continues, it could imply high litigation costs for businesses and
increasing uncertainty and risks for employers (see Section 3.1). SMEs for example may simply not be
able to support such costs.

Approaches to accountability in the context of automated decision-making processes often lie with
having a human “in the loop” (e.g. they may have to approve a decision) or “on the loop” (e.g. they are
able to view and check the decisions being made) who would take responsibility in the case of a poor
decision (Enarsson, Engvist and Naarttijarvi, 20211471). A significant question for workplaces is therefore
deciding which kinds of decisions based on or made by Al systems will need a human involved to ensure
an appropriate level of accountability.® Choices that have an important impact on individuals’ lives are
generally considered to need human involvement on top of an Al decision to be effectively accountable,
including such choices in the workplace (OECD, 201994)).

An additional element of accountability lies in auditability. A number of firms are beginning to conduct
audits to ensure that algorithms and Al systems are trustworthy. In the workplace, these audits have
especially been concerned with discrimination (Wilson et al., 202114s)), frequently seen as a pre-emptive
move against legal action (Engler, 2021142); Brown, Davidovic and Hasan, 2021149]), Or in anticipation of
regulation (O’Keefe, Moss and Martinez, 2020(150). There are however a number of pre-requisites that Al
audits need to satisfy in order to ensure accountability (Box 6). Furthermore, not all Al systems, however,
are effectively auditable, especially if companies do not provide enough access and independence to
auditors. Without a degree of auditability, responsibility for any errors becomes more difficult to ascertain.

8 Discussions about legal personality for Al systems are ongoing in a number of countries. Australia and South Africa
both recently designated Al systems as “inventors” in patent applications (Jones, 2021 2s27). While legal personality is
seemingly feasible in a number of countries (Allgrove, 20042s0)), it is unclear whether countries (or constituents) will
seek to actually bestow such rights (Chesterman, 20202s1), particularly when thinking about accountability.
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Box 6. Al and algorithm audits

“Al auditing” or “algorithmic auditing” has become increasingly popular tool to assess Al systems, and
ensure they follow the law and/or principles of trustworthiness. In 2016, the U.S. White House released
“Big Data: A report on Algorithmic Systems, Opportunity, and Civil Rights.” One of the recommendations
of the report was to “Promote academic research and industry development of algorithmic auditing and
external testing of big data systems to ensure that people are being treated fairly” (Executive Office of
the President of the United States, 20160)). Additional actors in the United States have proposed or
enacted legislation that would require external algorithm audits, including in New York City, in California,
and at the federal level (Johnson, 2021151)) (see Section 3.3).

How algorithmic audits should be conducted to ensure they contribute to trustworthy Al is still an area
of active research (Ada Lovelace Instititute, 2020y152;; Brown, Davidovic and Hasan, 20211537). Generally
speaking, in an algorithmic audit, a third-party assesses to what extent — and why — an algorithm, Al
system and/or the context of their use aligns with ethical principles or regulation.

Key to making these audits trustworthy is ensuring that certain prerequisites are met, as detailed by
Engler (20211154)). According to a number of experts, prerequisites can include auditor independence;
representative analysis; data, code and model access; and consideration of adversarial actions
(verification should be conducted as much as possible that provided data has not been manipulated)
(Wilson et al., 2021148;; Engler, 20211547). Audits, particularly of algorithms used in the workplace, will
need to be transparent, with reports accessible to workers if not the public, and with careful engagement
of key stakeholders, such as unions (Colclough, 2021155)). Narrow or weak standards for auditing run
the risk of providing “checkbox certification,” (Whittaker, 2020ps6]). Audits therefore require important
engineering involvement, both in terms of the careful process of interpreting concepts such as “fairness”
into engineering practice (see discussion about the challenges in terms of Fairness, bias and
discrimination in Section 2.1), as well as building algorithmic infrastructures that allow for auditing,
particularly for high-risk applications (Koshiyama, Kazim and Treleaven, 2021157;). As policy makers
consider algorithmic auditing as a tool to promote fairness, transparency and accountability for Al
systems, it will be important to agree on the prerequisites and standards that audits should meet..

Overall, accountability is important as a foundation for consideration of the other potential ethical
concerns about the use of Al in the workplace. Without clear accountability, no actor may understand
that they are responsible for upholding anti-discrimination principles, for example, or for ensuring that Al
systems operate safely. If no one is responsible when Al systems do not work as they are reasonably
expected to, transparency about the problems in the Al system will not necessarily translate into process
improvements (Loi, 2020is9)). Providing clear accountability is therefore important to addressing other
ethical concerns. While particularly true for accountability, all ethical concerns presented in this chapter
are in fact interwoven, interdependent and inter-reinforcing (Figure 7).
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Figure 7. Potential ethical concerns about Al use in the workplace are interlinked
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»  Overview of policy measures to

ensure the trustworthy use of Al in the
workplace

Policy is important to ensure a trustworthy use of Al systems in the workplace, and to address the
ethical concerns outlined in Chapter 2. Action is needed to facilitate the diffusion of Al and prevent
undesirable consequences for workers, employers, and society as a whole (OECD, 201912)). Buy-in by
workers, management, social partners and society as a whole will be essential to securing the opportunities
Al systems present — but without resolving ethical concerns, trust will be difficultly earned.

This chapter reviews the main relevant policy measures being used, building on the EC-OECD
database of national strategies and policies and on qualitative interviews conducted in 2021 with relevant
contact points from national delegations, stakeholders and international organisations.® This chapter
focuses on policy developments in OECD member countries, but relevant policy action is taking place in
other countries as well.

The range of policy approaches being used is quite broad (Figure 8). Potential measures range from
the application of existing policies, to self- and co-regulation, to regulatory experimentation via sandboxes
or test-beds, to the development of new policy (OECD, 20181sg). A “multi-tier” approach, using different
types of measures at the same time, can help address gaps in governmental regulation (Hunkenschroer
and Luetge, 2022)159]). Relevant policy include measures specific to the workplace as well as general ones
(OECD, 202111607)) and can be targeted at one or more of the ethical concerns outlined in this report. The
policy measures taken are typically aligned with the level of risk the relevant ethical concern represents
(Clement-Jones, 2020p161). The approaches also vary in terms of their coverage, from municipal, to
national and international approaches. There are concerns that multiplication of standards and regulations
may increase compliance costs for businesses (Candelon et al., 2021162)). In addition, the application and
development of policy areas may pose challenges for their enforcement if there is overlap, for example in
terms of protecting privacy rights and anti-discrimination rights (Kim and Bodie, 202143)).

Existing legislation provides a strong foundation for addressing a number of ethical concerns
about the use of Al in the workplace. Section 3.1 looks at how legislation on data protection, on anti-
discrimination, on deceptive practices and consumer protection, and on rights to due process is
increasingly being used to ensure an trustworthy use of Al in the workplace. In addition, a number of
countries are in the process of developing society-wide policies for trustworthy Al. Section 3.2 provides an

% The EC-OECD database of national Al strategies and policies (available at: www.oecd.ai/dashboards) comprises
more than 700 Al policy initiatives at various stages of implementation, building on the work of the OECD.AIl Network
of Experts’ reports published in 2021 on the implementation of the OECD Al Principles: Tools for trustworthy Al (OECD,
2021p13)) and the State of Implementation of the OECD Al Principles: insights from national Al strategies and policies
(OECD, 2021160)).
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overview of these initiatives - including, for example, the EU Al Act proposal — with discussion mainly on
the proposed implications for workplace use of Al systems. Finally, Section 3.3 looks at policy measures
specific to the use of Al in the workplace that are being considered in some countries, courts or legislatures.

Figure 8. Spectrum of approaches to promote the trustworthy use of Al in the workplace
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3.1. Existing legislation being applied to ensure a trustworthy use of Al in the
workplace

Existing legislation not specifically focused on Al continues to be highly relevant to many of the
concerns that arise from the use of Al in the workplace — and in society more broadly (OECD,
2019112)). Policy and legislation on data protection and privacy, legislation against discrimination and
deceptive practices, and policies protecting due process in employment-related decisions are all especially
relevant to address the ethical concerns raised by the use of Al systems in the workplace, and have all
been successfully applied to related cases in recent years. In addition, labour law (for example often
regulating conditions about work time, or how employees are notified about firings) or Occupational
Safety and Health (OSH) policies often apply directly to Al use in the workplace. Labour law often
regulates conditions about work time or employee firing notification, for example, while OSH regulations
can provide employees with a legal right requiring employers to protect their employees by avoiding risks
to safety and health (Nurski, 2021146]). Overall, as Al systems become more integrated in the workplace,
legislation in these areas will likely need to adapt to effectively address concerns raised by the use Al
(Jarota, 2021163]; Kim and Bodie, 2021 164)).

Data Protection

Due to Al’s reliance on data, data protection policies often apply to the use of Al in the workplace.
The European Union’s General Data Protection Regulation (GDPR) — which entered into force in
2018 — is perhaps the best known of such protection principles, enshrining a number of data
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rights. The GDPR regulates entities that “process the personal data of EU citizens or residents” or “offer
goods or services to such people” regardless of whether such entities are located within the EU (Official
Journal of the European Union, 2016(165]). TO encourage compliance, the GDPR allows each EU member
state’s data protection authority (DPA) — the “independent public authorities that supervise” GDPR
application — to fine violators the greater of either EUR 20 million “or 4 per cent of the firm’s worldwide
annual revenue from the preceding financial year.” Many of the data protection rights enshrined by GDPR
apply to general data gathering and processing technologies, but have specific implications when extended
to Al. This is particularly the case for rights to transparent information and communication, as well as rights
of access (Art. 12, 13, 15), to rectification, to erasure and to restriction of processing (Art. 16-17). When
enforced, these rights should help prevent concerns about workers’ right to consent in the workplace for
example, or about transparency. In addition, GDPR Atrticle 22 also provides the right “not to be subject to
a decision based solely on automated processing, including profiling, which produces legal effects
concerning him or her [...]"; this significant threshold pretty much rules out algorithmic management
(see Box 2) that entails full automation of decisions in EU countries and that does not have
‘meaningful’ human input in such decisions (Wood, 202120)).

In addition, in some countries, worker monitoring through digital technologies requires prior
agreement with workers’ representatives (Aloisi, 2021166)). IN Germany, the monitoring of employees
in the workplace is also limited by the General Right of Personality which, coupled with the Data Protection
Act, require a justification of the legitimate interest of the employer and permission to process employees’
data on the basis of collective agreements. In France, workers have a right to private life and surveillance
systems can only be installed with prior consultation of employees’ representatives and notice to
employees. In Italy, prior agreement with worker representatives is also needed to use monitoring
instruments in the workplace unless the instruments are used by the worker to perform the working activity
and to record access and presence on the premises.

In the United States, a number of states have laws in place requiring employers to notify employees
of electronic monitoring. In May 2022, New York’s such law came into effect, for monitoring of
employees’ phone calls, emails and/or internet usage, and requiring all new employees to acknowledge in
writing their understanding of the employers’ policy (O’Connor, 2022(1671), and is similar to Delaware’s
existing legislation (Delaware General Assembly, 2022[16s). Connecticut's 1998 law has a broader
definition of electronic communications — requiring advance notice for the collection on any information at
the workplace that goes beyond “direct observation” (Wiggin, 1999 1e9)).

Several national data protection authorities have issued guidance or specific reports on ethical
challenges that Al systems raise for data protection regulation, notably for Al use in the workplace.
For example, the UK’s Information Commissioner’s Office (ICO) published a “Guidance” on best practices
for auditing Al systems and compliance with existing data protections. It includes sections on (1)
accountability, (2) lawfulness, fairness and transparency, (3) data minimisation and security, and (4) data
subject rights. As applied to workplace ethical issues, the guidance lays out a number of responsibilities
for businesses, including ensuring the security and privacy of workers’ data, avoiding discrimination, having
meaningful human review of solely automated decision-making processes, and generally complying with
individuals’ right requests (ICO, 2020n1707). Recently, the UK’s Information Commissioner’s Office (ICO)
also started a probe on a bank over allegations that the bank spied on its staff, using an Al-based app
monitoring their computer usage to measure their productivity. In announcing the probe, the ICO restated
that organisations “need to make employees aware of the nature, extent and reasons for any monitoring”
(Singh, 20201715). The Spanish Data Protection Agency (AEPD), the Norwegian Data Protection Authority
(Datatilsynet), and the French Data Protection Authority (CNIL) (ADEP, 2020p172; Datatilsynet, 2018173j;
CNIL, 201711747) also produced guidance and reports. Some countries may also modify data protection or
privacy laws to explicitly address Al systems, such as Bill C-11 (2020) in Canada, which would require
companies, upon request, to provide individuals with explanation of decisions made by Al systems (House
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of Commons of Canada, 202017s)), or in California, where the California Privacy Protection Agency may
be charged with creating a proposal on Al by 2023 (Gibson Dunn, 202217¢)).

A number of cases have been brought in EU Courts on the use of Al in the workplace, based on the legal
rights accorded by the GDPR.

In March 2021, Amsterdam’s District Court ruled that two ride-hailing companies, Uber and Ola,
had to disclose the data used in their Al systems (Strauss and Venkataramakrishnan, 20211777). Uber’s
Real-Time ID system and Ola’s Guardian systems are used to determining earnings, assign work and, in
some cases, suspend drivers. Both companies were ordered to explain their use of driver surveillance
systems. In the Ola’s Guardian judgment, the Court required the company to explain the logic behind fully
automated suspensions and wage penalties decisions and found that workers had been subject to
automated decision-making in the context of article 22 of the GDPR, seemingly the first time a court
reached such a conclusion.

Another case was brought against Uber by four drivers (3 in the UK and 1 in Portugal) over
algorithm-based dismissal. Uber's algorithm deactivated their accounts due to a continued pattern of
alleged inappropriate use. When the drivers requested an explanation from the platform, they were told
that the algorithm could not explicitly explain what activities were suspicious, only that they were
“fraudulent” in nature. The drivers were also unable to appeal the decision to deactivate their accounts.
The lawsuit was filed in the Netherlands arguing a violation of article 22 of the GDPR. The Court’s response
was to order Uber to reinstate the drivers as its decisions were based solely on the automation of the
process (Butler, 2021[17g)).

European DPAs have also conducted joint operations under GDPR to investigate digital platforms
using Al algorithms to manage platform workers across borders (e.g. ltaly’'s GPDP and the Agencia
Espanola de Proteccion de Datos “AEPD” in Spain). In June 2021, the Italian DPA, Garante per la
Protezione dei dati personali “GPDP”, fined the digital platform Foodinho over EUR 2.6 million for using
algorithms to manage its food delivery riders in a manner deemed discriminatory. Among other violations,
the company failed to supply transparent information about its reputational rating system for riders. The
investigation revealed that the system generated discriminatory ratings that excluded riders from job
opportunities (GPDP, 2021179]). This was the first time that a DPA fined a company for GDPR breaches
relating to its algorithmic processing of personal data. Despite these examples, case law interpreting
relevant provisions of the GDPR as they pertain to Al systems remains limited.

Anti-Discrimination

A range of laws in OECD countries help protect workers from discrimination. They often place
responsibility on employers to avoid discrimination, regardless of the technology (including Al) that is used.

In the United States, the Equal Employment Opportunity Commission (EEOC) enforces a number
of laws protecting job applicants and employees from discrimination, and is increasingly
examining whether Al systems used for hiring comply with equal opportunity laws. Reporting
suggests that the EEOC has begun to investigate at least two cases about algorithmic discrimination in
hiring, promotion and other job decisions (Opfer, Penn and Diaz, 2019180) and, in 2020, it was encouraged
to take more action in this area of work by ten U.S. Senators (Bennet, 20201815). In October of 2021, the
EEOC launched a formal initiative on Al and algorithmic fairness, which will include more coordinated
agency-wide work and the issuance of technical assistance for guidance on algorithmic fairness (U.S.
EEOC, 20211s2)). There are however some observed difficulties in applying existing anti-discrimination law
to Al cases. For example, plaintiffs may find difficulties in proving “discriminatory motives or intent” of an
algorithm and in overcoming an employer’s “business needs” defense when the functioning of an algorithm
remains unknown (O’Keefe et al., 201911s3)). In addition, a reliance on individual action in the United States
for seeking redress could be challenging since many applicants and workers may not even know that Al is
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being used to assess them, or may not have the skills and tools necessary to evaluate whether the Al is
discriminating against them.

In 2021, an Italian court applied anti-discrimination laws to throw out an algorithm used by digital
platform Deliveroo to assign shifts to riders. The case was brought by a trade union, which alleged that
the system used by Deliveroo to determine access to work slots was discriminatory. The court found that
Deliveroo gave priority access to work slots to workers using an algorithm — called “Frank” — which “scored”
workers based on reliability and engagement. Reliability decreased if a worker did not log in to the
application within 15 minutes of the start of an assigned shift; engagement increased if a worker served
many periods during peak hours. The tribunal ruled that the algorithm, by using an unclear data processing
method and no possible contextualisation for rankings, indirectly discriminated against workers who had
booked a shift but could not work, including if due to personal emergencies, sickness or participation in a
strike (Geiger, 2021184; Allen QC and Masters, 2021 1ss; Tribunale Ordinario di Bologna, 2020j186)). The
Tribunal highlighted the transparency problems with the algorithm, and that the algorithm needed to take
into account context for the data used in its rankings. Deliveroo discontinued the algorithm in November
2020 but noted that the assessment of the algorithm was based on hypothetical cases and not on concrete
examples (Tribunale Ordinario di Bologna, 2020ps6)). EXisting legislation may not be sufficient to protect
workers from discrimination, particularly if enforcement does not adapt to specific challenges that arise
from Al use.

Deceptive practices and consumer protection

Legislation against deceptive practices and for consumer protection is also being used to ensure
ethical use of Al in the workplace. In the United States, an April 2021 post by the Federal Trade
Commission (FTC) highlighted that some Al companies were using unfair or deceptive practices, notably
through inaccurate descriptions of products, (possibly unintentional) discriminatory outcomes, and
generally a lack of transparency about what their algorithms are doing (Federal Trade Commission,
20211877). The post noted that the FTC would use its authority, notably under the FTC Act, to pursue biased
algorithms — and that companies were expected to use inclusive datasets, “test [their] algorithm” before
and after use, expand transparency, and not exaggerate “what [their] algorithm can do.” Following a
complaint to the FTC by the Electronic Privacy Information Center, for example, “Hiretech” company
HireVue announced in 2020 that it would stop analyzing facial expressions in videos to assess job
candidates (Kahn, 20211s5). The Center’s complaint had called such practices ‘deceptive,’ alleging that
while marketed as being more objective than decisions made by human resource managers, HireVue’s Al
systems’ decisions were in fact more likely to be biased . The complaint also noted that, HireVue’s Al
system’s practices “did not meet minimal standards for Al-based decision-making as set out in the OECD
Al Principles” (EPIC, 2019psq). In September 2021, the FTC approved new compulsory process
resolutions in eight key enforcement areas, including bias in algorithms and biometrics, to enable more
aggressive investigations of conduct and swifter action against companies in the US engaging in any
conduct addressed by the resolutions (Khan et al., 2021100]). Recent settlements have also highlighted
that the FTC may be able to require companies to destroy algorithms and models that were trained on
improperly collected data (e.g. an algorithm to screen resumes trained on the resumes of current and past
employees without informed consent) (Gesser, Rubin and Gressel, 2022[1901)).

Right to Due Process

Legal rights to due process are being be used to challenge the use of Al systems at work — especially
uses related to decision making processes — when algorithms’ opacity makes it difficult for workers to
obtain clear explanations about employment decisions, either because of intellectual property or because
of general lack of explainability,. For example, in 2017, a federal court in the United States found that the
secrecy around the algorithm used to assess school teachers was denying them their right to complain
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and challenge potential termination decisions. Between 2011 and 2015, teachers in Houston were
evaluated through the Education Value-Added Assessment System (EVAAS), which took information on
students’ standardised test scores and, with the help of an algorithm, judged the effectiveness of teachers
in their work, leading to the dismissal of some teachers (Webb, 2017192]). The teachers never received an
explanation as to how the algorithm worked, or how their scores could be improved. The Court ruled that
the teachers’ right to due process outweighed the algorithm developer’s intellectual property rights, giving
teachers the right to independently verify and challenge the algorithm’s evaluation if they so deemed.
However, the algorithm’s developer refused to disclose its programming — as a result the algorithm is no
longer used in teacher evaluation in Houston.

In New Zealand, the Employment Relations Act of 2000 (ERA) was used in 2013 to invalidate a
decision to dismiss an employee, in part because the decision to dismiss was informed by the
results of a psychometric test which the employer could not explain, or even seemingly
understand. In Gilbert v Transfield Services Ltd, (Colgan, 2013193)) a New Zealand court ruled that
employees have the right to access information about adverse employment decisions that are being made
about them and the right to “an opportunity to comment” before the decision is made (New Zealand
Parliamentary Counsel Office, 2000(1947). Since the algorithm information (including whether it was Al per
se or a less complex algorithm) was not available even to the employer, and therefore could not be
available to the employee, the Court noted the inappropriateness of using the system in a process that
requires openness and information exchange” (Colgan, 2013 193)).

Questions of ensuring transparency and explainability for Al systems used in employment decisions will
continue to be an issue for due process rights going forward (Gavaghan, Knott and MacLaurin, 2021105).

3.2. Policy efforts to promote trustworthy use of Al in economies and societies

Policymakers from national and inter-governmental organisations are exploring different
regulatory frameworks to ensure trustworthy Al systems in the economy and society (OECD,
202111601). While these frameworks are not specific to the use of Al in the workplace, they are generally
relevant for the workplace. Alongside promoting the widespread adoption of Al, they call for policy
measures to address concerns raised by Al applications often including the ethical concerns outlined in
Chapter 2.

A number of commissions have been convened to propose potential legislative or regulatory
changes, at a range of levels. In Germany, the Data Ethics Commission — composed mainly of data
protection experts — released a report in 2019 highlighting the urgent need to strengthen the existing
legislative framework in a number of areas including for example employee data protection (Daten Ethik
Kommission, 20191196)). A much broader report in 2020, produced by the German Al Inquiry Committee,
highlighted the need to “ensur[e] that as social beings humans have the opportunity to interact socially with
other humans at their place of work, receive human feedback and see themselves as part of a workforce”
(Deutscher Bundestag Enquete-Kommission, 202011977). In November 2020, the US Office of Management
and Budget (OMB), working with the Office of Science and Technology Policy, the Domestic Policy Council
and the National Economic Council, issued guidance to federal agencies on when and how to regulate the
private sector use of Al. The guidance focused on a risk-based, cost-benefit approach to Al regulation,
prioritising non-regulatory approaches where possible and regulatory impact assessment (OMB, 202019g)).

Overall, OECD countries’ initiatives to promote trustworthy Al are still predominately self-
regulatory (non-binding) approaches — or soft law. They include the development of ethical frameworks
and guidelines, voluntary processes, technical standards, and codes of conduct. These guidelines are
addressed to policy makers, businesses, research institutions and other Al actors. Examples include
Australia’s Al Ethics Framework; Colombia’s Ethics Framework for Artificial Intelligence, Egypt’'s Charter
on Responsible Al; Hungary’s Al Ethical Guidelines; Japan’s Al R&D Guidelines and Al Utilisation
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Guidelines; and Scotland’s Al explainability framework. These guidelines, which are being collected and
classified in the OECD’s database of tools for Trustworthy Al (see Box 1), are largely aligned with the
OECD Al Principles (OECD, 201912). In 2021, UNESCO also adopted a recommendation on the ethics of
artificial intelligence, with an emphasis on protecting data, banning social scoring and mass surveillance,
helping monitoring and evaluation, and protecting the environment (UNESCO, 20211997)

On top of putting forward ethics-based principles, countries also often wrap measures to promote
trustworthy use of Al into “soft legislation” in the form of Al strategies. Spain’s National Al Strategy
in December 2020 includes an ethics pillar, including notably an impetus for developing a trustworthy Al
certification for Al practitioners (La Moncloa, 2020200)). Germany’s Artificial Intelligence Strategy, updated
in December 2020, states that Al applications must augment and support human performance (OECD.AIl
Wonk, 2021po1). The United Kingdom National Al Strategy, released in September 2021, highlights
existing cross-sector legislation as well as regulators that already regulate the development and use of Al
— including data protection (enforced by the Information Commissioner’s Office, “ICQO”), and human rights
and equality (enforced by the Equality & Human Rights Commission) (HM Government, 2021202)).

A number of countries have published strategies for the use of Al in the public sector — an initial
mapping in 2019 identified 36 countries with such strategies (Berryhill et al., 2019203)). For example, the
government of New South Wales, Australia, released an Al Strategy to shape its own approach to Al
including requirements that all automated decisions by the government would be subject to human review
and intervention, and that accountability would always remain with NSW organisations and individuals
(NSW Government, 2020204). The U.S. Government Accountability Office, an independent legislative
branch agency in the US government, developed a framework to help assure accountability and
responsible use of Al systems by the federal government. It defines the basic conditions for accountability
throughout the entire Al life cycle, laying out the specific questions for leaders and organisations to ask,
and the auditing procedures to use when assessing Al systems (GAO, 2021205)). As a significant consumer
of Al systems, governments’ decisions about what a trustworthy workplace Al system looks like can help
shape the market, as well as serve as a role model for other institutions (Pimentel, 202120g)).

Countries and stakeholders are also developing standards to support the implementation of
trustworthy Al. Australia (Standards Australia, 2020207)), Germany (DKE, 2020208)), and the United States
(NIST, 2020p209)) standards authorities are all working towards such standards. The National Institute of
Standards and Technology (NIST) in the United States, for example, is establishing benchmarks to
evaluate Al technologies, as well as leading and participating in the development of technical Al standards.
In March 2022, the NIST issued an initial draft of the Al Risk Management Framework, with a focus on
technical characteristics (Accuracy, Reliability, Robustness, Resilience), socio-technical characteristics
(explainability, interpretability, privacy, safety and managing bias), and guiding principles (fairness,
accountability and transparency) (NIST, 2022210)). The NIST also issued a publication focused on Al and
bias, building on a 2021 proposal for identifying bias across the Al lifecycle (NIST, 2021211)), but also noting
the importance of addressing human and systemic biases (Schwartz et al., 2022212)). The creation of this
framework — which will take the form of a guidance document for voluntary use — was mandated by
legislation (U.S. Congress, 2021213). Al standards to support trustworthy use have also been the focus of
international cooperation, as set out in the EU-US Trade and Technology Council Inaugural Joint
Statement (European Commission, 20212141), Or an initiative by the UK via the Alan Turning Institute to
establish global Al standards (Alan Turing Institute, 2022215)). Several Al standards, both cross-sector and
sector-specific, are under development or are being published, including those developed by organisations
such as the International Organization for Standardization (ISO) and the Institute of Electrical and
Electronics Engineers (IEEE).

Some institutions are calling for society-wide but use-specific bans of some Al technologies, in
particular Al-powered facial processing technologies (see Box 4). A 2021 report by the United Nations
Human Rights Office called for a temporary ban on the use of facial recognition (UN Human Rights Council,
2021p2167). In its 2021 guidelines on how European countries should regulate the processing of biometric
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data, the Council of Europe called on European countries to impose a strict ban on facial analysis tools
that purport to “detect personality traits, inner feelings, mental health or workers’ engagement from face
images” (Council of Europe, 2021 217)).

Finally, a number of OECD countries are considering society-wide Al legislative proposals. In
particular, European Union and the United States are considering large-scale legislation that would have
significant impact on the use of Al, including in the workplace.

European Union Al Act and other EU proposals

The European Union’s Al Act represents an ambitious contribution to the Al policy conversation,
with concrete implications for use in the workplace. In April 2021, the European Commission (“EC”)
released an Al package including the EC review of the Coordinated Plan and the proposal for an Al Act to
enable an “ecosystem of trust” on Al in Europe (European Commission, 2021 218)). The proposal may still
face significant changes, as it makes its way through negotiations with the EU Parliament and Council. As
of late 2021, the proposed Al Regulation would govern the "development, placement on the market and
use of Al systems”in the EU following a horizontal and risk-based regulatory approach that differentiates
between uses of Al that generate i) minimal risk; ii) low risk; iii) high risk, subject to specific safeguards;
and iv) unacceptable risk, proposing a strict ban on the latter. It would have implications for the entire
lifecycle of Al systems — from development to deployment and use — and would apply across both public
and private sectors. The risk-based approach has drawn praise (Ebers et al., 2021219;; DOT Europe,
2021220;; Veale and Borgesius, 20212215), although there is debate about what should fall under each
category (Johnson, 2021222)). Critics also note that the risk categorisation of Al applications established in
the proposal is not easily modifiable, which makes it difficult to adjust to developments in the field of Al
(Lomas, 2021 223); Circiumaru, 2021224)).

Some Al systems that could be used in the workplace would be classified as “unacceptable risk”
by the proposed Al Act, notably those that relate to manipulation, or distorting the behavior of a
person based on “subliminal techniques” or by exploiting the vulnerabilities of a specific group of
persons (European Commission, 202121g). Still, in a public letter, 114 civil society organizations called
for the banning of a broader set of applications, asking for a shift in the threshold definition of manipulation
as well as the inclusion of a broader set of vulnerabilities. In addition, the letter called for more practices to
be defined as unacceptable risk, such as discriminatory biometric categorization or emotion recognition
systems (European Digital Rights (EDRI) et al., 2021225)), as also echoed by a joint opinion by the
European Data Protection Board, the European Data Protection Supervisor and several national DPAs
(EDPB-EDPS, 2021 22¢)).

In addition, the proposed Al Act classifies as “high risk” all Al systems used in “employment,
workers management and access to self-employment,” notably for recruitment, decisions about
promotion, firing and task assignment, and monitoring of persons in work-related contractual relationships
(European Commission, 2021227). The categorization in high-risk uses implies that Al systems used in the
workplace would be subject to legal requirements relating to data and data governance, documentation
and recording keeping, transparency and provision of information to users, human oversight, robustness,
accuracy and security. The World Employment Confederation — Europe criticized the decision to include
all employment-related decisions as high-risk, suggesting that solely hiring-related decisions should be
subjected to that level of scrutiny, a broader grouping risks “stifling innovation,” including potential
innovative ways to reduce bias (WEC-Europe, 2021 22g)).

Organizations that develop, sell or use Al systems would be subject to legal compliance
requirements enforced with fines for non-compliance, based on a company's total worldwide annual
turnover the preceding financial year, and varying based on the type of non-compliance. Still, most of the
regulatory burden seems to be placed on “providers” of Al systems, in line with part of the Act’s legal
heritage from product safety regulation, as the Ada Lovelace Institute notes (Circiumaru, 2021[2247). This
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somewhat eclipses the role of users — employers in particular — who are bound to the instructions provided
by developers but little beyond (Circiumaru, 2021224). There are also concerns that the additional costs
for legal counsel or certification will be an undue burden on smaller firms (Czarnocki, 2021229)) and that it
will be difficult to regulate pre-release a product like an Al system, which will “learn and evolve to create
differential impacts post-release” (Circiumaru, 2021224]).

In the draft in early 2022, enforcement of the EU Al Act would lie mainly with Member States as well
as with market surveillance authorities, which could force non-compliant systems to be removed
from the market. With a similar enforcement structure to the GDPR, itself unevenly enforced across
Member States, the Al Act may struggle to get effective EU-wide implementation, particularly since self-
assessment forms such a large part of the Act (Simsek, 2021230, Ebers et al., 2021p19;; Veale and
Borgesius, 20212317). There are additionally some concerns that the national authorities may not have the
financial, technical or human resources necessary to effectively enforce the legislation (Benifei and
Tudorache, 2022/232); France Digitale, 2021233)).

Like the GDPR, the proposal is intended to have an extraterritorial effect. Subject to specific
exceptions, the proposed Al regulation would apply to i) Providers placing on the market or putting into
service Al systems in the EU, regardless of where the providers are located; ii) Users of Al systems located
within the EU, and iii) Providers and users of Al systems that are located outside the EU, of which the
output is used in the EU. The proposal also encourages EU countries to establish Al regulatory
sandboxes to facilitate the development and testing of innovative Al systems under strict regulatory
oversight (European Commission, 2021227)).

The Al Act legislative proposal was being discussed by the European Parliament and the Council of EU
Member states in early 2022 and seemed to have a higher likelihood of adoption in some form in the near
future, though likely with significant changes. Similar to the GDPR, the proposed Al Act could impact policy
beyond the EU, even before full adoption (Gaumond, 2021 234; Whitehead, 2021235)).

There are a number of additional EU proposals that would also affect the use of Al systems in the
workplace. A proposed directive on improving working conditions in platform work would require digital
labour platforms to inform workers of the use and key features of automated monitoring and decision-
making systems, while restricting the types of data that could be processed. It would also require human
monitoring of automated systems, and review of key decisions made by such systems (European
Commission, 2021236]). In many ways, this clarifies the platform worker-relevant algorithm regulations that
were uncertain in the wake of the Digital Services Act and Digital Markets Act being discussed by the
European Parliament (ETUI, 2020p2377). These proposals would establish general rules applicable to all
platforms on access to and processing of data, and would establish specific obligations that would apply
to “core platform services” or “gatekeepers”. In particular, they would require recommendation algorithms
to be safe and transparent, while promoting fair competition and fostering innovation (European
Commission, 2020(23s)).

United States Algorithmic Accountability Act and other US proposals

While there have been various Al legislative proposals introduced in Congress, the US has not
embraced a horizontal broad-based approach to Al regulation similar to the one proposed by the
European Commission. Congress is considering an Algorithmic Accountability Act which would introduce
mandatory impact assessments for Al use. The bill, first presented in 2019, has not made significant
progress since being presented, but would direct the Federal Trade Commission (FTC) to develop
regulations requiring large firms (defined as those with over USD 50 million in revenue or that have data
about at least one million consumers or consumer devices) to conduct impact assessments for existing
and new “high-risk automated decision systems”. High-risk automated decision systems would include
those that (1) may contribute to inaccuracy, bias, or discrimination; or (2) facilitate decision-making about
sensitive aspects of consumers' lives by evaluating consumers' behaviour (wherein consumer means an
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individual) (US Congress, 2019239]). An update to the bill in 2022 shifts the focus from “high risk systems”
to the use of algorithmic technology in “critical decisions,” defined as a decision that has a significant effect
on a consumer’s life "relating to access to or the cost, terms, or availability of” nine different services,
including “employment, workers management, or self-employment” (US Congress, 2022[240]).

A number of US states have proposed similar regulation, including California’s Automated Decision
Systems Accountability Act (California State Legislature, 2020p241), New Jersey’s Algorithmic
Accountability Act (Zwicker, 20192427), Washington D.C.’s Stop Discrimination by Algorithms Act (Racine,
2021243)) and Washington’s SB 5527 (Hasegawa et al., 2019244)).

3.3. Policies specific to the trustworthy use of Al systems in the workplace

Some jurisdictions are putting in place new policies to address policy gaps that are emerging
specifically through the use of Al in the workplace. So far, enacted policy has focused on subsets of
issues. Policy efforts have notably focused on potential discrimination and associated audits, on
explainability, and on ensuring that applicants and employees provide informed consent. All sought to
provide more accountability.

In August 2019, the State of lllinois was the first US state to address the deployment of Al systems
for recruitment purposes, with the Artificial Intelligence Video Interview Act (ILCS, 20192457). The bill
officially went into effect in January 2020 and applies to all employers that use an Al system to analyse
video interviews of applicants for jobs based in lllinois, partly with the intention of providing regulatory
clarity for companies interested in using such tools (Wisenberg Brin, 201924¢61). The law stipulates that,
before the interview, employers need to inform candidates that Al is being used, explain to candidates how
the Al being used works and which variables are under scrutiny, as well as obtain written informed consent
from the individual. Following an applicant’s request, employers will also need to limit the sharing of video
interviews and destroy videos and copies of videos within 30 days. Wisenberg Brin (20192461) highlights
that the law is not clear on what kind of explanations need to be given to candidates as well as the required
level of algorithmic detail. The law also does not clarify what happens to the application of a candidate who
refuses to be analyzed in this way. In addition, this law could conflict with other federal and state laws that
require the preservation of evidence.

In May 2020, the State of Maryland also enacted a law that banned the use of facial recognition
during applicants’ interviews for employment (Box 4), unless the interviewee signs a waiver (Fisher
et al., 2020p247)). Some critics have noted that the new law leaves broad gaps in terms of what will be
recognized as “facial recognition services” and “facial templates”, created by the facial recognition service,
and will therefore require additional interpretation (Glasser, Forman and Lech, 2020 24s)).

In November 2021, the New York City Council banned the use of “automated employment decision
tools” without annual bias audits (Cumbo, 2021249]). The bill also requires that the audit results be made
publicly available, that candidates and employees be notified about use of such tools for hiring or promotion
and about the job qualifications and characteristics used by the tool. The bill found substantial support, but
many recognize that it is more of a starting point than final legislation on the topic (Simonite, 2021 250j).
There are also concerns that there is potential for vendor-sponsored audits to “rubber-stamp” their own
technology especially since there are few specifics in terms of what an audit looks like, who should be
doing the audit, and what disclosure to the auditor and public look like (Turner Lee and Lai, 2021251)). In
addition, Scherer and Shetty (2021252)) note that the enacted bill has a narrower scope than the original
proposal, both in terms of which employment decisions are affected (decisions about compensation,
scheduling or work conditions are not included), and in terms of what protected groups are included (solely
race, ethnicity and sex).
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Audit requirements similar to the requirement in the New York City law may become a more
widespread. A similar bill in California on “Discrimination in employment: employment tests and selection
procedures” would also require annual audits (California State Legislature, 20202s3]), as would some of
the more comprehensive legislation such as the Washington, D.C. bill mentioned above (Racine, 2021243)).

Spain passed legislation in August of 2021 making transparency mandatory for Al systems that
make decisions about or influence either working conditions or employment status (Pérez del
Prado, 20212s54)). The law followed a Supreme Court ruling in September 2020 that qualified digital delivery
“riders” as employees, and is the formalisation of an agreement reached between unions and business
associations in March 2021. The law modifies the Spain’s Workers’ Statute to make it mandatory for
platforms to provide information to workers’ representatives about the mathematical or algorithmic
formulae used to determine working conditions, including individuals’ access to, and maintenance of,
employment and their profile (Aranguiz, 2021pss). The law differs in two key ways from existing GDPR
protections. In terms of consultation rights, which are now collective, at the union level, rather than
individual as under the GDPR. And in the scope of application, which also concerns algorithms simply
assisting human decision-making (Todoli-Signes, 2021 2s6)).

Going forward, anumber of policies specific to the use of Al systems in the workplace are expected
to generate further conversation, and potential for future reform. Data protection laws and emerging
“rider laws”, such as the one enacted by Spain, are expected to increase awareness and help mitigate
risks associated with the transparency and explainability of Al systems for workers (De Stefano and Taes,
202112577). The Spanish law, the fruit of a collective bargaining agreement, also provides for a continued
role for social dialogue. Unions now have the right to access considerable information about the functioning
of digital platform’s algorithms relative to working conditions. Further rounds of dialogue between the
platforms and unions are therefore likely, with the possibility of further policy changes.

Indeed, social partners have also been quite active in advocating for policy responses to ensure
trustworthy use of Al in the workplace (Global Deal and OECD, 20212s8;; OECD, 2021259]). Collective
bargaining and social dialogue can play an important role in supporting workers’ and businesses in the Al
transition, provided social partners tackle challenges such as reaching out members in Al exposed
occupations and industries, and acquiring knowledge and capacity to initiate Al-related strategies (OECD,
forthcomingpzeo)).

Employers have developed a number of reports and principles. Japan’s Keidanren released in 2019
an Al “Utilization Strategy.” It points out the need for Al to become well integrated in the workplace, by
enshrining ethical standards such as fairness, accountability and transparency, as well as rules that ensure
a balance between the use and protection of personal data, and guarantees for the safety and
dependability of Al systems as a whole (#2F:#, 2019p61). A report by Deloitte and the US Chamber of
Commerce’s Technology Engagement Center highlights a number of potential risks to workers from Al use
and recommends the development of standards for Al trustworthiness (through NIST), the rapid
implementation of an Al risk management framework, and the development of international partnerships
and standards including by the OECD (Deloitte and U.S. Chamber of Commerce Technology Engagement
Center, 2021 262)).

Many companies have also set out their own individual principles for Al use. A number of checklists
or principles now offer guidance to employers on avoiding bias when using Al tools. For example, the
Leadership Conference on Civil and Human Rights has promulgated Principles for Hiring Assessment
Technologies (Kim and Bodie, 2021p164). SAP committed to investigate new technical methods for
mitigating biases, uphold quality and safety standards, clear communication on how, why, where and when
data is used in Al software, as well as engagement with its Al Ethics Advisory Panel (SAP, 2018(263)). Some
critics have however alleged that these corporate principles can be a form of “ethics washing” (see Box 7).
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Box 7. Ethics Washing

Recent decades have seen the growth of Responsible Business Conduct (RBC) expectations for
companies in OECD countries and beyond, as society recognizes a corporate responsibility to identify
and address risks to people, the environment and society (OECD, 20182641). As companies increasingly
advertise their efforts to be more responsible, there have also been critiques of a range of reputation
‘washing” attempts — such as green-washing, blue-washing, or rainbow-washing for example
(Bernardino, 2021265)) — whereby consumers and policymakers are presented with surface-level
corporate measures, potentially to pre-empt the establishment of firmer mandated policy, rather than
with thorough commitments (Wagner, 201926¢;; Nieuwenkamp, 2017267)). Corporate codes of ethics
have been found to be associated with less perceived ethics violations in organizations, but not with a
higher likelihood to report wrongdoing (Somers, 2001 26g).

In the context of the development and adoption of Al, a focus has been placed on “ethics washing” —
which consists in using voluntary, but often non-binding, corporate Al ethical codes or Al ethical boards.
A number of these voluntary, internal Al ethics efforts have been found to have limited internal
accountability, or effectiveness in changing behaviour (Whittaker et al., 2018269;; McNamara, Smith and
Murphy-Hill, 2018270)). While effectively constructed self-regulatory approaches can contribute to
building a more ethical workplace, a “Pick your own ethics” approach must not prevail in the face of
existing legislation, or in the face of emerging fundamental concerns (Yeung, Howes and Pogrebna,
2020;271)).

Trade unions have prepared guidelines, ethical principles, as well as reports and policy briefs to
highlight workers’ concerns and potential policy solutions. Unions can serve as a mechanism for
public participation in Al regulation, in the absence of broader governmental policy debate or action. For
example, in a 2021 report, the UK’s Trade Union Congress highlighted a number of ethical challenges,
noted the value of a targeting high-risk systems, and made legislative recommendations to avoid Al-based
discrimination, to safeguard privacy, and to establish a set of rights for workers (TUC, 2021272)). Trade
unions have also called for greater participation of workers and their representatives in the governance of
Al at work. For example, there have been calls to adopt data governance models for data stewardship
such as data trusts, data collectives and cooperatives (Allen and Masters, 2021273; ETUC, 2020(274;;
Colclough, 2020275; Ada Lovelace Institute and UK Al Council, 2021p27¢; British Academy for the
Humanites and Social Sciences and The Royal Society, 20171277). When used in the workplace, these
governance mechanisms would give workers give access to and rights over the collection, analysis,
storage and off-boarding of data that concerns them (Colclough, 2020275)), promoting a trustworthy and
beneficial use of data.

Trade unions representing Al developers have also established their own principles for more
trustworthy Al use, noting the need to strengthen transparency (including through open audit trails and
real-time oversight), to develop technical standards and certifications to increase accountability, and to
involve workers to a greater extent in decisions about adoption of Al in the workplace. They also provided
policy recommendations, including the need for action on defining responsibility (notably beyond the
engineering profession) and the need for frameworks about explainability (ANE and IT University of
Copenhagen, 201827s;; ANE et al., 2021279)).
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s Conclusion

Using the framework of the OECD Al Principles, this paper identified a number of ethical risks that
need to be addressed when Al systems are used in the workplace: human rights (including privacy,
fairness, agency and dignity); transparency and explainability; robustness, safety and security; and
accountability. Many of the principles for trustworthiness are linked — transparency is key to accountability,
for example, and explainability can help ensure fairness. Ethical concerns can emerge wherever Al
systems are implemented in the workplace, from recruitment and hiring, to worker or manager assistance,
to the provision of human services. Nonetheless when ethical concerns are addressed, when Al use is
trustworthy, Al systems can contribute to improving workplaces, for example by improving fairness and
worker safety.

Policy action will be important in achieving trustworthy use of Al in the workplace. The paper
discussed the broad range of policy approaches countries are putting in place. It found that existing
legislation offers an important foundation for the regulation of Al systems. Novel, society-wide and Al-
specific legislative proposals are being considered, for example in the EU and in the United States, with
important implications for workplace Al. these proposals are still under discussion and may go through
significant changes still. Amidst self-regulatory approaches, efforts to establish national or international
standards for trustworthy Al use can provide important technical parameters, with direct relevance for
workplace Al systems. The paper also discussed policies focused specifically on use of Al in the workplace;
these efforts can build on or preface comprehensive legislative efforts, or serve as a complement to existing
legislation. Tensions between some policy goals could emerge. For example, promoting fairness and
combatting bias may require an amount and type of data that could raise risks for workers’ privacy.

Overall, there is a need to build capacity for workers, employers, social partners and regulators
and inform them on the ethics of workplace Al so that they will be able to understand the issues at
stake and knowledgeably contribute to these considerations and decisions. Going forward, it will
therefore be essential to continue collecting evidence on how Al is being used in the workplace, and how
this use is coming in conflict with, or strengthening, the implementation of the OECD’s Al Principles. As
countries increasingly take policy action to ensure trustworthy use of Al in the workplace, rigorous,
evidence-based and comparative assessments will be key to determining effective policy options . It will
for example be important to understand the potential parameters needed to make accountability tools —
such as algorithmic audits — effective in promoting trustworthy Al in the workplace.

Through the Artificial Intelligence in Work, Innovation, Productivity and Skills (AI-WIPS)
programme, the OECD will continue to follow policy developments closely and promote discussion
among policy makers to share lessons learned, and identify the most promising venues to promote
an ethical use of Al systems in the workplace.
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